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Verification of Neural Networks
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Activation Func. Refinement-based Verification
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Activation Func. Refinement-based Verification
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Activation Func. Refinement-based Verification
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Incremental Verification of Neural Networks
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Incremental Verification of Neural Networks
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Incremental Verification of Neural Networks
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A: Proposing “Activation Property” (Act. Prop.)
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A: Proposing “Activation Property” (Act. Prop.)
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Utility of Activation Property
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Utility of Activation Property
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Utility of Activation Property

Activation Property: ((1, 5), ACT) A ((3, 1), INACT) — not ((5, 7), ACT)
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Activation Property DB Utilizing Framework Overview
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Activation Property DB Utilizing Framework Overview
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Activation Property DB Utilizing Framework Overview
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Factors Degrading Act. Prop. Usability
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Enhancing Act. Prop. Usability
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Enhancing Act. Prop. Usability: |10 Generalization
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Enhancing Act. Prop. Usability: Split Scenario Generalization
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Act. Prop. DB Supports: Size and Features
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Act. Prop. DB Supports: Size and Features
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Act. Prop. DB Supports: Size and Features
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Act. Prop. DB Supports: Size and Features
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Act. Prop. DB Supports: Size and Features
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Act. Prop. DB Supports: Size and Features
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Act. Prop. DB Supports: Size and Features
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Interface for Non-incremental NN Verifiers
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Interface for Non-incremental NN Verifiers
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Recap: Activation Func. Refinement-based Verification

Algorithm 1 Act. Func. Refinement-based Verif. Algo.

. state_space « {initial_state} o
: while state_space is not empty do
curr_state < state_space.pop()

(status, cx) «— check_existence(curr_state)
Is there a counterexample when
* act.func.at (l4,nq) is ACTIVE ?

if is_real_counterexample(cx) then

return SAT, cx

else O

1
2
3
4:
5: if status = FOUND then
6
7
8
9 refined_states «— refine(curr_state)

Is there a counterexample when
* act. func. at (l4,n,) is ACTIVE

10: state_space.add(refined_states) e act func. at (Lo ) is ACTIVE ?
11: end if
12: end if

13: end while
14: return UNSAT




Interface: Accessing Dumping Mechanism

Algorithm 2 Algo. 1 extended with Act. Prop. Generation

1: state_space « {initial_state}
2: dumper.start_dump()
3: while state_space is not empty

AS 7 A EHO| Dump A&

4: curr_state «— state_space.pop()
5: (status, cx) < check_existence(curr_state)
6: if status = FOUND then J Act. Prop. Dump Interface L
7: if is_real counterexample(cx) then ~ S p— |
8: return SAT, cx ‘ st |
9: else —
10: refined_states < refine(curr_state) — end_dump |
11: state_space.add(refined_states)
12: end if
13: else o
14: dumper.dump_act_prop(curr_state) QL T =
15:  end if 8 €0 bump &

16: end while
17: dumper.end_dump()

18: return UNSAT
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Interface: Accessing Dumping Mechanism

Algorithm 2 Algo. 1 extended with Act. Prop. Generation

1: state_space « {initial_state}
2: dumper.start_dump()
3: while state_space is not empty do

4: curr_state «— state_space.pop()

5: (status, cx) < check_existence(curr_state)

6: if status = FOUND then J Act. Prop. Dump Interface L
7: if is_real counterexample(cx) then |

start_dump ‘

8: return SAT, cx

9. else /‘ dump_act_prop ‘
10: refined_states < refine(curr_state) | end_dump |
11: state_space.add(refined_states)
12: end if
13: else o
14: dumper.dump_act_prop(curr_state) finement EFA|OFC} Act. Prop. == 4l QHIglE
15: end if e L LA
16: end while Hst=+ 2=

17: dumper.end_dump()
18: return UNSAT
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Experimental Setup

Non-incremental . . ... Applicable Incremental
NN Verifier LT O Verif. Technique

Quantization (Int16, Int8)

IVAN-Baseline MNIST . IVAN[PLDI 2023]
Pruning (7%, 12%)
Neurify* AcasXu Random Perturbation (1%) N\A
& — B CROWN CIFAR-SDP Random Perturbation N\A

(0.5%)

*: Python 7| Bt At 7+ HT
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Experimental Setup

[ RQ: Act. Prop. 7|8t MEIXM AZ 7|HE2 7|& MEXIX AF 7|H C{d]| 1t 2l17}? ]

Non-incremental . . . .- Applicable Incremental
NN Verifier Benchmark Applied NN Optimization

Verif Techniniie

Quantization (Int16, Int8)

IVAN-Baseline MNIST . IVAN[PLDI 2023]
Pruning (7%, 12%)
Neurify* AcasXu Random Perturbation (1%) N\A
& — B CROWN CIFAR-SDP Random Perturbation N\A

(0.5%)

*: Python 7| Bt At 7+ HT
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Experimental Setup

o[

[RQ: Non-incremental 235 7|0l Act. Prop. 7|8t HZEIXM AZ 7|HE 21X 2 HE8T + 91%7”'?]

Non-incremental . . ... Applicable Incremental
NN Verifier LT O Verif. Technique

Quantization (Int16, Int8)

IVAN-Baseline MNIST . IVAN[PLDI 2023]
Pruning (7%..12%)
a )
Neurify* AcasXu Random Perturbation (1%) N\A
& — B CROWN CIFAR-SDP Ra”dom(gi;t)“rbat'on N\A

.
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Expanding IVAN-Baseline & Comparison Against IVAN[PLDI 2023]

Y. verification time (not using technique)

time speedup =
P P Y. verfication time (When using technique)

C. . Space Decrease | Time Speedup
Optimization
IVAN ACT IVAN | ACT
Quantization.Int16 1.99 75.9 2.39 2.47
MNIST 12 Quantization.Int8 0.82 2.28 0.96 1.04
Pruning 7% 1.63 8.21 1.86 1.91
Pruning 12% 1.49 4.33 1.66 1.75
Quantization.Int16 1.98 324.71 3.49 2.9
MNIST L4 Quantization.Int8 0.27 4.41 0.52 1.01
Pruning 7% 1.13 4.84 1.48 1.8
Pruning 12% 0.78 3.07 1.21 1.42

Y. traversed space size (not using technique)

space decrease = , , .
P Y. travered space size (wWhen using technique)



Expanding Neurify*
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Expanding &« — f CROWN

cifar_cnn_a_mix (CIFAR SDP)

120

100

80

60

40

20

Baseline w Act. Prop.

52 m Validity Check = Verification

m Validity Check ® Verification



Ongoing Work
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