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LLM-driven False Alarm Classification for Static Taint Analysis
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Sources —
untrusted input, dangerous functions,
for example HTTP GET for example cursor.execute()
request parameters from MySQLdb
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;,’ 3 Add Constraint for path refinment

"Is taint-flow valid?"

13 True Alarm]
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: i1 t Code I | i [ False Alarm]
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{ | Codebase SuperGraph

.' ~_ Construction ‘ ‘ir

Sliced code of the LLM
shortest path

No more path that satisfy All accumulated tonstraints
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SRC e
bool foo(){
ret = false; Source °

/5 1= D

Construction
ret = bar(p);
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1 bool foo()i

- | Tji 3 Mem* p = new Mem(100) ; 3
SRC e : if(p '=null){ |

}
: g return ret;
then f | } f
if (p'=null) : '; g
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X ol A2 | Loop GlAl (2)

1 bool foo () {
3 Mem* p = new Mem(100) ;
if(p !'= null){

(sp reset (p) ;]
}

return ret;

SRC

O© 00 Jo O i

Infeasible
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Mo AZ A Loop GlA] (3)

UNSAT : No path
Loop Terminate

This Is False alarm
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Metric Baseline
Accuracy (72.57%, 19.45)
Recall (79.04%, 88.91)
Precision  (20.95%, 20.93)

A\
Accuracy: 8| A2 E SHI=2H &t HlE
Recall: 2IMAES =X[X| E11 AHot H|=
Precision: 2IXi2t 5ot At & X AKHEHL| H|=
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"Is taint-flow valid?"
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