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The Transport Layer Security (TLS) Protocol Version 1.3
Abstract

This document specifies version 1.3 of the Transport Layer Security
(TLS) protocol. TLS allows client/server applications to communicate
over the Internet in a way that is designed to prevent eavesdropping,
tampering, and message forgery.

This document updates RFCs 5705 and 6066, and obsoletes RFCs 5077,
5246, and 6961. This document also specifies new requirements for
TLS 1.2 implementations.

Status of This Memo
This is an Internet Standards Track document.

This document is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
received public review and has been approved for publication by the
Internet Engineering Steering Group (IESG). Further information on
Internet Standards is available in Section 2 of RFC 7841.

Information about the current status of this document, any errata,
and how to provide feedback on it may be obtained at
https://wew.rfc-editor.org/info/rfc8446.
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The Transport Layer Security (TLS) Protocol Version 1.3

Abstract 7"

This document specifies version 1.3 of the Transport Layer Security
(TLS) protocol. TLS allows client/server applications to communicate
over the Internet in a way that is designed to prevent eavesdropping, '

tampering, and message forgery.

This document updates RFCs 5705 and 6066, and obsoletes RFCs 5077,
5246, and 6961. This document also specifies new requirements for
TLS 1.2 implementations.

Status of This Memo
This is an Internet Standards Track document.

This document is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
received public review and has been approved for publication by the
Internet Engineering Steering Group (IESG). Further information on
Internet Standards is available in Section 2 of RFC 7841.

Information about the current status of this document, any errata,
and how to provide feedback on it may be obtained at
https://wew.rfc-editor.org/info/rfc8446.
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The Transport Layer Security (TLS) Protocol Version 1.3

Abstract

This document specifies version 1.3 of the Transport Layer Security
(TLS) protocol. TLS allows client/server applications to communicate

over the Internet in a way that is designed to prevent eavesdropping,
tampering, and message forgery.

This document updates RFCs 5705 and 6066, and obsoletes RFCs 5077
5246, and 6961. This document also specifies new requirements for
TLS 1.2 implementations

Status of This Memo
This is an Internet Standards Track document

This document is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
received public review and has been approved for publication by the
Internet Engineering Steering Group (IESG). Further information on
Internet Standards is available in Section 2 of REC 7841.
Information about the current status of this document, any errata,
and how to provide feedback on it may be obtained at
https://wiw.xfc-editor.org/info/rfc8446
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Abstract Cryptography and SSL/TLS Toolkit

This document specifies version 1.3 of the Transport Layer Security

(TLS) protocol. TLS allows client/server applications to communicate

over the Internet in a way that is designed to prevent eavesdropping,

tampering, and message forgery. 1 1

This document updates RFCs 5705 and 6066, and obsoletes RFCs 5077,

5246, and 6961. This document also specifies new requirements for

TLS 1.2 implementations f )
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This is an Internet Standards Track document
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This document is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
received public review and has been approved for publication by the

Internet Engineering Steering Group (IESG). Further information on
Internet Standards is available in Section 2 of Rl

Information about the current status of this document, any errata,

and how to provide feedback on it may be obtained at
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Certificate(sha2>0) o(Certificate(sna256)
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Signature(sha256) b(Signature(sha256))
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Cert'\ﬂcate(ShaZSG) < Client | sig : SA > => < Client | ... > Signature(SA)
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Signature(sha256)
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6) rl [buildSignature]:
Cert'\ﬁcate(ShaZS < Client | sig : SA > => < Client | ... > Signature(SA)
‘.—
Signature(sha1) rl [buildModifiedSignaturel]:
— < Client | sig : SA > => < Client | ... > Signature(shal)
Nope! . e
— rl [buildModifiedSignature2]:
< Client | sig : SA > => < Client | ... > Signature(md5)
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Cert"ﬂcate(ShaZ%) b(Cert'\ﬂcate(Sha256))
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6) crl [processSignature]:
Cert'\ﬁcate(Sh325 < Server | sig : SA1 > Signature(SA2) => < Server | ... > Good!
— if SA1l == SA2 .

Signature(sha1)

S crl [processSignature]:
Nope‘- < Server | sig : SA1 > Signature(SA2) => < Server ... > Nope!
if SA1 =/= SA2 .
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6) crl [processSignature]:
CerﬂﬁcaUﬂShaZS < Server | sig : SA1 > Signature(SA2) => < Server . > Good!
— if SA1 == SA2 .
>lgnature(sha1)
—_— crl [processSignature]:
Good! .< Server | sig : SA1 > Signature(SA2) => < Server . > Nope!
— if SA1 =/= SA2 .
| e L L T P -Y crl [processModifiedSignature]:
< Server | sig : SA1 > Signature(SA2) => < Server . > Good!
if true .
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o mbedTLS: 67|

« M1 CVE &2: 770
o WolfSSL: 57§

« CVE-2025-11936, CVE-2025-11936, CVE-2025-11934, CVE-2025-11933,
CVE-2025-12889

> gnuTLS: 17l (embargo)
> mbedTLS: 17l (embargo)
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