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Automated System-level Testing from Unit Testing
through Composition of Function Summaries

Pros and Cons of Auto. Test Gen. at  System-level
› Pros: No false alarms
› Cons: Low bug detection power due to large search space 
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Automated System-level Testing from Unit Testing
through Composition of Function Summaries

Pros and Cons of Auto. Test Gen. at  Unit-level
› Pros: High bug detection power for small search space
› Cons: Many false alarms due to over-approximated context of a unit
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[Gross et al., ISSTA12]
[Fraser and Arcuri, ESEJ13]
[Shamshiri et al., ASE15]
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Main Idea of FOCAL++:  
SLIDE 5

Unit-level failure 
identification

Composing system-level paths 
using function summaries

g

y

main

f

High bug detection 
of unit testing

False alarm filtering through
unit context in system-level

x

y

x

h h
𝚽𝚽𝟏𝟏=𝝓𝝓𝒚𝒚 ∧ 𝝍𝝍𝒙𝒙

𝝍𝝍𝒙𝒙

𝝓𝝓𝒚𝒚

𝝓𝝓𝒉𝒉 𝚽𝚽𝟐𝟐=𝝓𝝓𝒉𝒉 ∧ 𝚽𝚽𝟏𝟏

SAT

UNSAT



Automated System-level Testing from Unit Testing
through Composition of Function Summaries

h

main

g

f

Main Idea of FOCAL:  
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Automated System-level Testing from Unit Testing
through Composition of Function Summaries

Overview of FOCAL (FOcused CompositionAL concolic testing)
: published at FSE 2019
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Overview of FOCAL++
(FOcused CompositionAL concolic testing)
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Combining Function Summaries
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Combining function summaries from error-revealing function f to main
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› Ex1. Function summary: a disjunction of 
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Combining Function Summaries
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Combining function summaries from error-revealing function f to main
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› Ex2. Disjunction of symbolic formulas obtained 
from fuzzed paths (for fast summary gen.)

› Ex3. SMT/SAT formula of a target unit obtained 
from CBMC  

› Ex4. Model learned from input/output of a 
target unit

› Ex5. Model learned from input/output of 
interacting units of a target unit

Φ1=𝝓𝝓𝒈𝒈 ∧ 𝝍𝝍𝒇𝒇 SAT
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f
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Ex. Function Summary Refinement using Craig Interpolants
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Continue Compositional Analysis with Refined Summaries
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Research Questions
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RQ1: How many target crash bugs 
does FOCAL detect? 

RQ2: How many new crash bugs 
does FOCAL detect? 

› RQ1, RQ2: Bug detection power of FOCAL

7 Programs (148 KLOC) 13 Programs (213 KLOC)

jsmn
json-c
...

gnulib regex
sxmlc

expat
libxml2
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19,108 commits
587 crash fix

FOCAL Crash Bug Benchmark

Jul. 2018

https://sites.google.com/view/focal-fse19
1993

19,108 
commits

7 Programs(148 KLOC)
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Results: Bug Detection Ability (RQ1)
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71/100 
(71.0%)

25/100 
(25.0%)

34/100  
(34.0%)

Higher 
is better

w/ τ=0.7 
FOCAL spent 6.3 hours on 100 machines

40/100  
(40.0%)
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Results: New Bug Detection (RQ2)
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FOCAL detected 13 new bugs in 12 text parsing programs (213 KLOC) 

jsmn
json-c
json-parser
jsonsl
libpcre
microjson
mjson
parson

gnulib regex
sxmlc

expat
libxml2

9 bugs 2 bugs 2 bugs
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