D=1 SMS Jefol= HE

| -

POWERUP: Program Option-Aware Interleaving
Fuzzing Platform for High Bug Detection

5|24 (KAIST)
2es (steh)
S A (HSTH)
7I_E_




POWER : Program Option-Aware Fuzzer for High Bug Detection Ability page 1l

g - F5% Ho| 7|9 15 48 718

cjpeg — O|0|X| tHEF =2 1 =




POWER : Program Option-Aware Fuzzer for High Bug Detection Ability page 2

IH X - DXLl tHO| 7|HE Q129 AHA] 7| EH

=T T H—/ o O

cjpeg— O|0|X| tHet = 11 2H

= Ct& H}O|E Zto| LI MZ= HAE

./cjpeg —-gray input.jpgi S S

AE glaigt

ff

d8




POWER : Program Option-Aware Fuzzer for High Bug Detection Ability page 3

SE D20 M (51 2101) T 20| ChekstH| BHEX

CLI (Command Line Interface) T2 12 7{0i= 2}ol
Ot V|5= 2dBKX = EF




POWER : Program Option-Aware Fuzzer for High Bug Detection Ability

Eg.-O2 03 2 M

(

page 4

)= £0| CiForA| EHS A}

_ O ro
CEREE e

A

=
= &7

CLI (Command Line Interface) 232

vim &

0t

Z




POWER : Program Option-Aware Fuzzer for High Bug Detection Ability page 5

J1Z A= AUE 225 oK EUAS

vim 2 27t
’ | | ]
/
/
y
| [vim
\
~




POWER : Program Option-Aware Fuzzer for High Bug Detection Ability page 6

Contributions

Contribution 1.
CIE EMES 7K T2 08 S M0 IS
22|50 CIE2A| HOo|5t= 7|

Contribution 2.
POWERUPZ AtE5I{ 157l{2] &4H| 2
o2 20| M 857HS| FeA| @5 2A




page 7

POWER : Program Option-Aware Fuzzer for High Bug Detection Ability

2 Key features
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command line

-a -b filename

file

<IDOCTYPE html:--
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-a filename

-a -b filename

file ‘ <IDOCTYPE html--- ‘ <IDOCT hhtml---
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EEEERT NIRRT
command line input file
-a-b-c-opt-s <IDOCTYPE html><!-- saved from url=https://www. / --><html

g 540,200

-a -e -format -opt -s <IDOCTYPE html><!-- saved asasdfsdfsdfs://www. / --><html
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Newm
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02: if(process_args(argc,argv,&glflags)==SUCCESS){
@3: if(open_detect_dwarf_obj(fname,&ftype)==SUCCESS){(F)

Q ==33 sMoj ot 2RE = 2|
04: if(ftype == DW_FTYPE_ELF) { (F)
05: if(!(glflags.gf_1 || glflags.gf_2)) { @ @ ot L2 w2 285 = 27|
06: /* function: process one file */
07: if(dwarf_init_path_dl(fname, &dobj)==SUCCESS){(F)
08: /* function: print_ frames */
09: if(glflags.gf _eh_frame_flag) { @

10: if(dwarf_get_frame(dobj, ...) == SUCCESS){(F)
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HIAE CHY TE 130

20C/C++ &N LE AA =08 (XA HHM)S CHACE HAE MM 3

g2 37| (Loc) =2 | 37| (Loc)

avconv 454,936 761 nasm 70,903 218
bison 54,423 51 objdump 877,165 84 I LoC: 199,333

cjpeg 6,308 33 pdftohtml 38,111 26
dwarfdump 83,545 103 pdftopng 97,890 18 7|1 E 7+ Hat : 235
exiv2 33,417 76 0Spp 4,907 20 19 E = St 71

ffmpeg 774,186 1817 readelf 74,789 98

gm 197,891 757 tiff2pdf 8,234 30

gs 1,174,673 350 tiff2ps 5,646 34

jasper 2,920 20 xmllint 11,285 66

mpg123 11,298 122 xmlwf 4,147 15
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AFL++-argv
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AFL++-all

Configfuzz
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