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Bug in Native JNI Application

• JNI exception handling error


• Data leakage using JNI data-flow


• Using outdated(vulnerable) libraries

“Google Play의 100,000개 앱 중 
39.7%의 앱이 native code를 사용” 

JN-SAF: Precise and Efficient NDK/JNI-aware Inter-language Static Analysis 
Framework for Security Vetting of Android Applications with Native Code 

(CCS’18)
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Static Analysis of Native JNI Program

• Most works are syntactic analysis


• Pattern matching, search strings


• JN-SAF: Information flow analysis using symbolic execution


• Path explosion issue
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Idea: Use Decompiler to Analyze Binary?
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Native Libraries Decompiler Source Code

Java Using Native Libraries



Programming Language
Research Group

22

Idea: Use Decompiler to Analyze Binary?

4 / 

Native Libraries Decompiler Bad Decompile Result

Java Using Native Libraries



Programming Language
Research Group

22

New Idea: Use Java Information to Refine Decompilation
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Contributions

• Propose to analyze native JNI programs using binary 
decompilation


• Identify challenges of decompiling binaries into JNI C code 
and suggest specialized solutions using Java analysis 
result
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1. Resolve Function Signature from Java
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1. Resolve Function Signature from Java

• Extract signature from Java and rewrite native function 
signature

int Java_get_1column_1name(

  int a1, int a2, int a3, int a4, int a5) {

   int result;

    if (sub_F1AC(a3, a5))

      result = (*(int (**)(int, int))

               (*(_DWORD *)a1 + 668))(a1);

    else

      result = 0;

    return result;

}


jstring Java_get_1column_1name(

  JNIEnv* a1, jclass a2, jlong a3, jint a4) {

   jstring result;

    if (sub_F1AC(a3, a4))

      result = (jstring)

        (*(int (*)(JNIEnv *))

        (*a1)->NewStringUTF)(a1);

    else

      result = 0;

    return result;

}


static native String get_column_name(long a3, int a4)
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2. Type Propagation for JNI-related Type
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2. Type Propagation for JNI-related Type

• Force to propagate JNI-related type when decompiling

int Java_createFrame(JNIEnv* a1, ...) {

  ...

  jbitmap = (jobject)create_graphics(

    (int)a1, v69[0], v69[1]);

  ...

 }


int create_graphics(int a1, int a2, int a3) {

  ...

  int v9;

  v9 = (*(int (**)(int, const char*)) 
  (*(int *)a1 + 24)(

    a1, “android/graphics/Bitmap”));

}


int Java_createFrame(JNIEnv* a1, ...) {

  ...

  jbitmap = (jobject)create_graphics(

    a1, v69[0], v69[1]);

  ...

 }


int create_graphics(JNIEnv* a1, int a2, int a3) {

  ...

  jclass v9;

  v9 = (*a1)->FindClass(

        a1, “android/graphics/Bitmap”));

}
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3. Resolve JNI Function calls
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3-1. JNI Function with Fixed Arity Signature

• Rewrite fixed-arity JNI function call expression

jstring Java_get_1column_1name(

  JNIEnv* a1, jclass a2, jlong a3, jint a4) {

   jstring result;

    if (sub_F1AC(a3, a4))

      result = (jstring)

        (*(int (*)(JNIEnv *))(*a1)->NewStringUTF)(a1);

    else

      result = 0;

    return result;

}


jstring Java_get_1column_1name(

  JNIEnv* a1, jclass a2, jlong a3, jint a4) {

   char* v5;

   jstring result;

   v5 = (char*)sub_F1AC(a3, a4);

    if (v5)

      result =(*a1)->NewStringUTF(a1, v5);

    else

      result = 0;

    return result;

}
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3-2. JNI function with Variadic Signature

• Use Intra-procedural string analysis to find methodID


• From the analysis result and related Java code, rewrite 
variadic JNI function calls

14 / 

jstring Java_prepare(JNIEnv* a1, jobject a2,

  jobject a3, jobject a4, jint a5) {


  jint v10;

  jmethodID v11;

  jclass v14;

  jstring v17;

  ...

  v14 = (*a1)->GetObjectClass(a1, a3);

  if ( v14 ) {

    v11 = (*a1)->GetMethodID(a1,

      v14, "set_param", "(Ljava/lang/String;)I");

    ...

    v10 = (*a1)->CallIntMethod(a1, a3, v11, v17, a4);

    ...

  }

}


jstring Java_prepare(JNIEnv* a1, jobject a2,

  jobject a3, jobject a4, jint a5) {


  jint v10;

  jmethodID v11;

  jclass v14;

  jstring v17;

  ...

  v14 = (*a1)->GetObjectClass(a1, a3);

  if ( v14 ) {

    v11 = (*a1)->GetMethodID(a1,

      v14, "set_param", "(Ljava/lang/String;)I");

    ...

    v10 = (*a1)->CallIntMethod(a1, a3, v11, v17);

   ...

  }

}




Programming Language
Research Group

22

4. Generating Compilable Code from Pseudocode
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Implementation

JNI-Bin 
Decompiler

Signature 
Extractor

JNI Source-Code 
Analyzer

JSASC*’s 
CG analysis

FlowDroid

+ Information-flow 
extension

* S. Lee, H. Lee and S. Ryu, "Broadening Horizons of Multilingual Static Analysis: Semantic Summary 
Extraction from C Code for JNI Program Analysis,” ASE 2020
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Evaluation Target

• NativeFlowBench - 23 challenging Android-JNI apps 
(use 16 out of 23)


• Small CLoC(8-42), targeting complex JNI interoperation


• F-Droid - 10 real-world open-source Android-JNI apps


• Relatively large CLoC(42-13226)
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Call Graph Analysis Result

• 100% Resolved for Benchmark
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Call Graph Analysis Result

• 90%(Ghidra)-100%(IDA-Pro) Resolved for F-Droid
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Information Flow Analysis Result

• Precision: 87.5% (Ours) vs 
88% (JN-SAF)


• Recall: 100% (Ours) vs 
64%(JN-SAF)


• 1 Timeout for JN-SAF
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Information Flow Analysis Execution Time
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Challenging Code Patterns for JN-SAF
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