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Simcrat:

A Signature-Modernizing C-to-Rust Translator
using a Large Language Model
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WhiteSource Report: What are the Most Secure Programming Languages
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Tim Hutt, Would Rust secure cURL?, https://blog.timhutt.co.uk/curl-vulnerabilities-rust/
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After over two years in development, support for using Rust for kernel development has entered a stable Linux release, Linux 6.1,
which became available a couple of weeks ago.

Previous to its official release, Rust support has been available in linux-next, the git tree resulting from merging all of the
developers and maintainers trees, for over a year. With the stable release, Rust has become the second language officially
accepted for Linux kernel development, along with C.

Initial Rust support is just the absolute minimum to get Rust code building in the kernel, say Rust for Linux maintainers. This
possibly means that Rust support is not ready yet for prime-time development and that a number of changes at the infrastructure
level are to be expected in coming releases. Still, there has been quite some work work going on on a few actual drivers that
should become available in the next future. These include a Rust nvme driver, a 9p server, and Apple Silicon GPU drivers.

https://www.infog.com/news/2022/12/linux-6-1-rust/
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int div(int n, int d, int *qg) {
if (d == @) { return 1; }
*qg = n / d;
return 0;

}

int g;
it (div(1le, 3, &qg) == 0) {

} ;lse {

}
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fn div(n: 132, d: i32, qg: &mut i32) -> 132 {
if d == @ { return 1; }
ALfSIE[X| 55 *fa=n/ d;
©

fn div(n: 132, d: i32) -> Option<i32> {
if d == 0 { return None; }
= Some(n / d)

}
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Translate to Rust:

int div(int n, int d, int *q) {
if (d == @) { return 1; }
=n / d;
return 0;

}

fn div(n: 132, d: 132, qg: &mut i32) -> 132 {
if d == 0 { return 1; }
*q =n / d;
0
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Give 2 1diomatic Rust signatures:

int div(int n, int d, int *q) {
if (d == @) { return 1; }

=n / d;
return 9;

}
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Translate to Rust:

int div(int n, int d, int *q) {
if (d == @) { return 1; }
=n / d;
return 0;

}

fn div(n: 132, d: i32)
Start with: -> Option<i32> {
if d == @0 { return None; }
fn div(n: 132, d: i32) Some(n / d)
-> Option<i32> }
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Translate to Rust:

int div5(int d, int *qg) {
return div(5, d, q);
}

Start with:

fn div5(d: 132) -> Option<i32> {
let mut g =
let res = div(5, d, &nut q);

fn div5(d: i32) -> Option<i32>
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Already translated:
fn div(n: 132, d: i32)
-> Option<i32>

Translate to Rust:

int div5(int d, int *qg) {
return div(5, d, q);

}

fn div5(d: i32) -> Option<i32> {
div(5, d)
!

Start with:
fn div5(d: 132) -> Option<i32>
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Fix the code:

fn div(n: 132, d: 164) -> Option<i6d> {

if d == @0 { return None; }
Some(n / d) — | O 2=

}

cannot divide 132 by 164

Some(n / d)
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Which one 1s more Rust-idiomatic?

fn div(n: i32, d: i32, qg: &mut i32) -> i32 {
if d == 0 { return 1; }

*q = n / d;

©
} — | <o 2
fn div(n: 132, d: i32) -> Option<i32> { l

if d == 0 { return None; }

Some(n / d) Implementation 2
}
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C g

int get cursor position(int *rows, int *cols) {
if (..) { return 1; } ..
*rows = ..; *cols = ..;
return 0;

AL =H Gl0| 3
fn get cursor position(rows: &mut 132, cols: &mut i32) -> i32;

NOL|% SHE AMRSI0] HO:
fn get cursor position() -> Option<(i32, i32)>;
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C g
void check auth _method(char *buf, size t n) {

A|TL|%| S 10| O
fn check auth method(buf: &[u8], n: size);

ALK =2 S A+E5H01 BHA:
fn check auth method(buf: &[u8]);



24 /28

AJLIXE E3H80

C e

int cmp net mask(const void *a, const void *b) {
NetMaskT *neta (NetMaskT *) a;

NetMaskT *netb = (NetMaskT *) b; ..

}

A LR S 10| e
fn cmp net mask(a: *const c void, b: *const c void) -> c int;

AJLIX SHE AL510] HA:
fn cmp net mask(a: &NetMaskT, b: &NetMaskT) -> Ordering;
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void make env(0Obj **vars) {
r->vars = *vars; ..

}

AJL|X &8 glo| tHod:
fn make_env(vars: &mut *mut Obj);

AL 22 S Ar8o10] BH:
fn make env(vars: &0bj);
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A|TJLIR S Q10| tH;
fn system exec(o: Options);

AL SEHE AL510] .
fn system exec(o: &0Options);
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Simcrat:

A Signature-Modernizing C-to-Rust Translator
using a Large Language Model
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