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s=Hamburger,5_Cola,2_Chicken,10.5

datacollector_1 | Message forwarded of size 713 143:09.039 / 01227501105 / alc602042212050143890000 / bytes: 7
datacollector_1 | Message forwarded of size 713 14 s=Rice,1.2_Chicken Soup,2.5
datacollector_1 | Message forwarded of size 713 eqms_sensor_sensor. 1.adBaqawa8dgz@hdc-nodel | 2022-12-85 01 s=Big Burger,1.2_Bone Soup,2.5
datacollector_1 | Message forwarded of size 713 143:10.039 / 01227501105 / alc502042212050143100000 / bytes: 7 s=Big Burger,1.2_Bone Soup,2.5
datacollector_1 | Message forwarded of size 714 13 s=Big Mac,2.2_McChicken,1.5
datacollector_1 | Message forwarded of size 713 eqms_sensor_sensor.1.ad8aqawa8dgz@hdc-nodel | 2022-12-05 01 < T —
datacollector_1 | Message forwarded of size 713 143:11.04 / 01227501105 / a1c602042212050143110000 / bytes: 71 s=Big Burger,1.2_Bone Soup,2.5
datacollector_1 | Message forwarded of size 713 4 s=French Fries,1.2_Vegetable Seafood Soup,2.5
datacollector_1 | Message forwarded of size 713 s=Hot Chocolate,1.2_Pineapple Pie,2.5
Miaismiactor’s | Kastage torsandad ot shes 113 01227501104, 1670202374000, 1670169975125, 9 e e OW B R S
atacollector_ essage forwarded of size R A ' = T
datacollector_1 | Message forwarded of size 713 01227501104,1670202376000, 1670169977084, 9 & Park Chiop withi rice,9.5_Fgg soup,3.2
datacollector_1 | Message forwarded of size 714 ©1227501104,16706202379000,1670169980119,9 s=Beef with rice,9.5_Soup,3.7_Pork pickled mustard green noodles,10
datacollector_1 | Message forwarded of size 713 91227501104, 1670202380000, 1670169981108, 9 s=Seafood noodles,9.5_Glutinous rice,0.9_Dumplings,5.5
datacollector_1 | Message forwarded of size 714 01227501104,1670202384000,16701699851081,9 s=Spring rolls, 1.5_Vegetable soup,0.8_Rice and vegetable roll, 1
Gatacollector’s | Message foriarded of Size 713 |o122750114, 1676202387000, 1670169988114, S0 GO SN 2 O el 2
atacollector_ essage forwarded of size 5 s : 2 < §
datacollector 1 | Message forwarded of size 714 91227501104, 1670202389000, 1670169990086, 9 (530 Service] lInk Account] Before;dd 2adéicy-71.ch-4ctL-hsbb:1i684060906
datacollector_1 | Message forwarded of size 714 01227501104, 1670202394000, 1670169995093, 9 [550 Service][Init Account] After:4d2a46c7-71cb-4cf1-b5bb-b68406d9dash
datacollector_1 | Message forwarded of size 713 81227501104, 1676202397000, 1670169998131, 9 [SS0 Service][Init Account] Before:1d1al1cl-11cb-1cf1-b1bb-b11111d1da1f
datacollector_1 | Message forwarded of size 713 91227501104,1676202411000,1670170012097,9 [SSO Service][Init Account] After:1d1allcl-11cb-1cfl-blbb-b11111d1dalf
datacollector_1 | Message forwarded of size 714 01227501104, 1670202414000, 1670170015126, 9 [Consign price service] [Init data operation]
datacollector_1 | Message forwarded of size 714 01227501104, 1670202421000,1670170022097,9 [Consign Price Service] [Create New Price Config)
datacollector_1 | Message forwarded of size 713 01227501104,1670202424000,1670170025126,9 . B . 2
datacollector_1 | Message forwarded of size 714 91227501104, 1676202425000, 1670170026095, 9 [Route Service] Create And Modify Start:shanghai End:taiyuan
datacollector_1 | Message forwarded of size 713 091227501104,1670202447000,1670170048120,9 [Route Service] Create And Modify Start:nanjing End:beijing
datacollector_1 | Message forwarded of size 714 01227501104,1670202460000,1670170061123,9 [Route Service] Create And Modify Start:taiyuan End:shanghai

[Route Service] Create And Modify Start:shanghai End:taiyuan
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* Java: Bytecode Instrumentation (BCI)
* Python: Meta—-0bject protocol + Dynamic Typing
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Fig. Processed Event stream using Kernel Density Estimation
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l Unique ID — {SpanContext}

Service A

(SpanCOmeM \{SpanContexl}

Service B

Trace

Service E

{SpanConty wawomem

Service C

Service D

(a) Trace Topology

Fig.2 Traces and Spans in Distributed Tracing

{‘context‘: {'span_id': -8820367226001093835,
‘thread_id': '53',
"trace_id':
'elapsed_time':
‘end_time"'

‘events': [{'attributes':

2766762858404346241},
datetime.timedelta(microseconds=139),

............................... iy
- l Service A ‘
Service E

(b) Trace and Span

: datetime.datetime(2022, 12, 13, 6, 9, 46, 494053, tzinfo=tzutc()),
['@parameter®: io.netty.channel.Channel [id: *

‘@xb62100a7, L:/192.168.64.2:28000 -
'R:/155.230.118.234:44812]"'1,

‘name': 'Method Start',

"timestamp"':
tzinfo=tzutc())},

{'attributes"’

‘name': 'Method end’,

‘timestamp’:
tzinfo=tzutc()}}),

datetime.datetime (2022,

datetime.datetime(2022,

12, 13, 6, 9, 46, 493914,

: ['java.lang.Integer -1239351129'],

12, 13, 6, 9, 46, 494053,

‘name': ‘<com.finedigital.bean.SensorEventHandler: java.lang.Integer '
‘getChannelld(io.netty.channel.Channel)> ',

‘parent_id': 3969049755867096819,

‘start_time':

datetime.datetime(2022, 12, 13,

6, 9, 46, 493914, tzinfo=tzutc())}
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* Execution path anomaly
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* Performance anomaly
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Receiving block blk_-6276023454199613372 src: |
/10.251.65.237:34085 dest: /10.251.65.237:50010 |

-

r
BLOCK* NameSystem.addStoredBlock: blockMap

updated: 10.251.73.220:50010 is added to | updated: <*>:<*> is added to blk_<*> size <*>

blk_7128370237687728475 size 67108864 /T

,
|
\
(" BLOCK* NameSystem addStoredBlock: blockMap |
I
|
\

S Bt e \ T e g g )
10.250.5.237:50010 Served block 1 ( o s B e o ,
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Figure 2: The example of raw log parsing and graph construction.
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/* Example 1: Assertion-check logging */

gic-branch logging */

e X A address
|
— Name —
}

/* Example 5: Observing-point logging */ g

rrrrrrr TraceLogInfo("Creating the tab order for form (8)", base.Nane); A t
: ction
e

Tracer.TracelogInfo("No sql express instance. Do fresh install.”);
res = Sqlcleanlnstall{);

Log collection and Log parsing

preprocessing

Pre-training

Feature

e sm i n Encoding  ----oooeeoeee- - Fpcoaaaas Decoding ~--------~ 3

Encoder: Dynamic GAT
Ey

Ey
Ye
zz\ /B—*‘> ——>! Mask Node
E /9/{/3 | Features: E;
2
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* GIojE A

Dataset #log Events #Duration #of Logs #of Anomalies #Anomaly Rate
HDFS 47 38.7 hours 1175629 16838 1.43%
BGL 377 7 months 4747963 348460 7.34%
Thunderbird 1758 244 days 2000000 6590 0.33%
Datasets
HDFS BGL Thunderbird
Precision Recall F1_score | Precision Recall F1_score | Precision Recall F1_score
0.8583 0.6547 0.7766 0.2647 0.6337 0.3439 0.5337 0.4167 0.4973
0.8185 0.7561 0.7923 0.2876 0.4734 0.4219 0.3367 0.4132 0.5431
DeepLog 0.9124 0.7841 0.8625 0.7452 0.9119 0.7612 0.4554 0.3786 0.6215
LogRobust 0.9335 0.9578 0.9623 0.9115 0.9217 0.8815 0.8118 0.8726 0.7967
DeepTraLog 0.8577 0.9126 0.8365 0.7742 0.8337 0.6953 0.6367 0.7331 0.6126
Pre-LogMGAE 0.9798 0.9917 0.9815 0.9543 0.8736 0.9048 0.8367 0.9935 0.9042
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