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BHEAZ (Model Checking)
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Boolean logic
= CBMC, NuSMV, -

Satisfiability modulo theories (SMT)
= nuXmv, MCMT, -

= Rewriting logic
= Maude, KEVM, RV-Predict, CafeOBJ, -

= Temporal logic of actions
« TLA+
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Rewriting Logic Specification

= State
term t (algebraic data type)
= Transition

rewrite rule t — ¢ if @ (patterns t and t', and condition )

= Example
= By rule AN) — AN+ 1) if N < 10,
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Rewriting Logic Specification

= State
term t (algebraic data type)
= Transition

rewrite rule t — ¢ if @ (patterns t and t', and condition )

= Example
= By rule AN) — AN+ 1) if N < 10, term f(5) is rewritten to A5+ 1)

10



Example: Lamport’s Bakery Algorithm

422...
number 42?

= Each process receives a ticket number to enter the critical section.

= Process with the smallest ticket number enters the critical section.

11



Example: Lamport’s Bakery Algorithm

= Each state with N processes:
n; m; [iy,di]. .. [in, dp]

= n: the current number in the bakery’s number dispenser
= m: the number currently served
= [ij, dj]: process with id d; in status d) € {idle, wait(ticket), crit(ticket)}
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Example: Lamport’s Bakery Algorithm

= Each state with N processes:
n; m; [iy,di]. .. [in, dp]

= n: the current number in the bakery’s number dispenser
= m: the number currently served
= [ij, dj]: process with id d; in status d) € {idle, wait(ticket), crit(ticket)}

= Rewrite rules (in the Maude syntax)

rl [wake]l: N ; M ; [K, idle] PS => N + 1 ; M ; [K,wait(N)] PS
rl [crit]l: N ; M ; [K,wait(M)] PS => N ; M ; [K,crit(M)] PS
rl [exit]: N ; M ; [K,crit(M)] PS => N ; M + 1 ; [K, idle] PS

= Variables: N, M, K for numbers, and PS for process sets

12



Example: Lamport’s Bakery Algorithm

= Rewrite sequences with one process

0; 0; [0,idle] 1;1; [0,idle] 2; 2; [0,idle]
\L wake /// \L wake /// \L wake
o // o //
1;0; [0,wait(0)] “%7 2;1; [0,wait(1)] %7 3;2; [0,wait(2)]
/// //
\L crit /// l/ crit /// \L crit
// //

1;0; [0,crit(0)] 2;1; [0,crit(1)]

13



Example: Lamport’s Bakery Algorithm

= Rewrite sequences with one process

0; 0; [0,idle] 1;1; [0,idle] 2; 2; [0,idle]
\L wake /// \L wake /// \L wake
o // o //
1;0; [0,wait(0)] “%7 2;1; [0,wait(1)] %7 3;2; [0,wait(2)]
/// //
\L crit /// l/ crit /// \L crit
// //

1;0; [0,crit(0)] 2;1; [0,crit(1)]

= [nfinite-state system: unbounded counters n and m

13



Symbolic Representation Using Logical Terms

= Symbolic state

t a pattern t with variables

14
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Symbolic Representation Using Logical Terms

= Symbolic state

t] ¢ a pattern t with variables constrained by a formula ¢

= Example
= N; M;PS|N>M

» Express a set of (potentially infinitely many) concrete states
= 0;0;]0,idle], 1;1;]0,idle[1,idle], 3;2;][0,idle][2, wait(0)],

14



Computing Symbolic State Space

Constrained narrowing ~-

» t|| ¢~ t'| @ if an instance of t || ¢ can be rewritten to t' by some rewrite rule

15



Computing Symbolic State Space

Constrained narrowing ~-
» t|| ¢~ t'| @ if an instance of t || ¢ can be rewritten to t' by some rewrite rule

= Defines symbolic transitions between logical terms
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Computing Symbolic State Space

Constrained narrowing ~-
» t|| ¢~ t'| @ if an instance of t || ¢ can be rewritten to t' by some rewrite rule
= Defines symbolic transitions between logical terms

= Sound and complete constrained narrowing methods exist

15



= Constrained narrowing sequences with one process

N;M; [0,idle] N;M; [0,crit(M)] N;M; [0,wait(M)]
|N=M [N=K+1AM=K [N=K+2AM=K+1

N;M; [0,wait(M)] N;M; [0,idle]
[N=K+1AM=K [N=K+1AM=K+1

16



= Constrained narrowing sequences with one process

N;M; [0,idle] N;M; [0,crit(M)]
[N=M IN=K+1AM=K

N;M; [0,wait(M)] N;M; [0,idle]
[N=K+1AM=K [N=K+1AM=K+1

= Still an infinite number of symbolic states

N;M; [0,wait(M)]
IN=K+2AM=K+1

16



Reduction Using Folding

= Folding preorder < to define more general symbolic states:

51 X S, <= s is more general than s;

17



Reduction Using Folding

= Folding preorder < to define more general symbolic states:
51 X S, <= s is more general than s;
= Logical terms subsumes all its instances (modulo the equations E)

t|v<u|¢ if t=gud and v = @ for some substitution
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Reduction Using Folding

= Folding preorder < to define more general symbolic states:
51 X S, <= s is more general than s;
= Logical terms subsumes all its instances (modulo the equations E)
t|v<u|¢ if t=gud and v = @ for some substitution

= Example
N; M; [0,id1le]PS||[N>M < N; M; PS| true
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Reduction Using Folding

= Folding preorder < to define more general symbolic states:
51 X S, <= s is more general than s;
= Logical terms subsumes all its instances (modulo the equations E)
t|v<u|¢ if t=gud and v = @ for some substitution

= Example
N; M; [0,id1le]PS||[N>M < N; M; PS| true

Folding reduction

= collapses a state s into a previously seen t such that s t

17



= Bakery algorithm with two processes

N;M; [0,idle] [1,idle] N;M; [0,idle] [1,wait(M)] N;M; [0,idle] [1,crit(M)]
|| true [N=M+1 [N=M+1
N;M; [0,wait(M)] [1,idle] N;M; [0,wait(K)] [1,wait(M)] N;M; [0,wait(K)] [1,crit(M)]
[N=M+1 [N=M+2AK=M+1 \ [N=M+2AK=M+1

[ ————— —<

N;M; [0,crit(M)] [1,idle]
[N=M+1

N;M; [0,wait ()] [1,wait(K)] N;M; [0,crit()] [1,wait(K)]
[N=M+2AK=M+1 [N=M+2AK=M+1

18



= Bakery algorithm with two processes

N;M; [0,idle] [1,idle]
|| true

J

N;M; [0,idle] [1,wait(M)]
[N=u+1

l

N;M; [0,idle]l [1,crit(D]
[N=M+1

|

N;M; [0,wait(M)] [1,idle]
[N=M+1

N;M; [0,wait(K)] [1,wait(M)]
[N=M+2AK=M+1

N;M; [0,wait(K)] [1,crit(M)]
[N=M+2AK=M+1

[ ————— —<

N;M; [0,crit(M)] [1,idle]
[N=M+1

N;M; [0,wait(M)] [1,wait(K)]
[ N=M+2AK=M+1

N;M; [0,crit(M)] [1,wait(K)]
[N=M+2AK=M+1

= Mutual exclusion can be verified for two processes!

= Can be verified for any number of processes, along with abstraction methods

18



Reachability Analysis using Constrained Narrowing

S+ {sinz’t};
Queue.enqueue(Siyit);
while Queue # () do

u <+ Queue.dequeue();

if an instance of u matches sg,q then

| return True .
foreach u’' such that u~ u' do -+ Bleedilisilis ceeien

if /' is a new symbolic state then
remove all instances of v’ from

S and Queue;
S« Su{d};

Queue.enqueue(u')

return False

19



Reachability Analysis using Constrained Narrowing

S+ {sinz’t};
Queue.enqueue(Siyit);
while Queue # () do

u <+ Queue.dequeue();

if an instance of u matches sg,q then

| return True .
foreach u’' such that u~ u' do -+ Bleedilisilis ceeien

if U is a new symbolic state then = Refutation-complete
remove all instances of v from
S and Queue;
S« Su{d};

Queue.enqueue(u')

return False

19



Limitation of the Existing Algorithm

= Bad at finding a counterexample

20



Limitation of the Existing Algorithm

= Bad at finding a counterexample

= BFS can generate a huge amount of useless symbolic states

N;M; [0,wait(M)][I,wait(X)]

N;N; IS || true [I5,wait(J)] IS3

[N=M+3AK=M+1ATJ=M+2
wake lwake
v . N;M; [0,wait(M)][I,wait(K)]
N’M’”[g’ja;timl] 51 g? [Io,wait(J)][I3,wait(H)] ISy
— IN=M+4AK=M+1AJ=M+2AH=M+3
wake
wake
N;M; [0,wait(M)]

[I;,wait(K)] ISy
[N=M+2AK=M+1

20



Limitation of the Existing Algorithm

= Bad at finding a counterexample

= BFS can generate a huge amount of useless symbolic states

N;M; [0,wait(M)][I,wait(X)]

N;N; IS || true [I5,wait(J)] IS3

[N=M+3AK=M+1ATJ=M+2
wake lwake
v . N;M; [0,wait(M)][I,wait(K)]
N’M’”[g’ja;timl] 51 g? [Io,wait(J)][I3,wait(H)] ISy
— IN=M+4AK=M+1AJ=M+2AH=M+3
wake
wake
N;M; [0,wait(M)]

[I;,wait(K)] ISy
[N=M+2AK=M+1

= # of symbolic states can increase dramatically as complexity of pattern increases

20



Our Approaches

= Heuristic search for (constrained) narrowing (CAIN))

= Automated abstraction using pattern generalization

21



Heuristic Search For Narrowing-Based Reachability Analysis

S+ {sinz’t};
PriorityQ.enqueue(Sinit);
while PriorityQ # () do

u < Priority@.dequeue();

= Best-first search
if an instance of u matches sg,q then

| return True = Priorities defined by scoring functions
foreach ' such that u~ v do

if /' is a new symbolic state then
remove all instances of v’ from

S and PriorityQ;
S« Su{d};

PriorityQ.enqueue(u’)

return False

22



Heuristic Search For Narrowing-Based Reachability Analysis

S+ {smit};
PriorityQ.enqueue(Sinit);
while PriorityQ # () do

u < PriorityQ.dequeue(); 0 Besulfier seandh
if an instance of u matches sg,q then
return True = Priorities defined by scoring functions
foreach u’' such that u~ u' do
if u' is a new symbolic state fhe" Q: Effective scoring function for narrowing?
remove all instances of u’ from
S and PriorityQ; Q: Refutation-complete?
S« Su{d};
PriorityQ.enqueue(u’)

return False

22



Scoring Functions for Narrowing

= score(t) = g(t) + h(t)

= a lower score indicates a higher priority

23



Scoring Functions for Narrowing

= score(t) = g(t) + h(t)

= a lower score indicates a higher priority

= g(t): the complexity of pattern t

= e.g., the term size of t
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Scoring Functions for Narrowing

= score(t) = g(t) + h(t)

= a lower score indicates a higher priority

= g(t): the complexity of pattern t

= e.g., the term size of t

= h(t): a heuristic estimation based on prior knowledge

= e.g., the number of wait processes

23



Refutation-Completeness for Heuristic Narrowing Search

= There should be no infinite narrowing sequence with non-increasing scores

24



Refutation-Completeness for Heuristic Narrowing Search

= There should be with non-increasing scores

Theorem

Let Reach=C(t) = {u| t ~* u, score(u) < c}. If ReachSS(t) is finite for any score c,

then the heuristic search algorithm returns true iff R+ (3X) t — t.

24



Case Study: the OneThirdRule Consensus Algorithm

= OneThirdRule : a round-based distributed consensus algorithm

Initialization :

‘ Xp — Vp;
Round r:
broadcast x, to all other nodes ; // init
wait for messages from other nodes ; // waiting

if |ReceivedMsg(r)| > 2/3 - N then
Xp <— the smallest most frequently received value

if more than 2/3 - N of the received values are x, then
| Decide (x,) : // finished
else

‘ proceed to Round r+ 1;

= N node communicate via (possibly faulty) asynchronous message passing

25



Case Study: the OneThirdRule Consensus Algorithm

= OneThirdRule : a round-based distributed consensus algorithm

Initialization :

‘ Xp — Vp;
Round r:
broadcast x, to all other nodes ; // init
wait for messages from other nodes ; // waiting

if |ReceivedMsg(r)| > 2/3 - N then
Xp <— the smallest most frequently received value

if more than 2/3 - N of the received values are x, then
| Decide (x,) : // finished
else

‘ proceed to Round r+ 1;

= N node communicate via (possibly faulty) asynchronous message passing

= The algorithm uses 2/3 as a decision threshold A



OneThirdRule: Narrowing-Based Reachability Analysis

= Agreement requirement

All nodes will agree on the same value when the algorithm terminates

26



OneThirdRule: Narrowing-Based Reachability Analysis

= Agreement requirement

All nodes will agree on the same value when the algorithm terminates

= Try to find a counterexample of the agreement condition

= with different decision threshold 1/2 for any number of initial nodes
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OneThirdRule: Narrowing-Based Reachability Analysis

= Agreement requirement

All nodes will agree on the same value when the algorithm terminates

= Try to find a counterexample of the agreement condition

= with different decision threshold 1/2 for any number of initial nodes

= Failed to find a counterexample using the BFS-based algorithm

Depth bound 1 2 3 4 5 6
, time (s) 0,1 1,1 4872  3014,0 - -
No folding
# state 3 39 341 4723 - -
) time (s) 0,1 1,1 484,8 1450,0 32858,7 -
Folding
# state 3 24 114 430 1504 -

26



OneThirdRule: Experimental Evaluation (1)

= Comparing with the existing method (vu-narrow)

= with different number of components and different thresholds

= Different scoring functions

score(t) = Complexity g(t) + Heuristic Estimate h(t)
scoregps(t) = depth(t)
scoreg(t) = #nodes(t)
scorer (t) = 10 - #nodes(t) + —9 - #nodesWithDecision(t) + Znodeenodes(t) max(1, round(node))
scorez(t) = 10 - #nodes(t) + —#nodes WithDecision(t) + Z'rwdeenodes(t) max(1, round(node))
scoreg(t) = 100 - #nodes(t) + —#messages(t) + 10 - 32, 1ecnodes(ry Max(1, round(node))

27



OneThirdRule: Experimental Evaluation (2)

Model heuristic-narrow
vu-narrow

n o SCOTERBFS scoreg scorey scorez score3

time (s) - - 523049 1108 3916 4664

1.n  depth - - 24 24 24 21

- # state - - 13821 565 1679 2150
IS

s time (s) - - 11,7 5,1 5,1 4,1

1 depth - - 7 7 7 6

# state - - 57 38 38 36

time (s) 23253 337880 35,4 37,1 36,3 30765

1.n  depth 17 17 24 24 24 17

# state N/A 40550 1132 1132 1132 7629

’ time (s) 10,5 28,9 0,4 05 0,4 2,0

1 depth 6 6 9 9 9 9

# state N/A 923 42 42 42 56

28



OneThirdRule: Experimental Evaluation (2)

Model heuristic-narrow
vu-narrow
n @ SCOTEBRS scoreg scorey scorez scores
( time (s) - - 523049 1108 3916 4664 )

1.n Tdepth - - 27 27 27 21

- # state - - 13821 565 1679 2150
I

= time (s) = = 11,7 51 51 4,1

1 depth - - 7 7 7 6

# state = = 57 38 38 36

time (s) 23253 33788,0 35,4 37,1 36,3 3076,5

1.n  depth 17 17 24 24 24 17

# state N/A 40550 1132 1132 1132 7629

3 time (s) 10,5 28,9 0,4 0,5 0,4 2,0

1 depth 6 6 9 9 9 9

# state N/A 923 42 42 42 56

28



OneThirdRule: Experimental Evaluation (2)

Model heuristic-narrow
vu-narrow

n o SCOTERBFS scoreg scorey scorez score3

time (s) - - 523049 1108 3916 4664

1.n  depth - - 24 24 24 21

- # state - - 13821 565 1679 2150
IS

s time (s) - - 11,7 5,1 5,1 4,1

1 depth - - 7 7 7 6

# state - - 57 38 38 36

time (s) 23253 337880 35.4 371 363 30765

Lon [ depth 17 17 24 24 24 17 )

#F state N/A 40550 T132 T132 T132 7629
3

time (s) 10,5 28,9 0,4 05 0,4 2,0

1 depth 6 6 9 9 9 9

# state N/A 923 42 42 42 56

28



going and Future Work

» Rewriting logic2= HAM|E A|ARIS| i V[gh HEAS
= symbolic state-space exploration using constrained narrowing
= Algorithmic challenge: AEiS7F ZLEH|

. DD DU MEHAS ol Hauwy
s 2M&=2|0]| [HE Best-first search

= Automated generalization using pattern generalization (not in this talk)
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= Algorithmic challenge: AEiS7F ZLEH|
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Automated generalization using pattern generalization (not in this talk)
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going and Future Work

» Rewriting logic2= HAM|E A|ARIS| i V[gh HEAS
= symbolic state-space exploration using constrained narrowing
= Algorithmic challenge: AEiS7F ZLEH|

- TEDV|U RS ASEAS St Haw

LU&=2|0]| [HE Best-first search

= Automated generalization using pattern generalization (not in this talk)
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Thank you!
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