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TEE Kernel PersistentObject TransientObject
object-type object-usage-set attribute-set object-type | | object-usage-set

sersiatent= | L o | | | || | [ object-type | [ obj ge-set [ [, o

object-id-list I data-flag-set | I handle-set II handle-counter I I handle-set I l max-object-size ] counter
I object-id | I data-stream-id | | is-initialized | | attribute-set |

* CryptoOperationObject
EnumeratorObject \/
DataStreamObject operation- || operation- algorithm
persistent- key class
object-id-list I data-size I | status | I data-stream I : :
operation- || operation-

| persisten-object-owner ” TA-owner ” device-ownerl handle state max-key-size
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- TEE & APl 2 E
Category Types # APlIs Category Types # APls
Generic 5 Generic 9
Secure Trarfsient 8 Cryptographic Symmett:ic Cipher & M.AC 7
Storage . Persistent 4 Operation Auﬁthentmated Encryption . 5
Persistent Enumerator 5 Asymmetric & Random Data Generation 5
Data Stream Access 4 Key Derivation & Message Digest 4
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e Real-world LLE_'.E:'.4 A5 Flet 20 A X[ &
e C-like ZE=1Z syntax

struct Person { var age } ;
Person john ; john.age = 0 ;
while (john.age < 10) { john.age += 1}

« C-like Z21 % semantics
« Memory model (x) multi-threading (x)
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« TEE API spec A}

« Reachable state analysis, LTL model checking

search run(teeApi) = RESULT such that checkSpec(RESULT) .
red modelCheck(teeApi, [] invariant(teeApi)) .

- TEE Z2 0% HS
- E.g. processZE 2t} process1 ELCH LSO ELHOF &

red modelCheck(init(proc1) init(proc?2), [] exitAfter(proc1, proc?)) .

° |- H _|_7|- A 7||:H
* Invisible transmon reduction, partial order reduction



Case study: MQT-TZ

» |oT message protocol=
« TEEE A

» TEE O 50| =

2510] message £ B X|

A&t real-world Z2 13

message | ‘I8 B35

# Msg| # State | Time # Msg|Intruder|Intercept|Max Trial| # State Time
1 15112 ’ O T 25 59304 7.828
2 77784 X 1 25 395576 | 17.408
3 |254632 <100 5 O T 25 59740 8.352
4 | 677880 X 1 25 22633856 |2543.146
5 [1611976 3 O T 25 59740 8.367
6 [3585832 X 1 25 T/O
7 |7657224/1008.081 4 25 T/O
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FORMAL SPECIFICATION AND VERIFICATION OF TEE

Geunyeol Yu

fication Lab., Pohang Univ

BACKGROUND PROGRAMMING LANGUAGE SEMANTICS FOR TEE

= A trusted execution environment (TEE) is an isolated code execution « C-like language syntax
environment to provide high-level of trust.

= Global Platform defines standard APIs and architectures for TEE and
device vendors provide their own TEE implementations.

—e.g., structure, if-else, loop, function call

struct Person { var age }

Person john ; john.age = 0 ;

»Maude is a language and tool for formal specification and analysis of while (johm.age < 10) { john.age += 1 }
distributed systems

Overview of Trusted Execution Environment » C-like language semantics
Rich Execution Trusted Execution —memory model (x), multi-threading (x). executing a program (o)
Environment (REE) Environment (TEE)
Trrsted Application FormaL VERIFICATION OF TEE usiNG MAUDE
Rich Application ™
(RA) TA Interface = Verify the TEE formal specification using Maude.
= —reachable state analysis, LTL model checking
search teeApi =>* STATE such that checkSpec(STATE)
TEE [} System Call red modelCheck(teeApi, [] invariant(teedpi))
Operating Rich 05 Kernel | Interface
nux, etc = Verify real-wor applications using Maude
System [ 1] runted 0 Verify real-world TEE appl g M.
. —using C-like language semantics
1 """"" i o —high-level behaviour analysis (o), code-level analysis (x)
Handware [ Secure Monitar ] —e.g., program2 always exits after program?1
| red modelCheck(init(pl p2), [] exitAfter(pl, p2))

MOTIVATION STATE SPACE REDUCTION
«What if there is a design flaw in the standard APIs? * Invisible transition reduction
+Does a TEE implementation follow the standard? —reduce a transition biw equivalent states
+1s a TEE application safe and bug-free? —i.e., remove stuttering equivalent paths

CHALLENGE SR ONONOY

« Specifying the standard APIs is itself challenging. J— r’— !
OHONONOC/

—e.q.. free all the resources (?) after TEE_FreeTransientObject f

* How o verify concurrent behaviours? « Partial order reduction

—code-based testing (x), code-based static analysis (x) —explore only necessary paths w.r.t independent relations.
*How to verify real-world TEE applications only with their code? —i.e., do not consider all interleavings
FORMAL SPECIFICATION OF TEE IN MAUDE Case sTuDY: MQT-TZ 10T APPLICATION

- Specify models for trusted & rich applications Architecture of MQT-TZ

» Specify abstracted objects for REE & TEE kernels.

= Specify objects representing TEE resources

—handle objects, secure storage objects, cryptographic objects.
= Define overall relations biw them.

Overall Specification *MQTT is a standard messaging protocal for the loTs.
*MQT-TZ protects MQTT broker using TEE.
—preventing message interception, modification

» Analyzing MQT-TZ using formal specification

—Model an intruder that tries to intercept messages
—Simulate the intruder can intercept a message w/oc TEE.
—Verify the intruder fails to intercept any message w/ TEE

= Specify the standard TEE APls. # Msg[ # State | Time # Msg[intruder Intercept[Max Trial] # State Time
Y
[Category Types # API|[ Categary Types # AP L 15112 1 i 2: :f:&
| Generic 5 Generic 9 : 2 Wl
S Transient ] Cryoto Symmetric Cipher & MAG 7 i <100 2 )? ga soraner 2"3‘3::_:“
Sorame Persistent 4 | oooration | Authenticated Encryption 5 N - i) i
1= 99 | parsistent Enumerator| 5 P |Asymmetric & Message Digest| 7 2 . 3 O 2:_' 58740 B8.387
| Data Stream Access | 4 Key Deriv. & Rand. Generation| 4 6 [3585832 X 25 Ti0
7 |7657224|1008.081 4 25 TO
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