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void f() {
char buf[16];
int 1 = 0;
while (i < 16) i++;
// buffer overrun
buf[i] = 0;

}

void g() {
char buf[16];
char xp = input();
// buffer overrun
strcpy(buf, p);

¥
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void O { void read_bmp(File xf) {

}

char buf[16];

int 1 = 0;

while (i < 16) i++;
// buffer overrun
buf[i] = 0;

void g() {

}

char buf[16];

char xp = input();
// buffer overrun
strcpy(buf, p);

int w = read_bmp_width(f);
int h = read_bmp_height(f);
// 1integer overflow

int area = w % h;

char xbuf = malloc(area);

void read_jpg(File xf) {
int w = read_jpg_width(f);
int h = read_jpg_height(f);
// integer overflow
int area = w *x h;
char xbuf = malloc(area);



KHl

T

N

1=

E

__O._
lr

CHE



=l

0

o K

~ o = e

_x== - _._.__n o

s R

_._.__H _H_Hﬂl __O._ m

o1 RO

fr =

Mk

0;

=<

0

R

K Al

N e K- Ia)

Ko | 1 Rl

oK 5 0
<0 O

X

T 0]

oll =

[x1)

H

a1 " -

p—— LuO

._MH_ Ll I
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area < INT MAX?

p != NULL?
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idx < size?
area < INT MAX?

p != NULL?

1. Read two numbers from a file
2. Multiplies the numbers
3. Use it as an argument of malloc
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pointer?

loop?

external libraries?

function calls?
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network packet?

three? four? input from terminal?
pointer? \ e

1. Read two numbers from a file
— . .
_ - add? 2. Multiplies the numbers
external libraries? 3. Use it as an argument of malloc

function calls? /

any other patterns?
realloc? calloc?

loop?
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long ToL (char xpbuffer) { return (puffer[0] | puffer[l]<<8 | puffer[2]<<16 | puffer[3]<<24); }
short ToS (char xpbuffer) { return ((short)(puffer[@] | puffer[1]<<8)); }

gint32 ReadBMP (gchar xname, GError sxxerror) A
if (fread(buffer, Bitmap_File_Head.biSize - 4, fd) !'= 0)
FATALP ("BMP: Error reading BMP file header #3");
Bitmap_Head.biWidth = TolL (&buffer[0x00]);
Bitmap_Head.biBitCnt = ToS (&buffer[0x0A]);

((Bitmap_Head.biWidth x Bitmap_Head.biBitCnt - 1) / 32) *x 4 + 4;
ReadImage (rowbytes);

rowbytes
image_1ID

}

gint32 ReadImage (int rowbytes) {
buffer = malloc(rowbytes); // malloc with overflowed size

gimp-2.6.7 (CVE-2009-1570)
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long ToL (char xpbuffer) { return (puffer[0] | puffer[l]<<8 | puffer[2]<<16 | puffer[3]<<24); }
short ToS (char xpbuffer) { return ((short)(puffer[@] | puffer[1]<<8)); }

bitmap_type bmp_load_image (FILEx filename) {
if (fread(buffer, Bitmap_File_Head.biSize - 4, fd) !'= 0)
FATALP ("BMP: Error reading BMP file header #3");
Bitmap_Head.biWidth = TolL (&buffer[0x00]);
Bitmap_Head.biBitCnt = ToS (&buffer[0x0A]);

rowbytes = ((Bitmap_Head.biWidth x Bitmap_Head.biBitCnt - 1) / 32) *x 4 + 4;
image.bitmap = ReadImage (rowbytes);

}

unsigned charx ReadImage (int rowbytes) {
unsigned char xbuffer = (unsigned charx) new char[rowbytes]; // malloc with overflowed size

sam2p-0.49.4 (CVE-2017-1570)

14
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static XcursorBool _XcursorReadUInt (XcursorFile xfile, XcursorUInt xu) {
unsigned char bytes[4];
if ((xfile->read)(file, bytes, 4) !'= 4) return XcursorFalse;
U = ((bytes[0] << 0) | (bytes[l] << 8) | (bytes[2] << 16) | (bytes[3] << 24));
return XcursorTrue;

}

_XcursorReadImage (XcursorFile xfile, XcursorFileHeader xfileHeader, int toc) {
XcursorChunkHeader chunkHeader;
XcursorImage head;

if (! XcursorReadUInt (file, &head.width))
return NULL;
if (! _XcursorReadUInt (file, &head.height))
return NULL;
image = XcursorImageCreate(head.width, head.height);

\ cra

XcursorImage *xXcursorImageCreate (int width, int height) {
image = malloc (sizeof (XcursorImage) + width * height *x sizeof (XcursorPixel));

libXcursor-1.1.14 (CVE-2017-16612)

15
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int toLong(char xbuffer) {
return (buffer[@]) | (buffer[l] << 8) | (buffer[2] << 16) | (buffer[3] << 24);

}

int f(char xname) {
int width, height, area;
char buffer[10];
FILE xfd = fopen(name, "rb");
fread(buffer, 10, 1, fd);
fclose(fd);

// Copilot, fill it!

) GitHub
) Copilot

16
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int toLong(char xbuffer) {
return (buffer[@]) | (buffer[l] << 8) | (buffer[2] << 16) | (buffer[3] << 24);

}

int f(char xname) {
int width, height, area;
char buffer[10];
FILE xfd = fopen(name, "rb");
fread(buffer, 10, 1, fd);
fclose(fd);

// Copilot, fill it!

) GitHub
) Copilot
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int toLong(char xbuffer) {
return (buffer[@]) | (buffer[l] << 8) | (buffer[2] << 16) | (buffer[3] << 24);

}

int f(char xname) {
int width, height, area;
char buffer[10];
FILE xfd = fopen(name, "rb");
fread(buffer, 10, 1, fd);
fclose(fd);

// Copilot, fill it!

GitHub
y Copilot
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Similarity to CVE-2017-9181 (score: 0.92) CVE

—

static int image_load_gif(..) { T

fread(buf, 13, 1, fp);
while (1) {
img—>width = (buf[5] << 8) | buf[4];
img—>height = (buf[7] << 8) | buf[6];
img—>depth = gray ? 1 : 3;
img->pixels = (uchar x)malloc((size t)(img->width * img->height * img->depth));

19



Al

Similarity to CVE-2017-9181 (score: 0.92) CVE

static int image_load_gif(..) { T

fread(buf, 13, 1, fp);
while (1) {
img—>width = (buf[5] << 8) | buf[4];
img—>height = (buf[7] << 8) | buf[6];
img—>depth = gray ? 1 : 3;
img->pixels = (uchar x)malloc((size t)(img->width * img->height * img->depth));

H michaelrsweet [ htmidoc Q) sponsor ¢ Watch

Code @ Issues 15 Pull requests Actions Projects Security Insights

Bug: buffer-overflow caused by integer-overflow in image_load_gif

kangwoosukeq opened this issue on 21 Mar - 6 comments

kangwoosukeq commented on 21 Mar

Hi, | found some integer overflow vulnerability that is similar to CVE-2017-9181 in htmldoc.

e 0s: Debian GNU/Linux bullseye/sid

e version: 1.9.11

htmldoc-poc.zip
In htmldoc-poc, there are maliciously crafted gif and html file which crashes htmldoc like below.

$ htmldoc —-webpage -f out.pdf htmldoc-poc.html
PAGES: 2
[1] 17884 segmentation fault htmldoc ——webpage —-f out.pdf htmldoc-poc.html
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* Taint analysis: tracking flows of malicious data
e Source points: user inputs (e.g., fread, gets)

* Sink points: security-sensitive points (e.g., malloc, printf)
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* Taint analysis: tracking flows of malicious data
e Source points: user inputs (e.g., fread, gets)
* Sink points: security-sensitive points (e.g., malloc, printf)
[/ checkers on top of Facebook Infer
 Custom: int overflow, int underflow, buffer overflow, format string bug, cmd injection

e Qut-of-the-box: use-after-free, double free

20
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e Vulnerable trace: a list of commands related to the vulnerabilities

* Trace on data dependency extracted by static analysis

21



e Vulnerable trace: a list of commands related to the vulnerabilities

* Trace on data dependency extracted by static analysis

long ToL (char xpbuffer) {
return (puffer[0] | puffer[1]<<8 | pufferl[2]<<16 | puffer[3]1<<24);

I3
gint32 ReadBMP (gchar *name, GError xxerror) {
if (fread(buffer, Bitmap_File Head.biSize - 4, fd) != 0)
FATALP ("BMP: Error reading BMP file header #3");
biWidth = ToL (&buffer[0x00]);
rowbytes = biWidth * 4,
image_ID = ReadImage (rowbytes);
I3

gint32 ReadImage (int rowbytes) A{
buffer = malloc(rowbytes);

21



e Vulnerable trace: a list of commands related to the vulnerabilities

* Trace on data dependency extracted by static analysis

long ToL (char xpbuffer) {
return (puffer[@] | puffer[1]<<8 | puffer[2]<<16 | puffer[3]1<<24);
1 A

gint32 ReadBMP (gchaT *xngme, GError sxxerror) {
if (fread(buffer, Bifmap_File_Head.biSize - 4, fd) != 0)
FATALP A"'BMP: Erfor reading BMP file header #3");
biWidth ="ToL (&buffér[0x00]);

rowbytes = biWidtp~£ 4;
image_ID = ReadIjage (rowbytes);

}

gint32 ReadImage (i’iﬁrowbytes) {
buffer = malloc(rowbytes);

21



Vulnerable trace: a list of commands related to the vulnerabilities

Trace on data dependency extracted by static analysis

long ToL (char xpbuffer) {
return (puffer[@] | puffer[1]<<8 | puffer[2]<<16 | puffer[3]1<<24);
1 A

gint32 ReadBMP (gchaT *xngme, GError sxxerror) {
if (fread(buffer, Bifmap_File_Head.biSize - 4, fd) != 0)
FATALP A"'BMP: Ergor reading BMP file header #3");
biWidth ="TolL (&buffér[ox00]);

biWidtp£ 4;
ReadIage (rowbytes)

rowbytes
image_1ID

}

gint32 ReadImage (i’iﬁrowbytes) {
buffer = malloc(rowbytes);

21

fread(buffer)

obuffer|
obuffer[1
obuffer[2]

<< 8
<< 16
<< 24

obuffer[3]

l

biWidth *x 4

l

malloc
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‘ fread

pbuffer|
pbuffer|
pbuffer|
pbuffer|

<< 8
<< 16
<< 24

| biwidth * 4 |

v

| malloc | malloc




‘ fread

APAHECH 23X A}

(=2 Z|C 2 B= 25F)
if (n > UPPER BOUND) {

}

23

pbuffer|
pbuffer|
pbuffer|
pbuffer|

<< 8
<< 16
<< 24

biWidth *x 4

v

malloc

malloc




‘ fread
v
pbuffer([0:
° —'|:— 7|‘X| )é;ljél pbuffer[l] << 8
pbuffer[2] << 16
i pbuffer[3] << 24
R L R el e L o | mm——
iWi *
_ _ v
o 3 Q20| Cifoh YBMINOI AAF LE2| EF | malloc | malloc
AAHCH K| A} ‘%’ of Z2X| AAt
T2 Zof 32 "9 2F) TE XN AER QF)
if (n > UPPER_BOUND) { if (ch == ‘%") {
} I3

23



0ol: gimp-2.6.7



0ol: gimp-2.6.7

long ToL (char xpbuffer) {
return (puffer[0] | puffer[1]<<8 | puffer[2]<<16 | puffer[3]<<24);

}

short ToS (char xpbuffer) { return ((short)(puffer[@] | puffer[1]<<8)); }

gint32 ReadBMP (gchar xname, GError sxerror) {
if (fread(buffer, Bitmap_File Head.biSize - 4, fd) != 0)
FATALP ("BMP: Error reading BMP file header #3");
Bitmap_Head.biWidth = ToL (&buffer[0x00]);
Bitmap_Head.biBitCnt = ToS (&buffer[0x0A]);

((Bitmap_Head.biWidth *x Bitmap_Head.biBitCnt - 1) / 32) x 4 + 4;
ReadImage (rowbytes);

rowbytes
image_ID

, .

gint32 ReadImage (int rowbytes) {
buffer = malloc(rowbytes); // malloc with overflowed size

24



0ol: gimp-2.6.7

long ToL (char xpbuffer) {
return (puffer[0] | puffer[1]<<8 | puffer[2]<<16 | puffer[3]<<24);

s
short ToS (char xpbuffer) { return ((short)(puffer[@] | puffer[1]<<8)); } ‘ fread ‘
gint32 ReadBMP (gchar xname, GError sxerror) A{ 'l
if (fread(buffer, Bitmap_File Head.biSize - 4, fd) != 0)
FATALP ("BMP: Error reading BMP file header #3"); ‘ pbuffer[@] | pbuffer[1l] << 8 | pbuffer[2] << 16 | pbuffer[3] << 24‘
Bitmap_Head.biWidth = ToL (&buffer[0x00]);
Bitmap_Head.biBitCnt = ToS (&buffer[0x0A]); ,l
rowbytes = ((Bitmap_Head.biWidth * Bitmap_Head.biBitCnt - 1) / 32) *x 4 + 4; ‘ ((Bitmap_Head.biWidth *x Bitmap_Head.biBitCnt - 1) / 32) x 4 + 4 ‘
image_ID = ReadImage (rowbytes); — —

. l

‘ malloc ‘

gint32 ReadImage (int rowbytes) {
buffer = malloc(rowbytes); // malloc with overflowed size

24
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static XcursorBool _XcursorReadUInt (XcursorFile xfile, XcursorUInt xu) A
unsigned char bytes[4];
if ((xfile->read) (file, bytes, 4) !'= 4) return XcursorFalse;
*u = ((bytes[0] << 0) | (bytes[l] << 8) | (bytes[2] << 16) | (bytes[3] << 24));
return XcursorTrue;

}

_XcursorReadImage (XcursorFile xfile, XcursorFileHeader *xfileHeader, int toc) {
XcursorChunkHeader chunkHeader;
XcursorImage head;

if (! XcursorReadUInt (file, &head.width))
return NULL;
if (! _XcursorReadUInt (file, &head.height))
return NULL;
image = XcursorImageCreate(head.width, head.height);

, e

XcursorImage xXcursorImageCreate (int width, int height) {
image = malloc (sizeof (XcursorImage) + width x height x sizeof (XcursorPixel));

25



0f|: libXcursor-1.1.14

static XcursorBool _XcursorReadUInt (XcursorFile xfile, XcursorUInt xu) A
unsigned char bytes[4];
if ((xfile->read) (file, bytes, 4) !'= 4) return XcursorFalse;
*u = ((bytes[0] << 0) | (bytes[l] << 8) | (bytes[2] << 16) | (bytes[3] << 24));
return XcursorTrue;

’ ‘ fread ‘

_XcursorReadImage (XcursorFile xfile, XcursorFileHeader xfileHeader, int toc) { ‘l

XcursorChunkHeader chunkHeader;

XcursorImage head; ‘

bytes[0] | bytes[1l] << 8 | bytes[2] << 16 | bytes[3] << 24

if (! _XcursorReadUInt (file, &head.width)) ,l
return NULL;
if (J!C_Xcull\l*lsJE[ReadUInt (file, &head.height)) ‘ sizeof(XcursorImage) + width * height * sizeof(XcursorPixel)
return ;
image = XcursorImageCreate(head.width, head.height); ‘l
¥ ‘ malloc ‘

XcursorImage xXcursorImageCreate (int width, int height) {
image = malloc (sizeof (XcursorImage) + width x height x sizeof (XcursorPixel));

25



L L L
gimp libXcursor
‘ fread ‘ ‘ fread ‘
' !
‘ pbuffer[@] | pbuffer[1l] << 8 | pbuffer[2] << 16 | pbuffer[3] << 24‘ ‘ bytes[0] | bytes[1l] << 8 | bytes[2] << 16 | bytes[3] << 24
! !
‘ ((Bitmap_Head.biWidth x Bitmap_Head.biBitCnt - 1) / 32) x 4 + 4 ‘ ‘ sizeof(XcursorImage) + width *x height * sizeof(XcursorPixel)
! !
‘ malloc ‘ ‘ malloc ‘

20
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gimp libXcursor
‘ fread ‘ ‘ fread ‘
' !
‘ pbuffer[@] | pbuffer[1l] << 8 | pbuffer[2] << 16 | pbuffer[3] << 24‘ ‘ bytes[0] | bytes[1l] << 8 | bytes[2] << 16 | bytes[3] << 24
! !
‘ ((Bitmap_Head.biWidth x Bitmap_Head.biBitCnt - 1) / 32) x 4 + 4 ‘ ‘ sizeof(XcursorImage) + width *x height * sizeof(XcursorPixel)
! !
‘ malloc ‘ ‘ malloc ‘

+ malloc + malloc

1 3 3 2 1 1 1 1 1 3 3 2 0 0 1 1
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sim(A, B) =
A5 A B

Signature vulnerability Potential vulnerability

<< * / + malloc fread << * / + malloc

1 3 3 2 1 1 1 1 1 3 3 2 0 0 1 1
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sim(A, B) =
A5 A B

Signature vulnerability Potential vulnerability

* / + malloc fread << * / + malloc

1 3 3 2 1 1 1 1 1 3 3 2 0 0 1 1

1Xx14+3x3+3%x3+2%x2+1x1+1x1
V12 +32 432422 4+ 12412412 4+ 124124+ 32432 4+22 412 4+ 12

= 0.96
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 cmd injection, int over/underflow, format string, buffer overflow, UAF, double free
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112 new vulnerabilities
including 6 CVEs
In 67 packages

0
olr

29



112 new vulnerabilities
including 6 CVEs
In 67 packages
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void CWE190_Integer_Overflow__int_64_t_fscanf_square_01_bad() {

112 new vulnerabilities intéd_t data;
ata = ;
= - f f(stdin, "%" SCNd64, &data);
InCIUdlng 6 CVES /jcggtef\ti;? integer overﬂo?\/ °
. int64_t It = dat data;
|n 67 paCkageS (l:ﬂar ;p Leiglloc(r:salt);a |
t

Precision

29



ML=
oy

void CWE190_Integer_Overflow__int_64_t_fscanf_square_01_bad() {

112 new vulnerabilities int64_t data;

data = OLL;

including 6 CVES fscanf(stdin, "%" SCNd64, &data);

// potential integer overflow

: int64_t 1t = data * data;
in 67 packages char *p = malloc(result)s
Signature: Juliet test case

1l static DiaObject xfig_read_polyline(FILE xfile, DiaContext *ctx) {
F)r13(:|£;|()r‘ fscanf(file, "%d %d %d %d %d %d %d %d %Lf %d %d %d %d %d %d\n", ...,
&npoints);
newobj = create_standard_polyline(npoints, ...);
s
DiaObject *create_standard_polyline(int num_points, ...) {
pcd.num_points = num_points;
new_obj = otype->ops—->create(NULL, &pcd, &h1l, &h2);
s
static DiaObject *polyline_create(Point xstartpoint, void xuser_data,
Handle *xxhandlel, Handle *xxhandle2) {
MultipointCreateData *pcd = (MultipointCreateData *)user_data;
polyconn_init(poly, pcd->num_points);
s
void polyconn_init(PolyConn *poly, int num_points) {

// potential integer overflow
poly—>points = g_malloc(num_points * sizeof(Point));

II'

Target: dia-0.97.3

29



112 new vulnerabilities
including 6 CVEs
In 67 packages

Precision

ML=
oy

void CWE190_Integer_Overflow__int_64_t_fscanf_square_01_bad() {
int64_t data;
data = OLL;
fscanf(stdin, "s" SCNd64, &data);
// potential integer overflow
int64_t result = data *x data; di?
char xp = malloc(result); /77

} by //Q/'/}
Signature: Juliet test case 7;'6 J/%
. <:E2c? szgg

7.0

static DiaObject *xfig_read_polyline(FILE xfile, DiaContext *xctx) {

fscanf(file, "%d %d %d %d %d %d %d %d %1f %d %d %d %d %d %d\n", ...,
&npoints);
newobj = create_standard_polyline(npoints, ...);
¥
DiaObject *create_standard_polyline(int num_points, ...) {

pcd.num_points = num_points;
new_obj = otype->ops—->create(NULL, &pcd, &h1l, &h2);

, :

II'

static DiaObject *polyline_create(Point xstartpoint, void xuser_data,
Handle *xxhandlel, Handle *xxhandle2) {
MultipointCreateData *pcd = (MultipointCreateData *)user_data;
polyconn_init(poly, pcd->num_points);

, :

II'

void polyconn_init(PolyConn *poly, int num_points) {
// potential integer overflow
poly—>points = g_malloc(num_points * sizeof(Point));

II'

Target: dia-0.97.3
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