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gimp-2.6.7 libXcursor-1.1.14

static XcursorBool _XcursorReadUInt (XcursorFile xfile, XcursorUInt xu) {
unsigned char bytes[4];
f ((xfile->read) (file, bytes, 4) != 4) return XcursorFalse;
= ((bytes[0] << 0) | (bytes[1l] << 8) | (bytes[2] << 16) | (bytes[3] << 24));
return XcursorTrue;

long ToL (char xpbuffer) A{
return (puffer[0] | puffer[1]<<8 | puffer[2]<<16 | puffer[3]<<24);

short ToS (char xpbuffer) { return ((short)(puffer[@] | puffer[1]<<8)); } , , , _ ,
_XcursorReadImage (XcursorFile xfile, XcursorFileHeader xfileHeader, int toc) {

_ XcursorChunkHeader chunkHeader;
gint32 ReadBMP (gchar xname, GError sxerror) A

if (fread(buffer, Bitmap_File_ Head.biSize - 4, fd) != 0)
FATALP ("BMP: Error reading BMP file header #3");

Bitmap_Head.biWidth = ToL (&buffer[0x00]);

Bitmap_Head.biBitCnt = ToS (&buffer[0x0A]);

XcursorImage head;

if (! XcursorReadUInt (file, &head.width))
return NULL;
if (! _XcursorReadUInt (file, &head.height))
return NULL;
image = XcursorImageCreate(head.width, head.height);

((Bitmap_Head.biWidth *x Bitmap_Head.biBitCnt - 1) / 32) x 4 + 4;
image_ID = ReadImage (rowbytes);

rowbytes

}

gint32 ReadImage (int rowbytes) A . _ . .
, _ XcursorImage *xXcursorImageCreate (int width, int height) A
buffer = malloc(rowbytes); // malloc with overflowed size _ _ , _ _ ,
image = malloc (sizeof (XcursorImage) + width x height * sizeof (XcursorPixel));
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"Similar software vulnerabilities recur because developers reuse existing vulnerable code, or
make similar mistakes when implementing the same logic." — Kihong Heo, 2022
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gimp-2.6.7 libXcursor-1.1.14

static XcursorBool _XcursorReadUInt (XcursorFile xfile, XcursorUInt xu) {
unsigned char bytes[4];
f ((xfile->read) (file, bytes, 4) != 4) return XcursorFalse;
= ((bytes[0] << 0) | (bytes[1l] << 8) | (bytes[2] << 16) | (bytes[3] << 24));
return XcursorTrue;

long ToL (char xpbuffer) A{
return (puffer[0] | puffer[1]<<8 | puffer[2]<<16 | puffer[3]<<24);

short ToS (char xpbuffer) { return ((short)(puffer[@] | puffer[1]<<8)); }
_ _XcursorReadImage (XcursorFile xfile, XcursorFileHeader xfileHeader, int toc) {
gint32 ReadBMP (gchar xname, GError sxerror) A
if (fread(buffer, Bitmap_File_ Head.biSize - 4, fd) != 0)
FATALP ("BMP: Error reading BMP file header #3");
Bitmap_Head.biWidth = ToL (&buffer[0x00]);
Bitmap_Head.biBitCnt = ToS (&buffer[0x0A]);
+ if (((unsigned long)Bitmap_Head.biWidth * Bitmap_Head.biBitCnt - 1) / 32 x 4 + 4
> LONG_MAX)
+ return 1;
rowbytes = ((Bitmap_Head.biWidth x Bitmap_Head.biBitCnt - 1) / 32) x 4 + 4;
image_ID = ReadImage (rowbytes);

XcursorChunkHeader chunkHeader;
XcursorImage head;

if (! XcursorReadUInt (file, &head.width))
return NULL;
if (! _XcursorReadUInt (file, &head.height))
return NULL;
image = XcursorImageCreate(head.width, head.height);

}

_ _ XcursorImage *xXcursorImageCreate (int width, int height) A
gint32 ReadImage (int rowbytes) {

, _ image = malloc (sizeof (XcursorImage) + width x height x sizeof (XcursorPixel));
buffer = malloc(rowbytes); // malloc with overflowed size
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long ToL (char xpbuffer) A{
return (puffer[0] | puffer[1]<<8 | puffer[2]<<16 | puffer[3]<<24);

short ToS (char xpbuffer) { return ((short)(puffer[@] | puffer[1]<<8));
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gint32 ReadBMP (gchar xname, GError sxerror) A
if (fread(buffer, Bitmap_File_ Head.biSize - 4, fd) != 0)
FATALP ("BMP: Error reading BMP file header #3");

Bitmap_Head.biWidth
Bitmap_Head.biBitCnt

> LONG_MAX)

+ return

rowbytes

image_ID

}

1;

= ((Bitmap_Head.biWidth *x Bitmap_Head.biBitCnt - 1) / 32) x 4 + 4;

= ToL (&buffer[0x00]);
= ToS (&buffer[0x0A]);
+ if (((unsigned long)Bitmap_Head.biWidth x Bitmap_Head.biBitCnt - 1) / 32 x 4 + 4

= ReadImage (rowbytes);

gint32 ReadImage (int rowbytes) {

buffer

malloc(rowbytes);

// malloc with overflowed size

}

libXcursor-1.1.14

static XcursorBool XcursorReadUInt (XcursorFile xfile, XcursorUInt sxu) {
unsigned char bytes[4];
if ((kfile->read) (file, bytes, 4) !'= 4) return XcursorFalse;
= ((bytes[0] << 0) | (bytes[1l] << 8) | (bytes[2] << 16) | (bytes[3] << 24));
return XcursorTrue;

_XcursorReadImage (XcursorFile xfile, XcursorFileHeader xfileHeader, int toc) {

XcursorChunkHeader chunkHeader;
XcursorImage head;

if (! XcursorReadUInt (file, &head.width))
return NULL;
if (! XcursorReadUInt (file, &head.height))
return NULL;
image = XcursorImageCreate(head.width, head.height);

XcursorImage *XcursorImageCreate (int width, int height) A{
+ 1f (sizeof (XcursorImage) + (long)width * height * sizeof (XcursorPixel) > INT_MAX)
+ return 1;

image = malloc (sizeof (XcursorImage) + width x height x sizeof (XcursorPixel));
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int main()

{

int 1
int j
int k =
if (k >

cnar a4

1; //
2; //
i+ 3, //
10) //
return 1; //
getchar();
getchar();

char b

X
Il

a;
y = b;

char X, y;

// src
// nl

// n2
// n3

if ((int)x * y > 127)
return 1;

char c

X *y,;

return 0;

// snk

Vsrc, nl, -, exp4.
DUPath(src, n2)
DUPath(nl, n3)
DUPath(n2, snk)
DUPath(n3, snk)
Assign(src, expl)
Call(expl, getchar, _)

Assign(snk, exp2)
BinOp(exp?2, *, exp3, exp4)
— ErrTrace(src, snk)

Vsnk, exp3, exp4, vall, val2.

Eval(snk, exp3, vall) A Eval(snk, exp4,val2)
vall *val2 > 127

— IOError(snk,vall,val?)

Vs, 1, x, y.
ErrTrace(s,t) A IOError(t, x, V)
— Bug()

insert_stmt(pos, if(exp3 * exp4 > 127) return 1)
such that
DUPath(n2, pos) A DUPath(n3, pos)

DUPath(pos, src)
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X * vy,
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// snk

S =T 1

Vsre, nl, ---, exp4.

, DUPath(src, n2)

t DUPath(nl, n3) 1
t DUPath(n2, snk) ’.
{ DUPath(n3, snk)

} Assign(src, expl)

{ Call(expl, getchar, _)

;} Assign(snk, exp2) ;
| BinOp(exp2, *, exp3, exp4) 1

|

t — ErrTrace(src, snk) |

Vsnk, exp3, exp4, vall, val2.

Eval(snk, exp3, vall) A Eval(snk, exp4,val2)
vall *val2 > 127

— IOError(snk,vall,val?)

Vs, 1, x, y.
ErrTrace(s,t) A IOError(t, x, V)
— Bug()

insert_stmt(pos, if(exp3 * exp4 > 127) return 1)
such that
DUPath(n2, pos) A DUPath(n3, pos)

DUPath(pos, src)
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Eval(snk exp3, vall) A Eval(snk, exp4, val2)
vall *val2 > 127

— IOError(snk val 1 valZ)

Vs, 1, x, y.
ErrTrace(s,t) A IOError(t, x, V)
— Bug()
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int main()

{
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int j
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1; //
2; //
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getchar();
getchar();

char b

X
Il

a;
y = b;

char X, y;

// sprc
// nl

// n2
// n3

if ((int)x * y > 127)
return 1;

char c

X * vy,

return 0;

// snk

Vs, 1, x, y.

Vsrc, nl, -, exp4.
DUPath(src, n2)
DUPath(nl, n3)
DUPath(n2, snk)
DUPath(n3, snk)
Assign(src, expl)
Call(expl, getchar, _)

Assign(snk, exp2)
BinOp(exp?2, *, exp3, exp4)
— ErrTrace(src, snk)

Vsnk, exp3, exp4, vall, val2.
Eval(snk, exp3, vall) A Eval(snk, exp4,val2)
vall *val2 > 127

— [OError(snk,vall ,val2
) Haoe

insert_stmt(pos, if(exp3 * exp4 > 127) return 1)
such that
DUPath(n2, pos) A DUPath(n3, pos)
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int main()

{

int 1
int j
int k =
if (k >

cnar a4

1; //
2; //
i+ 3, //
10) //
return 1; //
getchar();
getchar();

char b

X
Il

a;
y = b;

char x, y;

// src
// nl

// n2
// n3

if ((int)x * y > 127)
return 1;

char c

X *y,;

return 0;

// snk

12

Vsrc, nl, -, exp4.
DUPath(src, n2)
DUPath(nl, n3)
DUPath(n2, snk)
DUPath(n3, snk)
Assign(src, expl)
Call(expl, getchar, _)

Assign(snk, exp2)
BinOp(exp?2, *, exp3, exp4)
— ErrTrace(src, snk)

Vsnk, exp3, exp4, vall, val2.

Eval(snk, exp3, vall) A Eval(snk, exp4,val2)
vall *val2 > 127

— IOError(snk,vall,val?)

Vs, 1, x, y.
ErrTrace(s,t) A IOError(t, x, V)
~ Bug() i x| =]

{ insert_stmt(pos, if(exp3 * exp4 > 127) return 1)}
ﬁsuch that I
t DUPath(n2, pos) A DUPath(n3, pos)
t DUPath(pos, src)
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int main() Vsrc, nl, ---, exp4.
{ DUPath(src, n2)
char a = getchar(); DUPath(nl, n3)
int hi = 0; DUPath(n2, snk)
DUPath(n3, snk)
char b = getchar(); Assign(src, expl)

char x, y; Call(expl, getchar, _)

Assign(snk, exp2)

),( - E ]__11;_ i . BinOp(exp2, *, exp3, exp4)
int hello = h1i + 1; — ErrTrace(src, snk)
hello++;
y = a+ 1; Vsnk, exp3, exp4, vall, val2.
Eval(snk, exp3, vall) A Eval(snk, exp4,val2)
if (a == 0) vall *val2 > 127
return 1; — [OError(snk,vall,val2)
char ¢ = (x + 3) * (y + 4); Vs, 1, x, y.
ErrTrace(s,t) A IOError(t, x, V)
B
return 9; — Bug()
¥ insert_stmt(pos, if(exp3 * exp4 > 127) return 1)
such that

DUPath(n2, pos) A DUPath(n3, pos)
DUPath(pos, src)

13
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int main() Vsrc, nl, -, exp4.
{ DUPath(src, n2)
char a = getchar(); DUPath(nl, n3)
int hi = 9; DUPath(n2, snk)
DUPath(n3, snk)
char b = getchar(); Assign(sre, expl)

char x, y; Call(expl, getchar, _)

Assign(snk, exp2)

X =b - 1; .
, , . BinOp(exp2, *, exp3, exp4)
int hello = hl + 1; — ErrTrace(src, snk)
hello++;
y = a + 1; Vsnk, exp3, exp4, vall, val2.
Eval(snk, exp3, vall) A Eval(snk, exp4,val2)
if (a == 0) vall *val2 > 127
return 1; — [OError(snk,vall,val2)
. : Vs, t, x, V.
+ if ((int)(x + 3) * (y + 4) > 127) > B A )
N return 1; ErrTrace(s,t) A IOError(t, x, V)
— Bug()
char ¢ = (x + 3) * (y + 4); insert_stmt(pos, if(exp3 * exp4 > 127) return 1)
such that
return 9; DUPath(n2, pos) A DUPath(n3, pos)

} DUPath(pos, src)

14
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Integer Overflow/Underflow, Buffer Overflow, Command Injection, Format String bug, Use-After-Free, Double-Free
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