M.}.‘;EE%IOHHH?.*-T'—& =
SOFTWRRE CENTER FOR AGILE & REPAIR

A

B2 HAIX]

A

OK
K

!
80

20234 07€ 05¢
A E QO A kAL E



He: HAIX] =A G

CENTER FOR AGILE

1><-\7 AT EQ o2t MIE]

GREPAIR

»{ STA/LTA Runner

» STA/LTA Runner

»| STA/LTA Runner

»{ STA/LTA Runner

Packet Gather

AL =. 7
o RITZEALHON HAIX AM GH A EX) M3 [ M2 || Mt | > | M2 || M3 ||
- HFT AT T AZHH X[HO|LE ERe| OFY] Yhsd
. _(lDI;_I OI_I Sensor EQMS 0 Gateway Kafka
Gateway 0 Partition 0
- EQMS7} 2H9| AEHH Sensor 0 fl—pol cramnelo [ of  Shannel " woc g ||~ -[Fondro ] -
o EQMSgl —_I'L—JF—&! T'__X-” Sensor 1 —{* Channel1 | Partition 1
Channel Local Buff
- SYHOR Yol HE| 2=
(Local Single Buff) |\
\ Partition 2
. EQMSS| H5X 27 N —
Sensor 4998 » Channel 4998 |— \ Handler 8
H=x=35 A I—> Global Q \ (Local Buff)
¢ T = ot D'”A|X| x-I El = o e Log KMA \ Partition 3
Sensor 4999 » Channel 4999 Sender N Gateway 2
Notification Local Buf
R
o N - EQMS 1 Web Based Monitor |«
- T=H ZH oiZ ger
- I T L (@]
«  S7|otE FE| A E/dE 285/ MEDHE] D2 YH2
=1
¢ oz a2
[
- dsH A
=L | = o = =
o HAX] M2| X[t o 22 UEEE 22T BEEHeRE HE

. AZEYO BN BHAMC TIEH (S W

Batch ML

CLI & Offline

A
S—

DBMS



AR =A QES| A

Sk

M AT EQo{2f Lt MIE]

SoFTwhaE

CENTER FOR AGILE

- O [ —
- XZXE Z[CHor Y=ot el AX|5t ZE Sensor
Sensor 0
O 20 #Hofx= LFE 12 +85l= A0 &2
Sensor 1

ATHRAAYO| 7|E A7 K2 24

Sensor 4998

- AO|ESQO]= oo A7 F

Gateway

Gateway 0

Handler 0
Local Buf

Kafka

Partition 0

FIFO Buffer

GREPAIR

>

STA/LTA Runner

Handler 6
Local Buf

Gateway 1

Partition 1

FIFO Buffer

>

STA/LTA Runner

Handler 7
Local Buf

Handler 8
(Local Buff)

Partition 2

FIFO Buffer

>

STA/LTA Runner

« EQMS @7 =e

Sensor 4999 H

EQMS 0
Channel Thread 0
Channel 01— ™ Queue 0 (Local Single Buff) |
Channel 1 |—
Channel
Queue 4999 Thread 9
(Local Single Buff) [\
N\
— Handler \
Channel 4998
\—> Global Queue KMA
Log
Channel 4999 [— Sender
Web Server
Notification

Gateway 2

Handler 9
Local Buf

Partition 3

FIFO Buffer

\
v

STA/LTA Runner

MY M T Coverity? THRIHAERZ 2F 24
o X|ZFEEAAH”HO| O|M0 AN HoF2 2HA
CrowdQuake 7 Xt CIE{ S
o N CHAIOl 2OE S| HIAIX] =A 9™ HH YA
« XX ZX|of G

«  EQMSZt Qo] AlZHH 0|2 =&

EQMSe| HIAIX] =A G Siefof Aol e 245 fle &2 =

EQMS 1 Web Based Monitor |«

Packet Gather

Batch ML

CLI & Offline

DBMS



0¥ o 2
0Zroox

O o L2
0% 19 02

SEALEONM BAE 7|EL 2F

A I E QO Al A L MIE]

Sorwnnt CENTER FOR AGILE GREPAIR

Sensor EQMS 0 Gateway Kafka
Channel Thread 0 - Gateway 0 Partition 0
Sensor 0 Channel 0 P Queue 0 (Local Single Buff) — Handler O Lo STA/LTA Runner
(Local Buff) FIFO Buffer
Sensor 1 Channel 1 Handler 6 Partition 1
(Local Buff)
Channgl99 | » STA/LTA Runner
’—v Queue 4 ) Tlhreadlg 0 Gateway 1 FIFO Buffer
(Local Single Bu
(E;C”j'gr f7f) Partition 2
u
—» Handler |
Sensor 4998 Channel 4998 |— Handler 8 FIFO Buffer | STA/LTA Runner
\—> Global Queue (Local Buff)
KMA "
- Log Sender Gateway 2 Partition 3
Sensor 4999 Channel 4999 it o] STA/LTA Runner
Web Server andier FIFO Buffer
Notification (Local Buff)
»  Packet Gather
EQMS 1 Web Based Monitor
»  Batch ML $
L CLI & Offline
W s asy @Ry e or
—
DBMS
o QE #3
. Gateway «  C{4: Batch ML
: DATA_LENTH=0 and SENSOR_MESSAGE is empty . &l Ql: BUFF_SIZE < MSG_SIZE, BUF_LENGTH=0
— = =
: QIHA @2 Crash o Sih I QHEZRL Crash oA R #1
. QE m
: Gateway « [ Batch ML Zto| 2o #2
: EQMS_A_MESAGE_TYPE is not one of {0x04, 0x05, 0x0D} . {lQl: BUF_SIZE - BUF_LENGTH < MSG_SIZE
c2HE H=0f gf0] 2 K| « 344 OHolH &4 =0
PHEEZR #3, #4



J,q AEERo e 2

SoFTwhaE CENTER FOR AGILE GREPAIR

11
—0
M
>.
1l

EQMS2| Coverity =44 & Tl

Impact Type

35 16

14
30 29 12
10
25 3
5
6
20 3 4 3 4
4 2 2 2
15 _ . ] I
o m [ - = 0 |
o N S SRR
& & 69 <% <& W 29

10
D ) & . - e
10 b@} N &8 ¢ 5¢® \gz}{\' ((\,\':‘\ R ét;o
a c§g~ & o & & & RS \006 Q\@’ S
> «° » er ép Ny & 4> >N <& ‘Sé é@ \@ﬁ
0 & ¢ vi\\({& 3‘9\6) 4 &’bb
High Medium Low N N Q &R
Impact Count Type Count
High 4 Forward Null 1
Medium 10 Null Returns 5->4
Low 29 Regex Confusion 2->0
&t 43 Resource Leak 3
Unlocked Write 1
Format String Problem 4
- Useless String 1
« AT &X| ojyof des e F 2 AR .
Reference Equality 2
. Coverity7f A2 2F = 0/ 240 g0l gls Aoz Tt Unintentional Runtime Exception Capture 3
Dubious Method Used 15
Inefficient Map Iterator 2

Unread Field: should be static? 4 ->0 5



A I E QO Al A L MIE]

SoFTwhaE CENTER FOR AGILE GREPAIR

CrowdQuake
/ \ Sensor EQMS 0 Gateway Kafka
e L A L7t A
Iil A-I 7|- =2 LH D-” A| X| = -Igl- |HET _I'__A-I = Channel Thread 0 Gateway 0 Partition 0
Sensor 0 Channel 0 |— > i e . Handler 0
Queue 0 (Local Single Buff) _ > STA/LTA Runner
4lE Aol2t 7PEst e =4,
e | AN EI sensor T Channel 1 || Handler 6 Partition 1
Local Buf
T'__A-I 7|' I:ll_:I o El O'I A-I T I_I = L'l I:I-- Channel oce =y » STA/LTA Runner
Tarst F Queue 4999 Tlh?adl 9 Gateway 1 -
Ol E-I I:II_:| t |_|-o=| L'l I:I- (Local Single Buff \\ Handler 7 Partition 2
>  Handler Local Buf » STA/LTA Runner
K / Sensor 4998 ||—{»| Channel 4998
\—> Global Queue KMA Local Buf
Log Partition 3
Sensor 4999 » Channel 4999 Sender Gateway 2 1l sTaTA Runner
Notification Local Buf

Packet Gather

> - EQMS 1 Web Based Monitor |«
“ I 0 l 0 > Batch ML

1001

CLI & Offline

~ - S——

DBMS

«  CrowdQuake 72X 21HE
« I HAC 208 SOl HAIX] =AM 9T A =LA
« X7 X0 et

- EQMSZF QIS AIRHFO|2t =5



J,q AEERo e 2

Sorwnnt CENTER FOR AGILE GREPAIR

Sensor EQMS Gateway Kafka
] . o o L ] channel Thread 0 . Gateway 0 Partition 0
ensor anne Queue 0 (Local Single Buff) > (E;:a‘i”gz% — 1> STA/LTA Runner
uffer
Sensor 1 Channel 1 |— Handler 6 Partition 1
ch | (Local Buff)
) anne | 1 STA/LTA Runner
Queue 4999 N Thread 9 Gateway 1 > FIFO Buffer
(Local Single Buff) ([':cnaol”‘ér;) oo 2
u
] Handler < N
Sensor 4998 » Channel 4998 || (Eanclllgr % FIFO Buffer STA/LTA Runner
ocal Bu
Global Queue
Log KMA Partition 3
Sensor 4999 Channel 4999 [— Sender Gateway 2 Lo] STA/LTA Runner
Web Server [ Handler 9 FIFO Buffer
Notification (Local Buff)
Sensor STA/LTA Runner
L L
1 ! 1 !
AR AR o AIX e
! Timestamp 1 : ! Timestamp 0 : Timestamg 1 Timestamp 0
! 500074 : ! 500074 : 500074 500074
__________________ 1 - /|
O § «  STA/LTA Runnere 2 AMQ| RIS XSt I

[ —
HEF71 1= | «  EtYL"I g0 CHE HIAXIS0] 22 F20M H0l HE 7



o AEEHOI IRt

<[l

_I

M

Ol A 2] HIAIX] &

nlbs
— 1

ANAHA HE

pa
ar
mjn
K
oF
ol
K
=<
[=]) —
HO
o
= o
%l >
1=
Uk il
A K
K o O
<= ™z
= o &
Tl Tl K
& ol ol
o7 KU KO
g < <
KKK
< n~nO RNO
Ho o Lo
v B vl
o
c
c
S
[a'd
<
=
<
wn

Sensor
(Test Driver)

CHQL Al A




nnnnnnnnnnnnnn

HAIX] =A1 G 29 21k 44 =24 & A&

MM 1D T & #X AF

IS ZX AR AE NS X SEAY NS A NS 24X AF AE Hs 25 =2 g N2 37 @R seq)
01231322023 31 41 31, 32 35 41 4
01231321266 38 40 38, 39 K| Aof X Aof x| Aof
01231316295 37 38 37, 38 ZX| AIf ZEX| Aof ZEX| Aof
01232970504 34 45 34, 35 37 45 3
01227509952 48 51 48, 49 50 51 2
01231300010 505 510 505, 506 507 510 2
01231300235 31 45 31, 32 33 45 2
01231315889 496 510 496, 497 498 510 2
01231322799 372 386 372, 373 374 386 2
01232971123 489 496 489, 490 491 496 2
01232972186 499 505 499, 450 501 505 2
(1,1617H) - - - - - 1

C 72 RS HE oY . A WA IOl ZX| AIE MBS D

. 2} T} oF 850 ~ 960 X 0| . ZER| MI§ Y ZER| K|G 24 2ol



ANl EAl XA R =1

ATE QO LAMIE]

CellOf| A et

Cell Activation |

\
\
\
1
1
1
10km 1
1
1
1
1
1
1

Cellof A apgtel A7 =4 e ot 24 XS St Cell Activation

o
X & XS MMEA AMZEE 22X-10km / 4E-20km =AM
otEko] MMZE 24 iy It X[ E StH KRz =5
Aol ZlEs ZX| X|Ho|Lt Hif= %[F ®Ehol X[ 2 A2 O|0fE = /UAZ
o MM ZX| 20| 1, HX| HIj

o
<X =

o Z|ZJECE 12X 22{0]) or (X km / 6 ~ 8km/h Z2{0]) or (ZX] A1)

10



2

J,q AEERo e 2

Sorwnnt CENTER FOR AGILE GREPAIR

=AMl Gateway 22 M|Z

Sensor EQMS Gateway Kafka
Channel Thread 0 Gateway 0 Partition 0
sensor 0 Channel 0= "l queveo || (Local Single Buff) [ [ s Handler0 > STA/LTA Runner
(Local Buff) FIFO Buffer
Sensor 1 Channel 1 | Handler 6 Partition 1
ch | (Local Buff)
) anne | 1 STA/LTA Runner
Queue 4999 | Tlhreadl 9 0 Gateway 1 ol FIFO Buffer
(Local Single Bu
([':cnaolngr;) Partition 2
u
] Handler < N
Sensor 4998 » Channel 4998 || Handler 8 FIFO Buffer STA/LTA Runner
Global Queue KMA (Local Buff)
Log Sender Gateway 2 Partition 3
Sensor 4999 Channel 4999 [— \ I 1ol STA/LTA Runner
Web Server andier FIFO Buffer
Notification (Local Buff)
Sensor ID: 0
EQMS Timestamp: 0 | Gateway
I
> Handler O
M99 | M98 M1 | Mo [
> Kafka
M ] foooo oo ooo oo ! //
1 11 1 \
. SensorID:0 11 SensorID:0 | Handler 1
1 o 11 o 1
1 Timestamp: 1 | Timestamp: 0 ! Sensor ID: 0
SR B J Timestamp: 1

11



A I E QO Al A L MIE]

SoFTwhaE

2~ =Af: EQMS el X‘” Z
—14— T . — o
Sensor EQMS Gateway Kafka
Gateway 0 Partition 0
Channel Thread 0 aruuon
Sensor 0 Channel 0 |— P Queue 0 — > (Local Single Buff) | [———|»l Handler 0 STA/LTA Runner
(Local Buff) FIFO Buffer
Sensor 1 Channel 1 |— Handler 6 Partition 1
(Local Buff)
Channel || STA/LTA Runner
Queue 4999 . Thread 9 . Gateway 1 »l FIFO Buffer
(Local Single Bu
(E;cna?lgzé) Partition 2
> Handler
Sensor 4998 Channel 4998 |— Handler 8 FIFO Buffer STA/LTA Runner
Global Queue KMA (Local Buff)
Log Partition 3
Sensor 4999 Channel 4999 | Sender Gateway 2 STA/LTA Runner
Web Server \‘ Handler]? FIFO Buffer
Notification (Local Buff)
Sensor ID: 0
EQMS Timestamp: O
-------------- I rmmmmmm e e Sensor
1 11 1
1 1
1 Sensor ID: 0 | + Sensor ID: 0 : l I | Thread 0
. 1 . 1 » | -———p -
t Timestamp: 1 11 Timestamp: 0 Sensor 0 21_Channel 0 s PO (Local Single Buff) \
N L ! \
Sensor 1 »  Channel 1 [ / Gateway
N Channe1l /
Queue I Thread 1 /
dacal.Singla Rufl).) Sensor ID: 0
- Timestamp: 1
:ﬂnﬁr :
]
I
‘ Global ue
12




A I E QO Al A L MIE]

Sorwnnt CENTER FOR AGILE GREPAIR

M 22 MZE E3f 2l

Sensor EQMS Gateway Kafka
Gateway 0 Partition 0
Channel Thread 0 arttuon
Sensor 0 Channel 0 |— ™ Queweo | I (Local Single Buff)y | [—+{—|,[ Handler0 15| STA/LTA Runner
(Local Buff) FIFO Buffer
Sensor 1 Channel 1 | Handler 6 Partition 1
Channel (Local Buff) | STA/LTA R
- I unner
Queue 4999 . Thread 9 Gateway 1 N FIFO Buffer
(Local Single Buff) Handier 7 Sorion 2
(Local Buff)
—» Handler ||
Sensor 4998 Channel 4998 — Handler 8 FIFO Buffer 7| STA/LTA Runner
(Local Buff)
Global Queue KMA A
Sensor 4999 Channel 4999 | o9 Sender Gateway 2 oren
\4 > STA/LTA Runner
Web Server I|:|anc|i|§r]? FIFO Buffer
Notification (Local Buff)
Thread 0 Gateway Handler 0
Sensor Kafka
Thread 1 Gateway Handler 1
EQMS Gateway
HAIX| =2 2 - TFERHOE HAIX] &M G| Jtsd EX
2 HANFEZEE)| A BHERCE o AL, MAMZFAAIZIOEE SF H HA|X|E EHCHHE OA|X] =X DHO0| Hlstnt?
> - -
- SO =t HAIX[ZF 2t BAIX[ S| FEFLE HIR =ABHC}

= XS SoiM =2 otrt 13



A

L
o

=A|: EQMSS| KA X] H2| X|

HEMNZD

Sensor

Thread 0 Gateway Handler 0
Thread 1 Gateway Handler 1
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, EQMsS e ateway
O Al K| O Al K]

Timestamp 1 Timestamp 0
50007H 50007H

BE 2AYES T A 3 < BE MM HE F7|EH & HAIX] =

o HAIXR 9™ 2d 7ts

QE AB O 5 48 3% == BE MO HE F7|% & HAIX| £

« HAIX 93 8ls

HAIR] =M GH XS RIS VS 7] 7222 A EQ £ 7t TE T8 HAX] 5

-|>I

Gateway Handler= A2 E HEfZ HHALB2 Yo X7t HEE

at

UIJJ

=

e

by

AT EQ|ojzfLtoi L|E

nnnnnn

nnnnnnnnnnnnn

Kafka

PR

14



EQMS O Al TA[X] 78 221 29

Sensor

Thread 0 Gateway Handler 0
Thread 1 Gateway Handler 1
EQMS Gateway

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

=
L

. E2Mog SUlin|e = g oMo AP E
=

« OIAIX] HE X 2K
« HMO| HAX] ME F7| =L =2 HAX] K2

HAE HIE Aol 2ol 43 o
. MX O NS Sof 2Y NI ZDE ol

nnnnnnnnnnnnn

SSSSSSS

Kafka

A I E QO Al A L MIE]

15



__|'L_|_ —.—K‘HO‘ OH Z4d I'Ol_l'

- AX§ EQMS 7=

XY

A T EgojafLtot 2 ME]

Sorwnnt

CENTER FOR AGILE

EQMS
Channel 0 |— — ézzzge(l) — » Thread 0 » Socket
7 Qfehuaenzgl% |
Channel 4999 |— » Thread 9 »| Socket
P Handler
»  Global Queue Log SEnMd’zr
: Web Server
Notification
- 270 Xte|CHZ O|O|H & 27|
- S7|2HE HE| A E
. Al AyE
« Netty Z&{ 2
- HERA oM XHCHZ HOo[HE ™ESH|
. A3 2 HE| A E Z200 oY

EQMS £7|5} EQMS
1 |
Channel 0 | Channel — > Thread 0 | Channel 0 > Channel
Queue 0 ! !
: !
1
] i : Socket Handler
1
Channel L] '
Queue 4999 ! ! —
Channel 4999 [— I Thread 9 ! Channel 4999 Log S
! . N
> Handler |¢&———| =--==------- 1 —
Notificati
Global Queue Lo KMA otification
9 Sender
Web Server
Notification
- A= AgE sfd &t
EQMS
Channel
Channel 0 —> Gueue 0
. Thread Socket
Channel L
Queue 4999
Channel 4999 [
> Handler <
Global Queue KMA
Log Sender
Web Server
Notification

GREPAIR



PZ 2H o2

......

Runnable sendDataTask = () -> {
Socket sock = null;
InputStream inStrm = null;

OQutputStream outStrm = null;

ByteBuffer buffer = bgSendDatas.take();
outStrm.write(buffer.array());

outStrm.flush();

Nno usages
public void start() {

Hid =17

Thread thread = new Thread(sendDataTask,

|-O|-

L —

| Ch

synchron
Byte

or IE 73

- A E

HE| A E

ized (lock) {

Buffer buffer = bgSendDatas.take();

outStrm.write(buffer.array());
outStrm.flush();

o
. AlZ

public void start() {

send

});

"sendClient-" + idx);

AfE

erRunning = tPUE

BlocklngQueue<ByteBuffer> sendQueve =
Thread thread =
thread.start();
threads.add(thread);

new Thread(sendDataTask, s: "sendClient-" + idx);

new LinkedBlockingQueue<>();
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public class DataToKnuSender {

Runnable sendDataTask = () -> {

Socket sock = null;
InputStream inStrm = null;
OQutputStream outStrm = null;

ByteBuffer buffer = bgSendDatas.take();
outStrm.write(buffer.array());
outStrm.flush();

no usages

public void start() {

Thread thread = new Thread(sendDataTask, "sendClient-" + idx);

Socket sock = null;

1 1
1 1
1 1
i InputStream inStrm = null; |
: :
1 1

QutputStream outStrm = nultl;

J,q AEERo e 2
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synchronized (lock) {
if(socket !'= null) { continue; }
try {

sock = new Socket(serverIp, serverPort);
sock.setTcpNoDelay(true);
if (sock.isConnected()) {
inStrm = sock.getInputStream();
outStrm = sock.getOutputStream();
} else { threadSleep( ms: 200); }

} catch (Exception e) { e.printStackTrace(); }
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CPU: Intel i5-10400 2.9GHz, 12 Cores
Mem: 8GB SSD 2667MHz
NIC: Realtek RTL8168 1Gigabit
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