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Lessons from

10 Years of Automated Debugging Research
Shin Yoo
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http://coinse.github.io

When | say “lessons”, | mean that I learnt these things. |

do not mean to claim that these are some golden rules In

research or anything else. Treat this talk just as a story of
how certain techniques came to be... &



Retrospective on My FL Work

GP + FL heory HUMIES! MBFL 2.0 Industry Applications
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Retrospective on My FL Work
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Everything started with people.

\

Prof. T. Y. Chen Dr. Jeongju Sohn

Prof. Robert Feldt Dr. David Clark

Dongwon Hwang Jingun Hong Gabin An Sungmin Kang Juyeon Yoon
SAP Labs Korea SAP Labs Korea (PhD Candidate) (PhD Candidate) (PhD Candidate)
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Year 2008

e Bill joins CREST (Centre for
Research on Evolution, Search,
& Testing) at King’s College
London.

 He iImmediately gets on with
GPGPU for genetic
programming, Higher-order
Mutation, and what will later CREST

become Genetic Improvement. NS XN

Dr. Bill Langdon



‘That stuff looks incredibly cool - what can
| do with GP and GPGPU...?’

Me circa 2010



Evolving SBFL Formulas using GP

Yoo, SSBSE 2012

f
fef" 4‘979\74‘@797Ll

Program Spectrum Risk Evaluation Formula

ITraining D

Fitness
(minimise)

Tests Ranking



Evolved Formulas

Little did | know that these IDs would be their names...

ID

Refined Formula
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features independently.

RQ4: How much training data does Savant need to
work effectively? In the default setting, Savant uses n — 1
out of n bugs as training data. We investigate the effective-
ness of Savant with reduced amount of training data. We do
this by evaluating Savant in a k-fold cross validation setting,
for k ranging from 2-10.

RQ5: How efficient is Savant? In this research question,
we measure the average running time needed for Savant to
output a ranked list of methods for a given bug.

5.3 Findings

RQ1: Savant’s Effectiveness. Table [3|shows the effec-
tiveness of Savant on bugs from the five Defects4J projects.
Savant successfully localizes 63.03, 101.72, and 122.00 out
of 357 bugs in terms of average acc@l, acc@3, and acc@5b
score, respectively. The wasted effort across all projects is
288.97, 811.14, and 1277.14 (wef@1, wef@3, and wef@5, re-
spectively). The overall average MAP score is 0.221. Among
the five projects, Savant is most effective on Commons Lang,
achieving the highest acc@k (29, 36, and 41, respectively),
and a MAP score of 0.535. Over these experiments, Savant
terminated Daikon twice on a bug from the Math project
due to the time limit. In total, we invoked Daikon 129,798
times for the 357 faulty versions.

RQ2: Savant vs. Previous work.
Table 4| shows the effectiveness of the 12 baseline ap-
proaches on our dataset. Among the baselines, the top four

10

184

Lang 22.00 32.00 335.0Y 43.00 112.50 163.3% V.37
OA -— 85.24 | 317.04 91142 1464.26
Chart | 4.00 6.00 | 22.00 66.00 108.00 | 0.15
Closure| 2.60 6.1 9.22 | 13040  385.42 634.37 | 0.04
cpig | Math DO 28.89 | 97.65 | 27557  433.66
Time 3.00 | 24.00 72.00  120.00
Lang | 22.00 3200 38.09 | 4300 11250 168.38
OA 85.20 | 317.05 91149 1464.41
Chart 6.00 | 24.00 69.00  109.00
Closure 877 | 131.05  388.77  639.29
Ochiai | Math 28.82 | 97.73 | 27571  433.99
Time 9.00 | 21.50 62.50  99.50
Lang 28.50 35.09 | 46.16 12547 187.35
OA 87.68 | 32044 92145 1469.13
Chart | 4.35 644 8.18 | 21.65 62.14 9835 | 0.15
Closure| 1.83 7.84 | 131.17 38824  639.73
MUL Math 25.36 |99:67 = 283.34  448.52
Time 3.71 6.52 | 23.29 67.33  108.65
Lang | 22.80 30.04 34.06 | 4220  113.80 177.57
OA 81.96 | 317.98  914.85 1472.82
Chart 516 | 22.95 65.95  104.24
Closure 1.88 | 132.65  396.99  659.67
Carot+ | Math 20.48 | 99.19 | 284.99  457.32
Time 2.36 | 26.10 76.69  126.25
Lang | 20.48 3384 39.58 | 4152 10221 146.49
OA 69.46 | 322.41  926.83 1493.97

Savant’s improvement
Legend LJ 10% < improvement <20% [[] 20% < improvement <50%
g B 50% < improvement <100% [ 100% < improvement

performers are ER1°, GP13, GP19 and Multric, and they
achieve more or less the same score for many metrics. The
absolute best performers are ER1° and GP13.

Savant outperforms these baselines in all metrics. It out-
performs ER1? and GP13 by 57.73%, 56.69%, and 43.13%
in terms of average acc@1, acc@3, and acc@5 scores. The
wasted effort of Savant is lower than those of ER1? and
GP13 by 8.85%, 10.94%, and 12.78% (wef@1, wef@3, and
wef@b5 respectively). In terms of average MAP score, our
approach is more effective than ER1® and GP13 by 51.37%.




An Offer that | could not turn down...
(despite it being full of maths)

Prof. T. Y. Chen

Prof. Xiaoyuan Xie

S5 = {s; € S|R(s;) > R(s¢),1 <i<n}
S? — {Sz c S R(Sz) = R(Sf), 1 <1< n}
SU = {s; € S|R(s;) < R(s¢),1 <i<n}

Xiaoyuan and T. Y. essentially formulated the
comparison between SBFL formulas as algebraic
proofs about set membership.

A Theoretical Analysis of the Risk Evaluation Formulas for Spectrum-
Based Fault Localisation, X. Xie, T.Y. Chen, F.C. Kuo, B. Xu,
ACM Transactions on Software Engineering and Methodology 22(4):1-40

11

Statement Ranking

Formula R, Formula R,



An Offer that | could not turn down...
(despite it being full of maths)

K ufczyns@

Statement Ranking

y ArithmeticN / ‘
@CZ}/HSK!? @ @ flean @ @ @

« Formula R}% dominates formula R, (R; — R,)

.c OR R R
it SKiC 58 A5 sh

« Formula R}% is equivalent to formula R, (R; < R,

fS =S2AST=82A80 =80
Prof. Xiaoyuan Xie

Formula R, Formula R,

 “Do you want to see where the evolved formulas
are ranked in the hierarchy?” (i.e., the offer)
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Proof that GP was as good as humans
Xie et al., SSBSE 2013

Table 1. Investigated formulae

Name Formula expression
ER]1 has been permanently Naishl {]—31_ | iyl
expanded to ER1’ because , v
o Naish2 e — €p+$p+1
G P13 joined the club. T T
2epter
Wongl e f
ERS Russel & Rao °f

eftNfrep+ng

Three GP formulas formed their
own maximal groups.
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No Greatest SBFL Formula!
Yoo + Xie et al., TOSEM 2017

{UMAN COMPETITIVE
RESULTS AWARD --

Soon after that lunch, | ended up with a - "HUMIES" 2017

proof that such formula cannot exist. | Presented at the
Genetic and Evolutionary

Computation Conference

July 15-19, 2017 Berlin, Germany

Sent it to Xiaoyuan and TY for rigorous
check, kept my fingers crossed.

Winners of the
2017 Humies Silver Award:

Shin Yoo, Xiaoyuan Xie, Fei-Ching Kuo,
Tsong Yeah Chen, Mark Harman

And then it was confirmed! Human Competitiveness of Genetnc ngmmmm

. ind 1- )eCctrum Based ]Fau]ht Localisation: Theo:

ST gy | e AR e

AR ",— ,-51[‘ ])"?ﬁ»:&» < s S & ,%;-v.'\* v’»‘: Sy | AR
9 ‘ d FYLTUAIATTNCA | =\ 8 B2 B /
@ j| @ AL A g4 1 y @i A
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Tarantula

Ochiai

16




Important Caveat: Consistent Tie-breaker

Statement Ranking

A choice of tie-breaker, combined with

specific spectrum, can result in empirical
results that contradict theoretical
hierarchy.

Formula R, Formula R,

17



Isn’t FL just DP but happening later?
Sohn & Yoo, ISSTA 2017

Still using GP but this time to aggregate multiple scores,
inspired by Xuan & Monperrus (ICSME 2014) as well as Le et al. (ISSTA 2016)

Traditional Defect Prediction (DP) features added:
age, churn, and complexity

et

Multiple SBFL formulas are terminal nodes

Dr. Jeongju Sohn

18



Lessons from my SBFL story

A

\d

ort zone
| comfort

3r, Clash

Sometimes imitating the cool Do mental exercise; test your
stuff(people) works out :) comfort zone.

19



Mutating buggy programs can help FL

Moon et al., ICST 2014

Correct Code * * (mostly)

(sometimes!)

Mutate

Mutate
Buggy Code

Prof. Moonzoo Kim Prof. Yunho Kim

20



Ranking Is only for humans
Moon et al., ICST 2014

Op2 (LIL=7.34) Ochiai (LIL=5.96) Jaccard (LIL=4.92) MUSE (LIL=0.40)

o ] o ] Faulty Stdtement o ] Faulty Statement o] Faulty Statement
(4] OO_ ] (7p) 00_ ] : n OO_ | : (7p] OO_ ]
e o 2o ' 2o ' 2o
2] _ 2] | : n | () ]
o o : o : o
oY oY oY — 5 o —
25 2 25 25 2 =
g Faulty Statement @ _ @ ] a
(DO._ : CDO._ mq_wuﬁg CDO._

() o : (@) : o

Executed Statements Executed Statements Executed Statements Executed Statements
o

Humans consume FL results as ranking: order matters.
 Machines (APR) consume FL results as weights: magnitude matters.

» | suggested Kullback-Leibler divergence as an FL evaluation metric... didn’t
catch on :)

e Qietal., ISSTA 2013 is an independent confirmation.

21



A moment of reckoning years later...

MUSE

Unified Debugging, Lou et al., ISSTA 2020

| had a “doh!” moment when | read this paper - although they frame it as APR helping FL,
to me it was incremental mutation that made MUSE more lightweight. A really clever idea.

22



Can we pay first? <-
Kim et al., ISSRE 2021

Prof. Robert Feldt Dr. Jinhan Kim

Ahead-of-Time MBFL: mutants and bugs elicit similar reactions from test cases if they share the same
location.

Real Fault

Training

Mutation

q

1. Do mutation analysis 2. Learn the reverse relation. 3. Pretend if real bug is a mutant

23



What if a new test fails?
Kim et al., TOSEM 2022

Test Method  Source Method Mutated Mutation Dr. Jinhan Kim
Name Name Line Before After  Operator La N g
l l l l l 100 Trained Ver.
Word Embedding Word Embedding & Sg : ;8
l l l l l 0951 @ 20 - 10
Bidirectional GRU Bidirectional GRU
| | | 0.90 1
Comparison Comparison
- T R
Concatenate w | TTt=—l__e__  Te~l_Te ===
. ) 8 5*‘~ ~~~~~~ o-----0
Linear Linear = 0.80 A ~~~*~~~
~~~~~~~~ O
Concatenate Q—j 0.75 - °
Linfar 0.70 -
Softmax
l 0.65 -<365 days) | | | | |
Killed or Not Killed 60 >0 40 30 20 10 1
Target Ver.
Learn the relationship between killed mutants and We can predict whether which new test cases will
killing tests via the natural language channel kill which new mutants pretty well.

24



Lessons from my MBFL story

Your weakness may become
your strength: often it is already
a good problem to solve.

ldeas may come too late, but
they do come, and it is okay ;)

25



https://twitter.com/francesc/status/1286731919376265216

Certain test cases provide more “information” to FL than others.

Can we prioritize them?

>

Equally Suspicious

FL is entropy reduction! That way, we can quantify the contribution
from individual test cases.

Test Execution

Uniquely Suspicious

26

1.0

Suspiciousness

0.5

Information Theory can help FL
Yoo, Clark, and Harman, TOSEM 2013

Dr. David Clark Prof. Mark Harman

grep, v3, F_KP_3

—— FLINT
- TCP
-+ Random

—— Exp. Reduction FLINT
- Exp. Reduction Greedy

10
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Quantitative Diagnosability of Tests
An & Yoo, ISSTA 2022

Gabin An
(PhD Candidate)

R : Test Prioritisation 0.275 - =
egression -
Tests/ Test ~~ S 0.950 - ,,f”__ Fitness
Faulty )7 /Test /Unlabelled ' ’,” - g3
Prog:ram Test Generation // it . 0.225 - Prox
Human Labelling TfD
- Process
> . 0.200 - RAPTER
Test o Additional
Suite ELabe”ed E 0.175 - DDU
N~ Total,EntBug
| 0.150 - FLINT
Fault Localisation
0.125 A Category
. Result-agnostic
If we have to augment the test suite for FL as we go  ¢.100 - Result-aware
along, we want to involve the human oracle for the
. . 0.075 -
smallest number of time. For this, we want to choose . T ’ . ; : . . : : 0
the test case with the most information about fault lteration

diagnosis as the next test.
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Taking FL to Industry

Our partner in crime...

Jingun Hong Dongwon Hwang
SAP Labs Korea SAP Labs Korea

SAP HANA: In-memory RDBMS, >11MLoc, >50K files in C/C++

> 3,000 test cases per run

Boo o
~30 test breakages per run =

Breakage 1 Bug Ticket 1
Falled' |
A
Yes
reattempts > Test breakages
Rerun falllng failed?
Build & Test tests three times Breakage 2 Bug Ticket 2

No Flaky Tests
Developers Commits Post-submit Testing Identifying Test Breakages

l

- Coverage &

v - Weekly Collection

S _QOverhead is ~3.0x
28

—E —

Push

n

Breakage 3 Bug Ticket 3




Triaging with FL o |
Sohn et al., ICST 2021 Industry "

(PhD Candidate) = SAP Labs Korea SAP Labs Korea

> 3,000 test cases per run -30 test breakages per run

¥
’ ! Breakage 1
FalledI "
Yes &
reattempts Test bregkages
Rerun fa ling failed? z
Bulic & Test tests three times , Breakage 2 Bug Ticket 2

NG Flaky Te P

Bug Ticket 1

“A—E

Developers Commits Post-submit Testing Identifying Test Breakages '

By Test Components By SBFL (top 10)

!
A

Breakage 3 Bug Ticket 3

FL applied for bug triage: it can complement
the static test-component relationship.

Format: min, average, max

AS dl aUtOmated teChnlque’ thIS can ald the Fig. 10: Comparison between the component mapping and

decision maker so that issues are aSSigned SBFL with voting Vp within the top 10: Vp located 9 more

faster faults compared to the baseline. Among 57 faults localised by
' Vp, 36 of them are newly localised.

29



Similar Root Causes
Sohn et al., ICSE 2022 SEIP

Dr. Jeongju Sohn Juyeon Yoon Gabin An
(PhD Candidate) (PhD Candidate)

> 3,000 test cases per run

A 2)
D

~30 test breakages per run 3
£ Bug Ticket 1

A A .
\ Failed!
== A All Yes ‘ n
— =Y £ L — : .E T — reattempts Test breakagpes x o
. Rerun failing i ? '
Push é BUli & Test tests three times failed: % § BugTicket2
NG Flaky Tests %
Developers Commits Post-submit Testing Identifying Test Breakages ﬁ

| Bug Ticket 3

Dongwon Hwang Jingun Hong
SAP Labs Korea SAP Labs Korea

0.85
—— Static-Ronin-TFIDF-Cosine (w/ learnt th. = 0.426) MLP
<I> 0.80 = —— Coverage-nlink (w/ learnt th. = 0.608) 0.742 mmm Bagging MLP
0.75 0.708 0.716

0.671

FL in existence of multiple faults: we need to (8] ..
iIsolate individual faults. o503 o

Given a pair of failures, classify whether they
share the same root cause? 0

Historical

Best PCA 4 PCA 10 PCA 16 PCA 22 PCA 27 All
Features

Precision 0.88, recall 0.64

30
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i 4

Gabin An Jingun Hong
(PhD Candidate) =~ SAP Labs Korea

Finding the Origins of Bugs

An et al., ICSE 2023

Candidate Commits (Cgic)

,, . P » Older
‘ ] ~30 test break m -
Y | oot preatages perrin Breakage 1 Bug Ticket 1 @ @
" % LV B All A ( )
« . EE \‘Eh . - reattempts Yes Test breakages m’\/\/ n % — V1OBe :00901 - e P :
¥ Build & Test vVia failed? Breakage 2 Bug Ticket 2 o § “— L — ... [ I """" [ [
vV | o — b .1
ﬁ ‘ No ~ FlakyTests . 25 (voto 0.30 0.30
: oy hw n QT 0.3 | *0.9" || *0.92 [
Developers Commits Post-submit Testing Identifying Test Breakages oo = J oo =g 1 L =g 1= b
Breakage 3 Bug Ticket 3 % QEJ — [——— - _I ................ I. ....... I ........ I ........ I
AW [ vote | .| 010 |: .| 0.10
| 0.1 I L *0.92
0.900
Commit Scores 0.360 0.243 0.081
I s
* We can project the FL results back to the commits to find BICs Fig. 3. Example of computing the commit scores when A = 0.1
* Filtering out stylistic changes MRR Accuracy
@] @2 @3 @5 @10
* Applying time-dependent deca 47 66 85 98 110
pp y g p y FONTE 0.528 36%)  (51%)  (65%) (75%)  (85%)
" " " " h T h :
« Keep the information source minimal! Other Techniques (on C)
Bug2Commit 0.155 11 18 22 25 39
FBL-BERT 0.037 1 3 5 7 10
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Lessons from Industry Collaborations

Your technique may help unexpected
tasks, but as long as they are helping,
nothing else matters! A small delta
may still be appreciated.

Keeping the information source of

your technique to the minimum is very
important.

Prof. Robert Feldt

Simplicity
32



What lies ahead?




Harnessing the power of Al/ML

t'a &l &

» Keeping the information source * Well, we interact with a single pre-
minimal. trained model, at least...?
* Explainability. * CoT, ReAct...?

e Maintenance of trained models. e Someone else maintains them...?

34



Test
Clusters

Testing @ L

& e

Prompt
i Example i
o . Report LLM
B |G
Bug Report TR Test . |
o (A)Prompt o) O— (B) LLM 0 oO— (C) Post-
Engineering Querying

Sungmin Kang
(PhD Candidate)

Juyeon Yoon
(PhD Candidate)

(D) Selection
& Ranking

35

Reproducing the Bug to begin with...
Kang, Yoon & Yoo, ICSE 2023

Title assertContainsIgnoringCase fails to compare i and I in
tr_TR locale

See org.assertj.core.internal.Strings#assertContainsIgnoringCase
[url]

I would suggest adding [url] verification to just ban
toLowerCase(), toUpperCase() and other unsafe methods: #2664

locale ( )



PTLMs are interesting because...

Great
Autocompletion

CoTl
Wel et al., 2022

ReAct
Yao et al., 2022
AutoGPT

+ Eﬂﬂ + ! + @ + T +...

Dynamic
Postprocessing

Differential Testing
Metamorphic Testing
Test Input Generation

Emergent
Behaviour

36

NL/AL
Duality

PAL
Gao et al., 2023
Dual Channel
Casalnuovo et al., 2020

Use of
Tools



History of FL and Changes of Perspectives...

1 Line: 3754

|-Line 3754 {Galar Legend

Executions: 34 / 300 2
Passed: 5 [ 267
Failed: 29/ 33

Initially conceived as an aid for humans
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Then developed as an automated tool for humans

But now machines do debugging in a totally different way...?

37

Are Automated Debugging Techniques
Actually Helping Programmers?

Chris Parnin and Alessandro Orso
Georgia Institute of Technology
College of Computing
{chris.parnin|orso}@gatech.edu

ABSTRACT

Debugging is notoriously difficult and extremely time con-
suming. Researchers have therefore invested a considerable
amount of effort in developing automated techniques and
tools for supporting various debugging tasks. Although po-
tentially useful, most of these techniques have yet to demon-
strate their practical effectiveness. One common limitation
of existing approaches, for instance, is their reliance on a
set of strong assumptions on how developers behave when
debugging (e.g., the fact that examining a faulty statement
in isolation is enough for a developer to understand and fix
the corresponding bug). In more general terms, most exist-
ing techniques just focus on selecting subsets of potentially
faulty statements and ranking them according to some cri-

second activity, fault understanding, involves understanding
the root cause of the failure. Finally, fault correction is
determining how to modify the code to remove such root
cause. Fault localization, understanding, and correction are
referred to collectively with the term debugging.

Debugging is often a frustrating and time-consuming ex-
perience that can be responsible for a significant part of the
cost of software maintenance [25|. This is especially true for
today’s software, whose complexity, configurability, porta-
bility, and dynamism exacerbate debugging challenges. For
this reason, the idea of reducing the costs of debugging tasks
through techniques that can improve efficiency and effective-
ness of such tasks is ever compelling. In fact, in the last few
years, there has been a great number of research techniques
that support automating or semi-automating several debug-

Then criticized for not helping humans

&2 PROGRAM-REPAIR.ORG

Then redeemed to help machines to debug



Looking Both Ways...

Find ways to apply what we already
know to practice

- collaboration with Samsung SSDs
- Deploying FL into testing tools from
SuresoftTech

38

2

\eimagine the role of FL in the LLM era

- Many exciting work-in-progress: keep
watching COINSE :)



Retrospective on My FL Work Everything started with people.

Prof. Mark Harman Dr. Bill Langdon Prof. T. Y. Chen Prof. Moonzoo Kim Dr. Jeongju Sohn

€

GP + FL Theory HUMIES! MBFL 2.0 Industry Applications

2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023

< - \q—

— A

Prof. Robert Feldt Dr. David Clark Prof. Xiaoyuan Xie Prof. Yunho Kim Dr. Jinhan Kim

Entropy MBFL DP + FL Diagnosability

ou L

Dongwon Hwang Jingun Hong Gabin An Sungmin Kang Juyeon Yoon
SAP Labs Korea SAP Labs Korea (PhD Candidate) (PhD Candidate) (PhD Candidate)

PTLMs are interesting because... Looking Both Ways...

CoT ReAct
Wei et al., 2022 Yao et al., 2022 _ _ _ _
AutoGPT Find ways to apply what we already Reimagine the role of FL in the LLM era

know to practice
- Many exciting work-in-progress: keep
== == == == 4+ - collaboration with Samsung SSDs watching COINSE :)
v - Deploying FL into testing tools from

Great Dynamic Emergent NL/ AL Use of SuresoftTech
Autocompletion Postprocessing Behaviour Duality Tools
PAL
Differential Testing Gao et al., 2023
Metamorphic Testing Dual Channel
Test Input Generation Casalnuovo et al., 2020

38

https://coinse.qgithub.io 39 shin.yoo@kaist.ac.kr



mailto:shin.yoo@kaist.ac.kr
https://coinse.github.io

40



< '3 BAT
- rf“\l’q‘
A >
> > .
s..c‘m 3
v.'- 4
- :

st Y L]

.=

ion

Isat

LA N -
' 4 < =
o . o
¢ D" \..‘!PIN »
v ' = ' y
.
i <bd ‘342
-
- & -~ - | 4 A.l'
- - ™ o
-~ 1 -
a4

—_ a\l
-
aw
af
av o OO O O MmO MmO
= O QQ QM M
.m o OO OO O —H O O
av
~
-
S — O
=~
mp o O
Hn
S
pf — N
o
o) ™
O
+>
L o S * | =
— =
+>
- -
O & aw ® | [
2 ~
2 - o |
-
S &
D O
+~ O =
= = =
5 = w ol Z
N = W @ |




