SOFTWARE FOR SAFE WORLD SURES0O-T

A Practical Technology for
Safe World in Suresofttech

X SYHAEXISSI2 AT

© 2023. Suresofttech Inc. All rights reserved.



SURES0-T

Software for safe world

s B a5

<a href="https://www.flaticon.com/free-icons/transportation” title="transportation icons">Transportation icons created by Prosymbols Premium - Flaticon</a>
<a href="https://www.flaticon.com/free-icons/train" title="train icons">Train icons created by Milkghost Studio - Flaticon</a>

<a href="https://www.flaticon.com/free-icons/military-base" title="military base icons">Military base icons created by Freepik - Flaticon</a>

<a href="https://www.flaticon.com/free-icons/nuclear" title="nuclear icons">Nuclear icons created by Aficons studio - Flaticon</a>



SURES0-T

Software for safe world

SWHZ X535} SW 3%} SW

A . o
a2 LS - L A 2w
SW HS XIS8H2 SW 5l B o2 SW 25 - JHielzt o ol
SW BT U AAPY SN Ty 2011 4 182 K19 1 7|5 It



SURES0-T

Software for safe world

SWHS Atset
Y= ME



Solution

ONE STOP &£2M & N ZgL|Ct.

ot

-
o

CIXZ AlCH SW HH S 2

END TO END

SW

c
=5
=.
VO
0p)

e

jod —

1
= S
ol ™

Al=0]d-Al 7|= 7|
Ol ot ERFHS

ojeivls &



V&YV Solution

AlAE A

VA=1=1Po=1=1= EH!

CHe| A ol A
3:' 63 =T [=]
AC AS XSS ER T
STATIC T
_?I_I:%&‘I?:I'I%E__rl ...--.cnnnna..... 7E$|;|_’l<‘ |°4E—_r,'
CONTROLLER TESTER PROV
LS e g EfO|Y/XE EE =7
(DISCOVERY HIAE H|0| A XbE 4d E2{79I)
DEl H= X=5} AUTORACT
COVER -=ee et == suzEEr
E|IAE HH2|X| 5Y =
(Standalone / Cloud HW)
AESOP
EHo[e 22| =7
VPES MODEL INSPECTOR
OENAZZEI = DAYHHZ =
V-SPICE MODEL VERIFIER

ASPICE QI X[2d =7 DRESHAZ R



DX Solution

Tool

AtEst7|E D=t C|X|” AL SW S2 3 A SalS AdgtLct

DALt RIS 3 2 e Xrset =3
SIMVA ADAS INSPECTOR
Hof?| Fpdst HE =L ClOjE{ 7|et Aot HE =71
AUTOSIM VISTA

AlE2o|d HE =7 HAE[HIE| AR =7

iy
%

AMO|HE QXS 3} =7

FUZZIT
A £



AL AF A58 T

STATIC

- 24 =2 d 3E Y HAXNML E2S

= Runtime Error, Coding rule violation #%

Controller Tester

= Unit/Integration TestZ |2 Test Driver/Test Case X5 4/
= TC Xt& +A % Coverage 57



AC HF AE=t =

COVER

. WE[SH 3 HE|X| £
= Cloud ServiceE E5t ol MiAbe =LY

-

VPES/V-SPICE

= SW Il Process 25 &4
= ProcessOl| AHASH IR} HO 21 2 Js



iLAB - X| sdHAEX}E2}4A

MR EMJ|SE
O 1t 1

= White box testing ?|=2| &&3} & 1T}

SHEAI|aE

= Network black box fuzzing ?|= 2l

10



2t 7| - Abstract Interpretation

= STATIC =3t LY o|O0] 24 AIXIo] 7|Ht J|=
= ATEQO Al S| O|F0]| A

O
" C/C++ 2AAE HOf|N TSt

« Buffer Overrun/Underrun
« Type Overrun/Underrun

+ Divide by zero

29fs|A 7|dk ATl (Abstract Interpretation)

° Memory Leak =%et 2L 0| ZHetE 2FF AL 2ne|F B

. Ze H2e| 2Y 24 (Shape Analysis)

* NULL Pointer Dereference Cheigt 27 #14 CIO|E| %% Relational Abstract Domain) s
Hot A% X E 23 LA AT (Taint Analysis)

* Use After Free
Crot AP 24 AT B XH(Pre Analysis)

« Unused Variable HEIY =& 2 S st 3 ol 24

* Unreachable Code
* Etc...



2}

Al
— O

Controller Tester?| Test Case A}=

Binary Cief 242 2A 210 & &

HHE|X| £ OfL| 2t B 1 & X[o]| =

?|= - Symbolic Execution

Test Driver 1312 £5t 2 8M S|

[ Application.cpp >

#include “"Factory.hpp”
#include <vector:

using namespace std;
using namespace global;

=void doTask() {
}

= CInstance* find(int id) {
CInstance™ cInstancePtr = nullptr;
uto x = instancetap.find(id);
F if (x != instancetap.end()) {
cInstancePtr = x->second;

[ RV N

return cInstancePtr;

}

= void preset() {
vector<Type> types = { Typs
Factory* instance = Facto

INS_KIND A, Type::INS_KIND B };
getInstance();

for (auto t : types) {

instance->create(t);

1

}
gvoid run(int id) |
preset();
CInstance® finded = find(id);
F if (finded != nullptr) {
InstanceA® castToA = dynamic_cast<InstanceA®>(finded);
InstanceB* castToB = dynamic_cast<InstanceB®>(finded);
if (castToA) {
doTask();
1
if (castToB) {
doTask()s

1

1

else {
return;

1

= CInstance™ find(int id) {
CInstance® cInstancePtr = nullptr;
auto x = instanceMap.find(id);
[ ] if (x != instanceMap.end()) {
cInstancePtr = x-»second;

return cInstancePtr;

}

= void preset() {
vector<Type> types = { Type::INS KIND A, Type::INS KIND B };
Factory® instance = Factory::getInstance();

for (auto t : types) {
instance->create(t);
1
1
&
preset();
CInstance® finded = find(id);
[ ] if (finded != nullptr) {
InstanceA® castToA = dynamic_cast<InstanceA®>(finded);
InstanceB* castToB = dynamic_cast<InstanceB*>(finded);
if (castTom) {
doTask();
1
[ ] if (castToB) {
doTask();
}
¥
else {
return;
1
1
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Network Protocol

| Automotive Legacy | Automotive Ethernet
CAN/CAN FD Ethernet
[somEAP sb | [DolP | [HTTP | [xcP |
'
InferSpec
I Wireless
I Bluetooth Classic/LE(low energy) 1 Wi-Fi
% [802.11 WEP | [802.11 WP |
o | AvRce [802.11 WPA3 | [ 802.11 wPA2 |
et
| Storage
I coretp  [DHCP |[FTP|[1Pva [Py |
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