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datacollector_1 | Message forwarded
datacollector_1 | Message forwarded
datacollector_1 | Message forwarded
datacollector_1 | Message forwarded
datacollector_1 | Message forwarded
datacollector_1 | Message forwarded
datacollector_1 | Message forwarded
datacollector_1 | Message forwarded
datacollector_1 | Message forwarded
datacollector_1 | Message forwarded
datacollector_1 | Message forwarded
datacollector_1 | Message forwarded
datacollector_1 | Message forwarded
datacollector_1 | Message forwarded
datacollector_1 | Message forwarded
datacollector_1 | Message forwarded
datacollector_1 | Message forwarded
datacollector_1 | Message forwarded
datacollector_1 | Message forwarded
datacollector_1 | Message forwarded
datacollector_1 | Message forwarded
datacollector_1 | Message forwarded
datacollector_1 | Message forwarded
datacollector_1 | Message forwarded
datacollector_1 | Message forwarded
datacollector_1 | Message forwarded
datacollector_1 | Message forwarded

of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of

EHX

22|, HERI ALE

IQ_I I:II'AH AIAE‘II H-EHTI

size 713 143:09.039 / 01227501105 / alc602042212050143090000 / bytes: 7
size 713 14

size 713 eqms_sensor_sensor.1l.ad8aqawa8dgz@hdc-nodel | 2022-12-05 01
size 713 :43:10.039 / 01227501105 / alc502042212050143100000 / bytes: 7
size 714 13

size 713 egms_sensor_sensor.1l.ad8agawa8dgz@hdc-nodel | 2022-12-05 01
size 713 :43:11.04 / 01227501105 / alc602042212050143110000 / bytes: 71
size 713 4

size 713

size 713 »

size 713 01227501104,1670202374000,1670169975125,9

size 713 01227501104,1670202376000,1670169977084,9

size 714 01227501104,1670202379000,1670169980119,9

size 713 01227501104,1670202380000,1670169981100,9

size 714 01227501104,1670202384000,1670169985101,9

size 713 01227501104,1670202385000,1670169986104,9

size 713 01227501104,1670202387000,1670169988114,9

size 714 01227501104,1670202389000,1670169990086, 9

size 714 01227501104,1670202394000,1670169995093,9

size 713 01227501104,1670202397000,1670169998131,9

size 713 01227501104,1670202411000,1670170012097,9

size 714 01227501104,1670202414000,1670170015126,9

size 714 01227501104,1670202421000,1670170022097,9

size 713 01227501104,1670202424000,1670170025126,9

size 714 01227501104,1670202425000,1670170026095,9

size 713 01227501104,1670202447000,1670170048120,9

size 714 01227501104,1670202460000,1670170061123,9
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’ CPU Basic

100.0%

50%

50.0% i N

CPU Usage

0.0% P —— — y " 0% -
10:20 10:30 10:40 10:50 11:00 11:10 10:20 10:30 10:40 10:50 11:00 11:10
! Memory Basic Memory Usage
46.6 GiB
1.86 GiB ff,l
0B 0B
10:20 10:30 10:40 10:50 11:00 11:10 10:20 10:30 10:40 10:50 11:00 11:10
eqms-data-collector CPU Usage eqms-data-collector Memory Usage
10% A N P T — 1.86 GiB
§ 954 MiB
0%
10:20 10:30 10:40 10:50 11:00 11:10 10:20 10:30 10:40 10:50 11:00 11:10

s=Hamburger,5 Cola,2 Chicken,10.5

s=Rice,1.2_Chicken Soup,2.5

s=Big Burger,1.2 Bone Soup,2.5

s=Big Burger,1.2_Bone Soup,2.5

s=Big Mac,2.2_McChicken,1.5

s=Big Burger,1.2_Bone Soup,2.5

s=French Fries,1.2_Vegetable Seafood Soup,2.5

s=Hot Chocolate,1.2_Pineapple Pie,2.5

s=Karubi Beef,1.2 Low Fat Yogurt Blackberry,2.5

s=Pork Chop with rice,9.5_Egg Soup,3.2

s=Beef with rice,9.5 Soup,3.7 Pork pickled mustard green noodles,10
s=Seafood noodles,9.5_Glutinous rice,0.9_Dumplings,5.5

s=Spring rolls,1.5 Vegetable soup,0.8 Rice and vegetable roll,1

s=Spicy hot noodles,5_Soup,3.7_Oily bean curd,2

[SSO Service][Init Account] Before:4d2a46c¢7-71cb-4cf1-b5bb-b68406d9da6f
[SSO Service][Init Account] After:4d2a46c7-71cb-4cf1-b5bb-b68406d9da6f
[SSO Service][Init Account] Before:1d1allcl-11cb-1cf1-blbb-b11111d1dalf
[SSO Service][Init Account] After:1dlallcl-11cb-1cfl-blbb-b11111d1dalf
[Consign price service] [Init data operation]

[Consign Price Service][Create New Price Config]

[Route Service] Create And Modify Start:shanghai End:taiyuan

[Route Service] Create And Modify Start:nanjing End:beijing

[Route Service] Create And Modify Start:taiyuan End:shanghai

[Route Service] Create And Modify Start:shanghai End:taiyuan
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o 27 MOl ES| A|AE AFEf HH AXI (ADR)

l Unique ID — {SpanContext}

_______________________________ Tme
Service A
Service B
Service C
Service D
Service E

(b) Trace and Span

AATIE 2% Q0| 27 MM S F7t |
Service A ~
* Java: Bytecode Instrumentation (BCI)
] ] ] {SpanConte/ \{SpanContext}
* Python: Meta—0Obiject protocol + Dynamic Typing
_ _ Service B Service E Trace
SEA A O|A HIS}ZF AlS 2=
o ol AR/SE XM, O§7HSs, Ol vietdl AlA|ZL print @ S
{SpanConty \SpanContext}
o IEHH 7|Hto| 279| Q& XA (AI)
SIAO| O AX O o oa A|'1| =0l AlT} o, - Service C Service D -
_— —_— >
o U9 FR &, AAHIQ A AREE, O|AA= 9| ML e S25=
(a) Trace Topology
270 QF XX
Fig.2 Traces and Spans in Distributed Tracing
Eil O A = A
* ANAHQ 0lY s = Alth
° OlHIilE DEIL'__ OEIQ A|I7_|' %Ol_l' AléEélgl gEH Eil-%)l: {'context': {'span_id': -8820367226001093835,
‘thread_i1d': '53°',
'trace_id': 2766762858404346241},
'elapsed_time': datetime.timedelta({microseconds=1
Event Density 'end_time': datetime.datetime(2022, 12, 13, 6, 9,
0.5 - 'events': [{'attributes': ['@parameter®:
‘'@xbeZ2ladar,
0.4 1 'R:/155.230.118.234:44
‘name*: 'Method Start®,
0.37 'timestamp': datetime.datetime(2822,
0.2 - tzinfo=tzutc())},
{'attributes': ['java.lang.Integer -12
0.11 ‘name*": ‘'Method end’,
0.0 1 I P ne et L A M TR A TR A A W RS ] | _ - ‘timestanp’: datetine.datetime)2g22,
1204:41 120445 120450 120454 120458  1205:02 120506 12 05:10 tzinfo=tzutcllaHy

Fig. Processed Event stream using Kernel Density Estimation
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"name’': "'=com.Tlnedigital.bean.S5ensorEventHandler:
'‘getChannelId(io.netty.channel.Channel)> '

"parent_1d": 39698497558678096819,

'start_time': datetime.datetime(z822, 12, 13, 6,

39},

46, 494853,

io.netty.channel.Channel [id:

812]1'1,

12, 13, &6,

39351129°],

12, 13, b6,

r

9, 46, 4939

java. Lang.

L:/192.168.64.2:28000 -

tzinfo=tzutc()),

9, 46, 493914,

9, 46, 494853,

Integer °

14, tzinfo=tzutc())}




° Anomaly8 &
* Execution path anomaly

* Parameter value anomaly

* Performance anomaly

* =1 QOIK2| e X=t

/* Example 1: Assertion-check logging */
ULS.AssertTag(site != null, "site cannot be null");
/* Example 4: Logic-branch logging */
if (instanceName.IsSqlExpressInstalled) {

Tracer.TraceLogInfo("Detect sql express instance. No need to in
stall.");

res = SqlCleanInstall();
}

/* Example 5: Observing-point logging */
Tracer.TraceLogInfo("Creating the tab order for form {@}", base.Name);
[

Log collection and
preprocessing

I( n u KYU N G PO 0 K . Intelligent Software Systems Lab
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B ce
}
else {
Tracer.TraceLogInfo("No sql express instance. Do fresh install.");

I(*IéE") Z71 7|9te] Anomaly EIX]

( Receiving block blk_-6276023454 199613372 src:
/10.251.65.237:34085 dest: /10.251.65.237:50010

updated: 10.251.73.220:50010 1s added to
blk_TI128370237687728475 size 67108864

!
[ BLOCK* NameSystem.addStored Block: blockMap
I
I

| 10.250.5237:50010 Served block
| blk_31669607R 74991 856 1o /10,251 43,147

Time

IP
address
Name
Tag
Action

Log parsing

i}_h.r_rzﬂnm kol AIES

Receiving block blk_<*> src: Jot> <¥> dest: jcticts |

BLOCK* NameSystem.addStoredBlock: blockMap
updated: <*=:<*> 15 added o blk_<*> sjze <%=

<¥= <% Berved block blk <% to /<%

,‘JIA ;\\\
. ~
\
A A
\\ A
N\
S A A
Le- 7T TT =~ ~
Y
+ o+
. +
~ .+ _-

e -

Feature
extraction

Graph
Sequence l Construction E"\
B ,_.:_,

[Ey, Ez. E3. E3, Ej3. E4]

— Efj
l EZ .|-'—'"E';-:_,_'-'

. o

Figure 2: The example of raw log parsing and graph construction.

Anomaly

/
o

Normal
GNN

Anomaly
detection




________________________ 5
r Receiving block blk_-6276023454199613372 src: |
/10.251.65.237:34085 dest: /10.251.65.237:50010 I

I(AI&'E!) =1 7|82] Anomaly EX]

________________________ - S R R R ———NN—————.—
________________________ N
¥ . / _______________________
,( BLOCK* NameSystem addStoredBlock: blockMap | | BLOCK* NameSystem addStoredBlock: blockMap |
updated: 10.251.73.220:50010 is added to | ) | undated: <*>:<¥> is added to blk <*> size <*> I
'\ blk_7128370237687728475 size 67108864 ) Parsing | updated: <7>:<">1s added to bIX — TR '
T T T T A e e a1 L T T N\

I 10.250.5.237:50010 Served block |
l blk_3166960787499091856 to /10.251.43.147 |

———— — — —— —— — — — — — — — — — — — — — — —

- S —_———— - - - - - - - —_——_——_——_——_——_——_— —_——_——_———

Event Grouping

Session window

Fixed window

Sliding window

¢ (E1, E2, E3--

| O

/
~

Mask GAE

________________________________________

___________________

.................

Pre-training
\
[ \
______________ Encoding - ------—--__. ----------" Decoding ---------- _
p g Y , ccoding Fine-tune
| Encoder: Dynamic GAT Latten code, i Re-mask code  pecoder: Dynamic GAT ' i
| [ b | | '. .\* ' Feature Reconstruction | A
E, : I i o I E I ' [ \
By o : E, | :: L : E, e B
|:>' £ — 1 | 'I: Lo ‘ to | | ] Classifier
% B  Mask Node &6 s ! | Lo i a \ — . \"9 ] 2 Readout BCE & Contrastive Loss

gy 8 . Features: E; 4 }- | i i ... /E;., : i P - :

Ey /tz' ! Tt E3 0l | Ez& v § E3

! z/t'z. : : i - ; t2 Ez/t'

[Ev, Bz, E3, B3, E3, E4) R — " te--= 2 W e 2
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Stage

Task

Implementation

Data collection

Traces

Log Hub

Data pre—process

Parsing and template

extraction

Drain [1]

Event grouping

Session/Fixed

window

Semantic embedding

generation

GNN

Masked GAE with GRU
instead of the GraphConv

layer

Randomly mask and
re—mask input nodes
for graph

reconstruction

Evaluation

HDFS/BGL/Thunderbird data

generation

Automate rebsult collection




(AAED 27 7]819] Anomaly &

0|:||

n ; —
. OF O[ENS BB 014 Al Wi ©X| HA
° E"OIE-'&'H HDFS, BGL, Thunderbird Dataset #log Events #Duration #of Logs #of Anomalies #Anomaly Rate
HDFS 47 38.7 hours 1175629 16838 1.43%
. || BGL 377 7 months 4747963 348460 71.34%
o E = Thunderbird 1758 244 days 2000000 6590 0.33%
* Statistical learning—based methods: PCA, IM
* NLP-based methods: Deeplog, LogRobust
* Graph—-based methods: DeepTlral.og
Datasets
Model HDFS BGL Thunderbird
Precision Recall F1 score | Precision Recall F1 score | Precision Recall F1 score
PCA 0.8583 0.6547 0.7766 0.2647 0.6337 0.3439 0.5337 0.4167 0.4973
IM 0.8185 0.7561 0.7923 0.2876 0.4754 0.4219 0.3367 0.4132 0.5431
DeepLog 0.9124 0.7641 0.8625 0.7452 0.9119 0.7612 0.4554 0.3786 0.6215
LDgRDbust 0.9335 0.9578 0.9623 0.9115 0.9217 0.8815 0.8118 0.8726 0.7967
Deeplralog 0.82577 0.9126 0.8365 0.7742 0.8337 0.6953 0.6367 0.7331 0.6126
KYUNG Pre-LogMGAE 0.9798 0.9917 0.9815 0.9543 0.86736 0.9048 0.8367 0.9935 0.9042
NATIONAL UNIVERSITY o xuroscunawe I~
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Precision/Recall/F1-score

HDFS BGL Thundermird
Type Experlment Setup Model Metrics Session 100logs 20logs 100logs 20logs
fixed Fixed fixed Fixed Fixed
Precision 0.8583 0.2647 0.4691 0.5337 0.5924
PCA Recall 0.6547 0.6337 0.6922 0.4167 0.6217
Traditional F1 0.7766 0.3439 0.3398 0.4973 0.5549
JT ROC
StatISt_lcal Precision 0.8185 0.2876 0.4155 0.3367 0.3790
Learnlng o IM Recall 0.7561 0.4734 0.6991 0.4132 0.3929
Tralnlng data =0.8 F1 0.7923 0.4219 0.5334 0.5431 0.4859
ROC
Validation data = 0.2 Precision 0.9335 0.9115 0.9104 0.8118 0.8213
LoaRobust Recall 0.9578 0.9217 0.9147 0.8726 0.8813
: EpOChS=20~6O J F1 0.9623 0.8815 0.8913 0.7967 0.7822
Sequantial—- ROC
Based Batch size=128 Precision 0.9124 0.7612 0.7513 0.4554 0.4813
Deeplo Recall 0.7841 0.9119 0.8781 0.3786 0.5317
Semantic P09 F1 0.8625 0.7452 0.7645 0.6215 0.6771
ROC
embeddin g= Bert Precision 0.8577 0.7742 0.7617 0.6367 0.5974
DeenTralo Recall 0.9126 0.8337 0.8198 0.7331 0.6801
Average over 3 runs P d F1 0.8365 0.6953 0.7344 0.6162 0.7855
ROC
Precision 0.9745 0.9523 0.9257 0.8337 0.8122
Graph-Based +0.0025 +0.0016 +0.0010 +0.0016 +0.0032
0.9857 0.8716 0.8688 0.9935 0.9472
Our Method Hecall +0.0001 £0.0028 +0.0006 +0.0002 £0.0021
1 0.9735 0.9028 0.9064 0.9022 0.9033
+0.0012 +0.0011 +0.0046 +0.0013 +0.0016
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Pre—trained Language Models for Code

* CodeBERT (EMNLP 2020)

* GraphCodeBERT (ICLR 2021)

* UniXcoder (ACL 2022)

* CodeReviewer (ESEC/FSE 2022)
* CodeExecutor (ACL 2023)

* LongCoder (ICML 2023)

KhNnu
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IFine—tuning CodeBERT with LoRA

MLP

: Avg Pooling Concat f Avg Pooling }

- I [ Add & Norm - | Add & Norm |+

[

{Parsed codejA{Tokenised code}

|_:> ‘ </>

DIVERSEVUL | BigVul

14389pP0D pules}-aid

{CVEFixeS][ CrossVuI} Encoded . Add & Norm ' | Add & Norm 17 |
Raw code ; f i i 1 g
4 Sequence e Y17 e A
\ / MHA | MHA
AN - T i “ v
S sl S U S S gt b
| Embedding | | Embedding |
. 1 I
(2) Fine-tuning (3 Parses, tf)kenlse.s and (4) Fine-tune the CodeBERT Code (5) LoRA freezes the pre- Message (D) The pre-trained model is
dataset_s based on the vulnerability detection task adding trainable layers (rank
prebuilt vocabulary. across multiple vulnerability decomposition matrix) to each
detection dataset. Transformer block.

LoRA [1] (Adaptation of Large Language Models) is a novel technology proposed by Microsoft to solve the problem of fine—tuning
large language models. LLM with billions of parameters, such as GPT-3, require high—cost tuning to adapt to downstream tasks.
LoRA proposes to freeze the weights of the pre—trained model and inject trainable layers (rank decomposition matrix) into each
Transformer block. This greatly reduces the number of trainable parameters and GPU memory requirements.

Hu, E. J., Shen, Y., Wallis, P., Allen-Zhu, Z., Li, Y., Wang, S., ... & Chen, W. (2021). Lora: Low-rank adaptation of large language models. arXiv preprint arXiv:2106.09685. !
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Dataset Features:

» Real—world project without synthetic datasets, keep sample imbalance, large—size number, across—projects.
 Extracting code vulnerabilities in over 300 different open source C/C++ projects with over 150 different

vulnerability types (including CVE numbers).

Table 1: Statistics about previous four datasets.

Label Vul Func with
Dataset A Granularity Projects CWEs Functions Vul Func CWE Commits
ccuracy | .
nformation
DIVERSEVUL High Commit 3809 150 379241 260635 21586 /801
CrossVul High Commit 489 107 134126 6884 6883 3009
CVEFixes High Commit bo4 127 168089 8932 8343 3614
BigVul High Commit 348 91 264919 11823 8783 3754
Note: CrossVul and CVEFixes are multi-language datasets. here we just focus on C/C++ code. DiverseVul, a new

C/C++ vulnerable source code dataset | it is 60% larger than the previous largest dataset for C/C++, and the most

diverse compared to all previous datasets.
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» Evaluate the models on the same test set for full-fine—tuning and fine—tuning with LoRA.

Datasets Model Trainable Accuracy Precision Recall F1_score FPR
Parameters
C?S‘ZEEEURnTm(gF)“” 125.0M 86.09%+3.5% 1432%+4.7% | 23.61%2.8% | 18.14%%2.6% | 7.13%+2.3%
DIVERSEVUL
C‘}fggi)m 32 1M 91 14%22 5% 23.72%+2.7% | 30.14%%1.8% | 23.35%+3.2% | 10.13%%+1.7%
CodeBERT
(Full fine- 125.0M 90.47%+3.3% 16.74%+3.9% | 19.34%+2.1% | 12.18%+3.7% 3.05%:+4.2%
CrossVul tuning)
CodeBERT 32 1M 4.21%2+2.7% 21 85%12.1% 26.71%21.8% %+1.3% 299%2+2.2%
(I_ORA) . 9 . oOL/L. (0] . 5 oL 1 (0] 671 0_1.8 (0] 19.84 0_1.3 (o) 9 9 oOL/L. 0

(Table: Results with CodeBERT-base models on different datasets)

 CodeBERT with LoRA presents better results on each dataset.

* The parameter quantity is significantly reduced compared to full fine—tuning, and the detection performance is better

than full fine —tuning.
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Mod.el Model Pretrain | Pretrain Code-s.peciﬁc Training Set Test on Unseen Projects (%)
Family Arch on Code | on C/C++ | Pretrain task Acc  Prec Recall F1  FPR
o | Reve Prev s Drvivarvn | 8588 67 ihds 867 11
ROBERTa Prevs DrvmmeeVor | 9559 1046 275 440 00
ROBERT: | Cogerprr | v Prev + DiveneeVn | 9419 1334 1080 1154 265
GraphCodeBERT | v | bievs Drvon | ims s 73 o35 193
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Opcodes Extraction \ / TFIDFTraining \ TF-IDF Based

00 nx

Multi-label Malware Dataset . O pcode $_§ _$_ TF_ I D F Tra i n i n g Attributed FCG

LLMZ2 A3t Feature &=

nx nx. Z; U=3 s :; Ut Ut
nl nl
n2 n2
nx
nl nil
nx nl nz 63 nil n2
n2 n2
Input and Hidden Layers
Deep Graph Learning Model

Jej MFEY 7189 Cks &=
- GCN, SageConv, GAT, GIN
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Precision, Recall, and F1 Score =&

- AO
ds &7

GIN, GAT, SageConv, and GCN

Al 2t

A =20

°Fd OIOIH

3o

Binary vs Muti—classification
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Model

GraphConv

(GGraphSage

GATConv

1IN

Class

Prec:

Rec :

I1:

Prec:

Ree -

I1:

Prec:

Reo :

Il

Rec :

Prec:

I'1:

Adware

62.20

93.95

74.85

87.22

91.58

89.34

91.01

86.51

88.70

87.04 |94.47

90.87

Banking

86.66

95.79

91.00

91.58

96.40

93.92

85.05

90.36

89.19

94.15 (92.03

03.08

SMS

64.92

60.66

62.72

86.63

86.63

86.63

84.85

88.03

86.65

82.96 [91.74

87.13

Riskwarce

99.35

D7.76

73.05

97.45

81.68

88.87

98.20

88.40

93.04

99.07 |86.93

92.60

Benign

76.47

83.88

80.00

78.62

86.23

82.25

80.21

87.97

83.91

82.19 |86.96

84.51

Overall

77.92

78.41

76.32

88.30

88.5(0)

88.20)

88.47

88.35

83.30

89.18190.43

89.64

90 1

(=)
n

Farcantags
o
b

5

28.3

_LEE-A!

88.51

[ Graphsage

83.38

* TF=ILHF
1 GraphSage - Opoade Freguency
1 1 | | 11 1 || |
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