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• C / Java: MemFix [FSE 2018], SAVER [ICSE 2020], NPEX [ICSE 
2022], SPRINT [PLDI 2024]


• OCaml: FixML [OOPSLA 2018], CAFE [FSE 2021]


• Solidity: SmartFix [FSE 2023]


• Python: PyTER [FSE 2022]
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• Benchmark: https://github.com/kupl/starlab-benchmarks

Benchmarks and Tools

• Tool: https://github.com/kupl/kaprese

Language Bug Type # of Bugs

Safety
C Memory Leak 200

Java Null Pointer Exception 500
Solidity Integer Overflow 300

Functional Java Functional 100
OCaml 300

https://www.youtube.com/watch?v=_nphp8KBuUI

https://github.com/kupl/starlab-benchmarks
https://github.com/kupl/kaprese
https://www.youtube.com/watch?v=_nphp8KBuUI


Memory Leak in C
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ABSTRACT
We present SAVER.

CCS CONCEPTS
• Software and its engineering → Software veri�cation and
validation; Software testing and debugging.

KEYWORDS
Program Repair, Program Analysis, Debugging
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1 int swTableColumn_add(swTable *table, ...) {
2 col = sw_malloc(sizeof(swTableColumn));
3 if (type == SW_TABLE_INT)
4 col->size = 1;
5 col->index = table->size;
6 return swHashMap_add(table->columns, ..., col);
7 }
8

9 int swHashMap_add(swHashMap *hmap, ..., void *data) {
10 node = sw_malloc(sizeof(swHashMap_node));
11 if (node == NULL)
12 return SW_ERR;
13 node->data = data;
14 swHashMap_node_add(hmap, ... node);
15 return SW_OK;
16 }

3 ALGORITHM
3.1 Program Representation
We present a program by a control-�ow graph (C, ,!, ce , cx ). A pro-
gram point is associated with a command de�ned by the following
grammar:

cmd ! load(id, lv) | store(lv, e) | alloc(id) | free(id) | prune(e)
lv ! id | x | lv.f
e ! n | lv | ¬e | e = e

An identi�er id is a logical variable which holds a value obtained by
a memory-read operation, x a program variable, and f a �eldname.
lv referring a memory location is either an identifer or program
variable and may be followed by a �eld. An expression e is an
integer (n) or a memory location (lv) or logical negation of an
expression (¬e) or an equality comparsion between two expressions
(e = e). load(id, lv) loads a value stored at the address denoted by
lv in the memory into id . store(lv, e) stores the value of e into the
address denoted by lv. alloc(id ) allocates a new object pointed by
id . free(id ) deallocates the object pointed by id . prune(e ) continues
the program execution only when e evaluates to true.

3.2 Construction of OFG via Static Analysis
In this section, we present how to construct an OFG from a program.
OFG can be obtained from the result of a �ow/path-sensitive static
heap analysis which identi�es points-to informations for heap ob-
jects. We present the design of heap analysis employed in SAVER
system and a method to construct OFG.

1
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Null Pointer Exceptions in JavaMotivating Example: NPE Report
public StrBuilder appendFixedWidthPad(Object obj, int width, char padChar) 
{ 

String str = (obj == null ? getNullText() : obj.toString());
int strLen = str.length(); 
if (strLen >= width) { 

str.getChars(strLen - width, strLen, this.buffer, this.size); 
} else { 

int padLen = width - strLen; 
for (int i = 0; i < padLen; i++) { 

this.buffer[size + i] = padChar; 
}
str.getChars(0, strLen, this.buffer, this.size + padLen); 

} 
this.size += width; 
return this; 

}

Error Report from Apache JIRA

StrBuilder sb = new StrBuilder();
sb.setNullText(“”);
sb.appendFixedWidthPad(null, 8, ‘*‘);

public StrBuilder setNullText(String nullText) { 
this.nullText = nullText; 
return this; 

}

Motivating Example: NPE Report
public StrBuilder appendFixedWidthPad(Object obj, int width, char padChar) 
{ 

String str = (obj == null ? getNullText() : obj.toString());
int strLen = str.length(); 
if (strLen >= width) { 

str.getChars(strLen - width, strLen, this.buffer, this.size); 
} else { 

int padLen = width - strLen; 
for (int i = 0; i < padLen; i++) { 

this.buffer[size + i] = padChar; 
}
str.getChars(0, strLen, this.buffer, this.size + padLen); 

} 
this.size += width; 
return this; 

}

Error Report from Apache JIRA

StrBuilder sb = new StrBuilder();
sb.setNullText(“”);
sb.appendFixedWidthPad(null, 8, ‘*‘);

public StrBuilder setNullText(String nullText) { 
this.nullText = nullText; 
return this; 

}

…



Integer Overflow in Smart Contracts

1 function transferProxy (address from , address to , uint

value , uint fee) public returns (bool) {

2 if (balance[from] < fee + value)

3 revert ();

4 if (balance[to] + value < balance[to] ||

5 balance[msg.sender] + fee < balance[msg.sender ])

6 revert ();

7 balance[to] += value;

8 balance[msg.sender] += fee;

9 balance[from] -= value + fee;

10 return true;

11 }

3 ALGORITHM
TODO

4 EVALUATION
TODO

5 RELATEDWORK
[[Sunbeom:QuiteOld]].O����� [3] is an open-sourced symbolic
execution engine that analyzes EVM bytecode. While O����� sup-
ports a range of security properties, it does not consider all pos-
sible program paths, which may lead to false negatives. Similarly,
M���� [4] is an symbolic executor that sacri�ces soundness for
practical vulnerability detection. Z��� [2] is a sound static analyzer
that leverages existing LLVM-based symbolic model checkers such
as S��H��� [1], after translating source code into LLVM bitcode.
Z��� considers only intra-transactional reasoning and does not
reason about inter-transactional information, which would make
the analysis imprecise. We were not able to directly compare with
Z��� in our experiments, as Z��� is not publicly available. S����
���� [5] is a static analyzer that detects security vulnerabilities
using a set of predetermined compliance/violation patterns. Es-
sentially, this pattern-based approach is not suitable for analyzing
numerical properties which are our main focuses in this work.

6 CONCLUSION
TODO
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balance[from] = balance[to] = balance[msg.sender] = 0 
value: 8fffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffff 
fee  : 7000000000000000000000000000000000000000000000000000000000000001

0!false

false
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0!



Functional Bugs (Java, OCaml)
OCaml/diff-1/buggy/src.ml OCaml/diff-1/buggy/testcases



Data Format Example
safety/C/error-reports/memory-leak/snort-2.9.13_1.json



https://github.com/kupl/kaprese

https://github.com/kupl/kaprese

