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long ToL (char xpbuffer) { return (puffer[0] | puffer[l]<<8 | puffer[2]<<16 | puffer[3]<<24); }
short ToS (char xpbuffer) { return ((short)(puffer[@] | puffer[1]<<8)); }

gint32 ReadBMP (gchar xname, GError sxxerror) A
if (fread(buffer, Bitmap_File_Head.biSize - 4, fd) !'= 0)
FATALP ("BMP: Error reading BMP file header #3");
Bitmap_Head.biWidth = TolL (&buffer[0x00]);
Bitmap_Head.biBitCnt = ToS (&buffer[0x0A]);

((Bitmap_Head.biWidth x Bitmap_Head.biBitCnt - 1) / 32) *x 4 + 4;
ReadImage (rowbytes);

rowbytes
image_1ID

}

gint32 ReadImage (int rowbytes) {
buffer = malloc(rowbytes); // malloc with overflowed size

gimp-2.6.7 (CVE-2009-1570)
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long ToL (char xpbuffer) { return (puffer[0] | puffer[l]<<8 | puffer[2]<<16 | puffer[3]<<24); }
short ToS (char xpbuffer) { return ((short)(puffer[@] | puffer[1]<<8)); }

bitmap_type bmp_load_image (FILEx filename) {
if (fread(buffer, Bitmap_File_Head.biSize - 4, fd) !'= 0)
FATALP ("BMP: Error reading BMP file header #3");
Bitmap_Head.biWidth = TolL (&buffer[0x00]);
Bitmap_Head.biBitCnt = ToS (&buffer[0x0A]);

rowbytes = ((Bitmap_Head.biWidth x Bitmap_Head.biBitCnt - 1) / 32) *x 4 + 4;
image.bitmap = ReadImage (rowbytes);

}

unsigned charx ReadImage (int rowbytes) {
unsigned char xbuffer = (unsigned charx) new char[rowbytes]; // malloc with overflowed size

sam2p-0.49.4 (CVE-2017-1570)
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static XcursorBool _XcursorReadUInt (XcursorFile xfile, XcursorUInt xu) {
unsigned char bytes[4];
if ((xfile->read)(file, bytes, 4) !'= 4) return XcursorFalse;
U = ((bytes[0] << 0) | (bytes[l] << 8) | (bytes[2] << 16) | (bytes[3] << 24));
return XcursorTrue;

}

_XcursorReadImage (XcursorFile xfile, XcursorFileHeader xfileHeader, int toc) {
XcursorChunkHeader chunkHeader;
XcursorImage head;

if (! XcursorReadUInt (file, &head.width))
return NULL;
if (! _XcursorReadUInt (file, &head.height))
return NULL;
image = XcursorImageCreate(head.width, head.height);

\ cra

XcursorImage *xXcursorImageCreate (int width, int height) {
image = malloc (sizeof (XcursorImage) + width * height *x sizeof (XcursorPixel));

libXcursor-1.1.14 (CVE-2017-16612)
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int toLong(char xbuffer) {
return (buffer[@]) | (buffer[l] << 8) | (buffer[2] << 16) | (buffer[3] << 24);

}

int f(char xname) {
int width, height, area;
char buffer[10];
FILE xfd = fopen(name, "rb");
fread(buffer, 10, 1, fd);
fclose(fd);

// Copilot, fill it!

) GitHub
) Copilot
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int toLong(char xbuffer) {
return (buffer[@]) | (buffer[l] << 8) | (buffer[2] << 16) | (buffer[3] << 24);

}

int f(char xname) {
int width, height, area;
char buffer[10];
FILE xfd = fopen(name, "rb");
fread(buffer, 10, 1, fd);
fclose(fd);

// Copilot, fill it!
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int toLong(char xbuffer) {
return (buffer[@]) | (buffer[l] << 8) | (buffer[2] << 16) | (buffer[3] << 24);

}

int f(char xname) {
int width, height, area;
char buffer[10];
FILE xfd = fopen(name, "rb");
fread(buffer, 10, 1, fd);
fclose(fd);

// Copilot, fill it!

GitHub
y Copilot
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long ToL (char xpbuffer) {
return (puffer[@] | puffer[1]<<8 |
puffer[2]<<16 | puffer[3]1<<24);

}

gint32 ReadBMP (gchar *name, GError sxxerror) {
if (!fread(buffer, Bitmap_File Head.biSize - 4, fd))
FATALP ("BMP: Error reading BMP file header #3");
biWidth = ToL (&buffer[0x00]);

biWidth x 4;
ReadImage (rowbytes);

rowbytes
image_ID

L

gint32 ReadImage (int rowbytes) {
buffer = malloc(rowbytes);
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long ToL (char xpbuffer) {
return (puffer[@] | puffer[1]<<8 |
puffer[2]<<1ge | puffer[3]<<24);

gint32 ReadBMP (gcr%? *na;e, GError xxerror) {
if (!fread{buf#€r, Bitmpp_File_Head.biSize - 4, fd))
FATALP ("BMP: Error r

biWidth = ToL (&buffer[px00]);
rowbytes = biWidth #%;
image_ID = (rowbytes);

ReadImagg

gint32 ReadImage (infa}owbytes) {
buffer = malloc(rowbytes);
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long ToL (char xpbuffer) {
return (puffer[@] | puffer[1]<<8 |

puffer[2]<<16¢ | puffer[31<<24);
gint32 ReadBMP ( r%F *naie, GError sxxerror) {
if (!fread{buff€r, Bitmap_File_Head.biSize - 4, fd))

FATALP (''BMP:
biWidth = TolL
rowbytes
image_ID

ReadImag} (rowbytes);

gint32 ReadImage (infg}owbytes) {
buffer = malloc(rowbytes);

fread(buffer)

O O O O

ouffer|
ouffer|
ouffer|
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o AA FE HHE ZEISHJSON A .
"level": 0,
"filename": "bmp-read.c",
"line_number": 224,
long ToL (char xpbuffer) { "column_number": 12,
return (puffer[0] | puffer[1]<<8 | "description": "input, fread",
puffer[2]<<1ge | puffer[3]<<24); fread(buffer) ‘ "feature": "[\"Input\",\"fread\"]"
} :”w; l };
gint32 ReadBMP (gchér *nape, GError xxerror) { obuffer [0 "level": 1,
if (!fread{buff€r, Bitmpp_File_Head.biSize - 4, fd)) sbufferl1] << 8 "filename": "bmp-read.c",
FATALP ("BMP: Error rgading BMP file header #3"); £t 122 16 "line_number": 235,
biWidth = ToL (&buffer[px00]); PbuttTerisl << "column_number": 31,
obuffer|[3] << 24 "description": "call, ToS",
rowbytes = biWidth #74; "feature": "[\"Call\",\"ToS\"]"
image_ID = ReadImageé (rowbytes); l by
} ! ‘ leldth * 4 ‘ { "-Level": 0
" "filename": "bmp-read.c",
gint32 ReadImage (int¥rowbytes) { "1line_number": 69,
buffer = malloc(rowbytes); "column_number": 3,
. ‘ malloc ‘ "description": "store, &return, (n$l1 | (n$3 << 8))",
} "feature": “[\"”Store\", [\"Var\"],
[\uBinOp\n’\nl\n’[\uvar\u]’
[\nBinOp\n’\u<<\u’[\nvar\n]’
[\"ConSt\",[\"Cint\",\"S\"]]]]]"
Fs
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long ToL (char xpbuffer) {
return (puffer[0] | puffer[1]<<8 | puffer[2]<<16 | puffer[3]<<24);

}

short ToS (char xpbuffer) { return ((short)(puffer[@] | puffer[1]<<8)); }

gint32 ReadBMP (gchar xname, GError sxerror) {
if (fread(buffer, Bitmap_File Head.biSize - 4, fd) != 0)
FATALP ("BMP: Error reading BMP file header #3");
Bitmap_Head.biWidth = ToL (&buffer[0x00]);
Bitmap_Head.biBitCnt = ToS (&buffer[0x0A]);

((Bitmap_Head.biWidth *x Bitmap_Head.biBitCnt - 1) / 32) x 4 + 4;
ReadImage (rowbytes);

rowbytes
image_ID

, .

gint32 ReadImage (int rowbytes) {
buffer = malloc(rowbytes); // malloc with overflowed size

10



0ol: gimp-2.6.7

long ToL (char xpbuffer) {
return (puffer[0] | puffer[1]<<8 | puffer[2]<<16 | puffer[3]<<24);

s
short ToS (char xpbuffer) { return ((short)(puffer[@] | puffer[1]<<8)); } ‘ fread ‘
gint32 ReadBMP (gchar xname, GError sxerror) A{ 'l
if (fread(buffer, Bitmap_File Head.biSize - 4, fd) != 0)
FATALP ("BMP: Error reading BMP file header #3"); ‘ pbuffer[@] | pbuffer[1l] << 8 | pbuffer[2] << 16 | pbuffer[3] << 24‘
Bitmap_Head.biWidth = ToL (&buffer[0x00]);
Bitmap_Head.biBitCnt = ToS (&buffer[0x0A]); ,l
rowbytes = ((Bitmap_Head.biWidth * Bitmap_Head.biBitCnt - 1) / 32) *x 4 + 4; ‘ ((Bitmap_Head.biWidth *x Bitmap_Head.biBitCnt - 1) / 32) x 4 + 4 ‘
image_ID = ReadImage (rowbytes); — —

. l

‘ malloc ‘

gint32 ReadImage (int rowbytes) {
buffer = malloc(rowbytes); // malloc with overflowed size

10
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static XcursorBool _XcursorReadUInt (XcursorFile xfile, XcursorUInt xu) A
unsigned char bytes[4];
if ((xfile->read) (file, bytes, 4) !'= 4) return XcursorFalse;
*u = ((bytes[0] << 0) | (bytes[l] << 8) | (bytes[2] << 16) | (bytes[3] << 24));
return XcursorTrue;

}

_XcursorReadImage (XcursorFile xfile, XcursorFileHeader *xfileHeader, int toc) {
XcursorChunkHeader chunkHeader;
XcursorImage head;

if (! XcursorReadUInt (file, &head.width))
return NULL;
if (! _XcursorReadUInt (file, &head.height))
return NULL;
image = XcursorImageCreate(head.width, head.height);

, e

XcursorImage xXcursorImageCreate (int width, int height) {
image = malloc (sizeof (XcursorImage) + width x height x sizeof (XcursorPixel));

11
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static XcursorBool _XcursorReadUInt (XcursorFile xfile, XcursorUInt xu) A
unsigned char bytes[4];
if ((xfile->read) (file, bytes, 4) !'= 4) return XcursorFalse;
*u = ((bytes[0] << 0) | (bytes[l] << 8) | (bytes[2] << 16) | (bytes[3] << 24));
return XcursorTrue;

’ ‘ fread ‘

_XcursorReadImage (XcursorFile xfile, XcursorFileHeader xfileHeader, int toc) { ‘l

XcursorChunkHeader chunkHeader;

XcursorImage head; ‘

bytes[0] | bytes[1l] << 8 | bytes[2] << 16 | bytes[3] << 24

if (! _XcursorReadUInt (file, &head.width)) ,l
return NULL;
if (J!C_Xcull\l*lsJE[ReadUInt (file, &head.height)) ‘ sizeof(XcursorImage) + width * height * sizeof(XcursorPixel)
return ;
image = XcursorImageCreate(head.width, head.height); ‘l
¥ ‘ malloc ‘

XcursorImage xXcursorImageCreate (int width, int height) {
image = malloc (sizeof (XcursorImage) + width x height x sizeof (XcursorPixel));

11



L L L
gimp libXcursor
‘ fread ‘ ‘ fread ‘
' !
‘ pbuffer[@] | pbuffer[1l] << 8 | pbuffer[2] << 16 | pbuffer[3] << 24‘ ‘ bytes[0] | bytes[1l] << 8 | bytes[2] << 16 | bytes[3] << 24
! !
‘ ((Bitmap_Head.biWidth x Bitmap_Head.biBitCnt - 1) / 32) x 4 + 4 ‘ ‘ sizeof(XcursorImage) + width *x height * sizeof(XcursorPixel)
! !
‘ malloc ‘ ‘ malloc ‘

12
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gimp libXcursor
‘ fread ‘ ‘ fread ‘
' !
‘ pbuffer[@] | pbuffer[1l] << 8 | pbuffer[2] << 16 | pbuffer[3] << 24‘ ‘ bytes[0] | bytes[1l] << 8 | bytes[2] << 16 | bytes[3] << 24
! !
‘ ((Bitmap_Head.biWidth x Bitmap_Head.biBitCnt - 1) / 32) x 4 + 4 ‘ ‘ sizeof(XcursorImage) + width *x height * sizeof(XcursorPixel)
! !
‘ malloc ‘ ‘ malloc ‘

+ malloc + malloc

1 3 3 2 1 1 1 1 1 3 3 2 0 0 1 1

12
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sim(A, B) =
A5 A B

Signature vulnerability Potential vulnerability

<< * / + malloc fread << * / + malloc

1 3 3 2 1 1 1 1 1 3 3 2 0 0 1 1

13



AL HW

sim(A, B) =
A5 A B

Signature vulnerability Potential vulnerability

* / + malloc fread << * / + malloc

1 3 3 2 1 1 1 1 1 3 3 2 0 0 1 1

1Xx14+3x3+3%x3+2%x2+1x1+1x1
V12 +32 432422 4+ 12412412 4+ 124124+ 32432 4+22 412 4+ 12

= 0.96

13
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