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= GCS

v Ground Control Station
= RF

v Radio Frequency

= FPV
v" First Person View

= D2D
v Drone to Drone
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v' Malware?
v" Memory Hack?
v Fuzzing?

. - amazon

~—7Prirmelir -~ "5
- .

DRONE |grXe i\'[€
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EE X &4 (PX4 Intel Aero)

L1IHe BEEZ 14
» FC (Flight Controller)

« A8 C=0 X

a4 o —

v oIl SRS QI FIIBCE
Flight Controller)
|SHHIO] AIAE! (e.g., PX4)
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EE X =4 (Intel Aero)

Aero Compute Board System (Linux)

IIIIIIHHIHIIIIII

V ‘ "..‘ /-j: "
Compute Board <—
Aero Flight Controller

System (PX4)
v

Sensor

Rotor
Balancer
Data
Sensor
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PX4 2} DJI EE

wPX4 &DJ| E
» AA TEHZ20 -_/.\_ﬁﬂ_ NS X
=2l |ls 8 2=38t s EAl IDZ2ER: OA 9 ALQ|
= UORB &4&l= 0|t S4 v Ocusync
= MAVLINk 22 &2 T &H > BEOTU|SO|YME EHOIZES
v GCS% PX4 2t E Al > 35 20k (&Y, oHX|, OC[of &)
v UAV AAE 2 8 QAE 26t

S WEETE v Wi-Fi Z2E2
- JHel 2@ (o|0|x| Ha)

PWNIAB
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PX4 EE0| g4o}7| E23H

+QOpen Source
n AADE 2AQ| Jfse

» Sanitizer, Fuzzer £ &8 & & 40| Jise
» SSH/NSH &= Soll HE/HAEY/HAH I D

~ 5e|hjstu

KYUNG HEE UNIVERSITY
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What is Fuzzing?

Z8|st @
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Bug

*Finding "Bug"

» AUERN HE RS &l

- A3 3D rWNJIAB
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Fuzzing Basics

1. Input 244
s HE H ot "E2 Input" S M £ AUSI?

v Dumb Fuzzing: =25} H Random Data M4
v' Smart/Hybrid fuzzing: Random + @ E OIS H &3 SHES

v 2 G S

CH

Ol

L = w—
02, Lz ]cH /él = y
— — P 5 2- R
= (HZE ) ofH "= H" AU D? | emplication
v oape o)) AME |
— - y 1
s HZ Al ofH ”Bug =X Al &= ])l',?” /1. Generate | [ 3 Verify |
input h behaviour |

v' w/ Source Code
o Instrumentation (Address Sanitizer)

v' w/o Source Code
o Dynamic Binary Instrumentation (AFL-QEMU), Full-Speed Fuzzing (INT3 Trap)

PWNAB
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Address Sanitizer

o120 e, IHAS Fet &= =4,
ST QRA?
» int array[100];
» int a = array[100]; // error.

SsMemory HOJFI Z2MeENE S OIS dO{ULA &3
= oHZ0HOF & 2AH

PWNAB
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Address Sanitizer

eI Z Ol B = memory access
» 22 E2AI0ICH oi2EHE &0
v' RedZone

i

instrument

Original target source code (schema) Instrumented targel source codo (schoma)
— Function 01
] A A __' C -L'L o Function 01
—__ __1-__ = 1L sancov_trace_pc()
Call Funcsion 02
Call Function 02
If - eise block <
__sancov_cmp_function()
If - alsa block
Function 02
Function 02
I - elsa block Instrumentation of the program sancov_trace_pel)
I:(> —
If - else block
main
Call Funcsion 01 main()
H - else block sancov_trace_po{)
Call Function 01
__sancov_cmp_functon()}
If - slsa block

O Oxb7195918 in jpc pi nextpcrl /home/fire/bing/afl/libraries/jasper/ja
Oxb719249e 1n Jpc_piL _next /home/fTire/bing/afl/libraries/jasper/jasper

2 Oxb719c56¢C i jpc_dec_decndepkts fhome/fire/bing/afl/libraries/jasper
Oxb71lefcf i jpc dec process sod /home/fire/bing/afl/libraries/jaspe
ﬂxb;lldd“4 in jpc_ dec dccnde /home ;flrefblngfaflfllbrar1cQJ1drpwrj]aS

“Q:%giiltﬂii!iﬂl ‘Wﬁi’ F’\A’Pﬂ.]le\

GHEE UNIVERSI
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Coverage?

eI Ol AHSEN CH
= Function Coverage

= Line Coverage
= Basic Block Coverage dotCover 2016.2 and earlier

public class Circle
 Edge Coverage { |
public int Radius { get; set;
v % U_l'& 9; E]gI-O| A|"‘Céa public Pocint Center { geti®set; }

public Circle(Point center, int radius)

1
Radius = radius;
Center = center;

}

rol

=X
-/ O

public double GetSquare()
1

var result = 3.14 * Radius * Radius
return result;

}

public double GetCirclelength()
1

var result = 2 * 3,14 * Radius
return result;

3|t PWNJAB
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Block Coverage?

® -IIEal 'CL”U-IIO.I A_l o= =X
PHAS = SE 4
B i VO Mookt it et |
push eax
push 1
push offset aGetdrivetypea ; "GetDriveTypeA"
mov eax, [ebp+arg_0]
push dword ptr [eax+18Ch]
push [ebp+arg_8]
call sub_9e26C
add esp, 14h
cmp eax, 2
jnz short loc_98A13
T
= = W=
push 1
push e loc_908E1:
push e mov eax, [ebp+var 8]
lea eax, [ebp+var_58] inc eax
push eax mov [ebp+var_8], eax
push 2}
push 2}
push 6
push offset aShellexecutea ; "ShellExecuteA”
push offset aShell32D1l ; "shell32.dll"
push [ebp+arg @]
call sub_9826C
add esp, 28h
R v
Wa=
loc_90A13:
mov eax, [ebp+arg @]
add eax, 144h
push eax
mov eax, [ebp+arg 0]
add eax, 4
push eax
call sub_953B9

Be|listu

KYUNG HEE UNIVERSITY
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Edge Coverage?

BB1

BB2

BB3

BB4

PWNIAB
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Selection Crossover Mutation

Initialization

Next generation

PWN.IAB
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o x| OF =

S™ LdNe|3
*UHICH "H 2 AIZFSHe 22450 A0Id S,
#2HITH: 1" 2 AR SHE Y= S0] AotdS.

"..0.

cat << EOF > test fuzzer.cc
#include <stdint.h>
#include <stddef.h>
extern "C" int LLVMFuzzerTestOnelnput(const uint8 t *data, size t size) {
if (size > 0@ && data[®] == 'H")
if (size > 1 && data[l] == 'I")
if (size > 2 && data[2] == "
__builtin _trap();
return 9;
}
EOF
# Build test fuzzer.cc with asan and link against LibFuzzer.
clang++ -fsanitize=address,fuzzer test fuzzer.cc
# Run the fuzzer with no corpus.
./a.out

)

22|t rWNJIAB
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AFL (American Fuzzy Lop)

+Google UM JHE

ZJ|2] Coverage—Feedback J|8t Fuzzer
= 2015 ZEH SYHE

s SR NS HE

= U2 A QI Fuzzing S8 &4, Fuzzing Boom 2 Al=Jt &

american fuzzy lop 2.36b (

— process timing ——————————————— |- overall results ——
: @ days, @ hrs, 5 min, 20 sec
@ days, @ hrs, @ min, 9 sec
@ days, @ hrs, @ min, 49 sec
: @ days, @ hrs, @ min, 19 sec
g T map coverage —
: 121 (50.21%) - 0.23% / 0.87%
- @ (0.00%) nt coverage 2.34 bits/tuple
———————————————eee . 3 4 1 th
interest 32/8 51 (21.16%)
3550/8883 (39.96%) 75 (31.12%)
777k
: 3560/sec : 400 (22 untque)
strategy yields t
s @ 91/30.7k, 15/30.7k, 6/30.6k
1/3838, 1/3542, 2/3510
42/198k, 3/71.9k, 0/32.0k
3/19.1k, 7/84.4k, 22/132k
0/0, /0, 5/23.3k
55/106k, 0/@
22.95%/1711, 7.22%

'%;’\%IEI[“%—!'_I_]'_ PWNJAB
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libFuzzer
“Google Ol HE, LLVM ZZ2RIEQ| A&
O

SAFL OlZ= S&, &M= SAHOA JHE ZOl AlS
= I8 = HOINH S/W UM =2 HASS & Aot patch ot=0l JI K

**In—Process Fuzzer
» HAS ol E2 02 MY S
w library 2| &4 U2 IHA =

v H|QEXOl A= SHA |

O,

=1 =2=4
» &HA Fuzzer Stub 2 &HA CH|

INFO: Seed: 1523017872

INFO: Loaded 1 modules (16 guards): [0x744e60, 0x744eal),
INFO: -max_len is not provided, using 64

INFO: A corpus is not provided, starting from an empty corpus

#0 READ units: 1

#1 INITED cov: 3 ft: 2 corp: 1/1b exec/s: 0 rss: 24Mb

#3811 NEW cov: 4 ft: 3 corp: 2/2b exec/s: 0 25Mb L: 1 MS: 5 ChangeBit-ChangeByte-ChangeBit-
#3827 NEW cov: 5 ft: 4 corp: 3/4b exec/s8:1 0 r 25Mb L: 2 MS: j I:CJ.;.}}'P::.‘.I'F.“

#3963 NEW cov: 6 ft: 5 corp: 4/6b exec/s: 0 1 25Mb L: 2 MS: 2 ShuffleBytes-ChangeBit-

#4167 NEW cov: 7 ft: 6 corp: 5/9b exec/s: 0 rss: 25Mb L: 3 MS: 1 Ins r'*'vh—

==31511== ERROR: libFuzzer: deadly signal

artifact prefix='./'; Test unit written to ./crash-bl3e8756bl13a00c£168300179061fb4b91fefbed

KYUNG HEE UNIVERSITY

So|j st rWNJIAB
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Honggfuzz

*Google 0| JHE

Intel PT J|8F IH M
= Intel CPU 2 4= JIs (GIEA0A 2 02&) S J|B2 2 Coverage &
s IP/ABECR ALE, IEROIKE S

/bin/bash = b Tae

- [ © days 00 hrs 14 mins 00 secs ]-----—- / honggfuzz 1.3 /-
Iterations : 398,052 [398.05k]
Mode : Feedback Briven Mode (2/2)
Target : './httpd/httpd -X -f /home/jagger/fuzz/apache/dist/conf/h ...’
Threads : 8, CPUs: 8, CPU%: 261% (32%/CPU)
Speed : 323/sec (avg: 473)
Crashes : 9@ (unique: 1, blacklist: @, verified: 0)
Timeouts : [5 sec] 32
Corpus Size : entries: 1,147, max size: 1,048,792, input dir: 8522 files
Cov Update : @ days 00 hrs 00 mins 05 secs ago
Coverage : edge: 17,019 pc: 410 cmp: 187,266
e == = -- [ LOGS ] i = = ===

Crash (dup): './SIGABRT.PC.7ffff5ef10bb.STACK.18819c8652.COPE.-6.APBR. (nil).INST
R mov____ax198(%rsp) %rcx fuzz already ex1sts, sk1pp1ng

Persistent mode: Launched new persistent PID: 24520
Crash (dup): './SIGABRT.PC.7ffff5ef10bb.STACK.18819c8652.COPE.-6.APPR.(nil).INST
R mov, leea(%rsp) %rcx fuzz already ex1sts, sk1pp1ng

Persistent mode: Launched new persistent PIB: 25094
Size:296441 (i,b,hw,edge,ip,cmp): 0/6/6/0/0/1, Tot:0/0/0/17019/410/187266

3o|ljstw "WNJAB
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Libfuzzer Z4 o}l

» Libfuzzer Ml &tetH
= | LVMFuzzerTestOnelnput &% &4
» Libfuzzer 2 main g 9

Toy example

A simple function that does something interesting if it receives the input “HI!":

cat << EOF > test _fuzzer.cc
#include <stdint.h>
#include <stddef.h>
extern "C" int LLVMFuzzerTestOneInput(const uint8 t *data, size_t size) {
if (size > 0 && data[@] == 'H")
if (size > 1 && data[l] == 'I")
if (size > 2 && data[2] == '!")
__builtin_trap();

return 9;
EOF
# Build test fuzzer.cc with asan and link against LibFuzzer.

clang++ -fsanitize=address,fuzzer test_fuzzer.cc
# Run the fuzzer with no corpus.
./a.out

5t PWN.IAB
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Libfuzzer Z L}

s Libfuzzer 2 E &4
» OOt 22 DEE “test.cpp’ 2 & A

#include <stdint.h>
#include <stddef.h>
extern "C" int LLVMFuzzerTestOnelnput(const uint8 t *data, size_t size) {
if (size > 0 && data[0] == "H")
if (size >1 && data[1] =="I")
if (size > 2 && data[2] =="!")
__builtin_trap();
return O;

}

oc - 215 I "WNIAB

@KYUNGHEE UNIVERSITY
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Libfuzzer Z <l

= Libfuzzer Ml & &
» Clang B H2 Jls AIE
= —fsanitize =¢ci _l
v Address: Address Sanitizer
v Fuzzer: libfuzzer

SOt et 20| C++ DE MY
= clang++ —fsanizite=address,fuzzer test.cpp
» MAMS g out HHOILH 2] &0l

$ clang++ -fsanitize=address,fuzzer te

$ 1s

b.txt chal.db

5 33|t 8tp PWNJAB
KYUNG HEE UNIVERSITY @ KYUNGHEE UND



Libfuzzer Z o}

» Libfuzzer =
= /a.out IOl 2| AlsHA|l Ot 28 25 &0l

ns W

NEW

REDUCE
REDUCE
REDUCE
REDUCE

unit writ

WNJIAB
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Libfuzzer Z4 o}

= Libfuzzer 1= Z 1} ol &
. Fuzzer lteration Count

INITED
NEW

NEW
REDUCE
NEW
REDUCE co
REDUCE
REDUCE c
REDUCE

30Mb
: 0r 30Mb L:
Lim: exec/s: 0 30Mb
Llim: ¢ 4 ) r 31Mb : \
i 11 e S 31V 1 9 S:: LeBytes-CopyPart-Cross0y

lim: 11 c/s: @ 31Mb L: 5/5 MS: 4 'C -C fHHFEL‘ ChangeByt
lim: 11 cec/s: € : 31Mb / S =
Lim: 11 : 0 rss: 31Mb

U bsapdWN
Lo bh S WN

G un
[o))

==49770== ERROR: libFuzzer: deadly signal

0x55bdb97a6a81 in anit r print stack trace
Ox55bdb9719318 in fuzzer::PrintStackTrace() (/ho
0x55bdh96fed93 in fu 2 =FUz :CrashCallbac

Ox7ff864a4251f (/1ib/x86 64-1linux-gnu/libc

)«55hdb9119f54 in LLVMFuzzerTes nput
0x55bdb9700323 1 ZZer:: 7 :ZE‘P(UT .
0x55bdb96ffa79 i f 2t Fuz RH\OnﬁtUﬂ>lﬂnPd cha
ae49bldlcd4)

Ox55bdb9701269 in fuzzer::Fuzzer::MutateAndTestOne()

56de

H= O HH H HH H R

“\JUW

SUMMARY: libFuzzer: deadly signal

MS: 1 InsertByte-; base unit: dbee5f8c7a5da845446e75b4a57
Ox48,0x49,0x21,0x48,

HI'H

artifact prefix='./'; Test unit written to ./crash-bl

Baseb64: SEKhSA==

KYUNG HEE UNIVERSITY
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PX4 EE X

= PX4 Hardware

= Flight Controller
= Sensors

= Motors

= etc

= PX4 Software

e N
u APP/MOd UleS Software ( Ground [ Flight Controller ]
= Middleware QGmundCon | o convalr (= MM, GCS(RI4 7IXIZ) STt A5 )
. O”h-u\.],'f! APls
. DrlverS Tele:netry ' /[ APP / Modules ] )
[ Radio ][ RC Radio ]
= etc ; 1 - PX4 Flight StackOfl A Al&4 ]
Software (NuttX OS) B N .
AppeModules = FH0| L3t Commander, Navigator,
Commander, =
oot Fiight Controller \_ Controller, Logger 5 Y
St .
(e.g. Pixhawk) re ]
Middleware
slagemdads iopis B RTPS, MAVLink, UORB S
. EA
e s l PWWCAN 12C/CANISPY MAVLink : QGCt PX4 EZ2 7r2| S410]
— UART Al‘%

Sensors Payload
[ o ][ ol | (e
Baro, GPS, Flow

= uORB:PX4 EE LR BE= 7t

S0 AR

PWN.IAB
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$MAVLINk (28 SAl T2E2)

= K& DI XIZ2(GCS)t S2I0|=SH AIO|12 EAES st &G HAZAE &2
E=
« U DLIEHE/HN
= {0l &-=4

Publlsh ‘ Subscrlbe l-°-l

o)
Payload (data) X{ 2|
PX4
Topic

ST E—— rWNJIAB
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= PX42 HAIE OIS

= AR APIQ! Publish() 2t Subscribe()& &

—

Publisher”} Topic%| MessageE publish

|
= |§ SUBSCRIBER
advertise
PUBLISHER
@
| —

“1 TopicZ subscribe 5t1l /= Subscribers2

— TOPIC
SUBSCRIBER
.. = — ITT S HO 2 Messages HS
PUBLISHER

SUBSCRIBER

— Queue 7|BtO] IPCRt S ALSH 7 E 0Lt

—

Aot/ N Et= X EHOH| ES

LS

7 goltistw

PWNAB
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EE S

Al Z

*MAVLiInk2} uORB =4l
= PX40llA LHE BIAIKIE X2le [HHl= uORB Z2&E2 AtE
= JlHI2H £ JIEF SIERANS 22 QE BEE EA2 MAVLInk E=2&E=2 &

—_— O

)

Flight Stack

Module 1 Module 2 Module 3 1. GCS7t PX4Z2 MAVLink I{Zl M &

A pull ipush . . % pull
pull e push- 2 PX4E MAVLInk9-| IL‘”O|§ED|_|'% _jf_%-é-l_o:l

Middleware UORB 2| topicOl publish

MAVLink uORB A :

3. YOOI EEl topic 442 subscribedt] =2 AE|

o E
NuttX | 2HOIE
----- >Messagel —>Message2 = Dataflow

KYUNG HEE UNIVERSITY
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SAP H2EZS0 28 (0: FTP)

= MAVLINkE Soll & &d&5= A& 6t

» IS read, write, create, removes
=

= PX4 : MAVLINKFTP Al
v’ PX4-Autopilot/src/modules/mavlink/mavlink_ftp.cpp

=
—
80}
;

=2 |I:I

cSE=
LI2t Cl2E 2l listing, removeE (H

GCS Drone

RemoveDirectory( data[0]=path, size=len(path) )

FTP Message Payload (max 251 bytes) ACK(size=0)

REQ [BURS' OFFSET DATA
‘ SEQ ‘SESS‘CODE‘ SIZE ’CODElCMPl}‘ PAD ‘ i) ‘

FTP T2l £+

(ex) CI2E 2| remove

pETEr— PWNIAB
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EE SW F24E 0| A

CVE—-2020-29664
 DJI Mavic 2 H<E

- BAIG SUOIEA & ZEJF Ad Jisset 20 FHAE
« HAIO ME WUEHUA HBHE CIHE B A4
int main(){
Va4
snprintf(cmd,0x100,"busybox find %s" W
"-name W"*.cfg.sigh"",
"/data/upgrade/backup/");
FILE *f = popen(cmd,"r");
if (f)
fgets(cfg_name,0x100, f);
Va4
int verify_ret = dji_verify_sig(W
cfg_name,"/tmp/wm330_0000.xml",&DAT_0005c8a5);
Va4
}

PWNAB

@KYUNGHEE UNIVERSITY
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PX4 CHAL libfuzzer &




PX4 i< Fuzzing H &

Libfuzzer 8 H &
s PX4 = QLEAA0BZ libfuzzer 80| Jts
= MAVLink, uORB, FastRTPS & PX4 2I2/UHE S T 2&EZ2 0|2
v Fuzzing HIOIEH dES2
s SN ZZEZ IAHC Z2E0| OtH, oHY E2&EZ2 L Pub/Sub IPC € Sl
M HOIHE 2= 0= (Task) 2 HAE
= MAVLink € Fuzzing 2| = S22 =28

v' MAVLink &t?

?WNIAB
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MAVLink Z2EF

»

MAVLink v1 Frame (8 - 263 bytes)
SYS |COMP| MSG PAYLOAD CHECKSUM
B BN (SEA p [Tip D (0 - 255 bytes) (2 bytes)
MAVLink v2 Frame (11 - 279)
INC | cmP sys |[comp MSG ID PAYLOAD CHECKSUM | | SIGNATURE |
STX | LEN | pes|riacs| 559 b | i (3 bytes) (0 - 255 bytes) (2bytes) | | (13bytes)
2AMES AS5h= SIGNATURE 240 27tE
52| 0 A|22{|0|E] PX40{ A<= SIGNATUREE
ASdh= 1Hy0| 1S
A TT
EdiATE 0|2

Simulator 0| Al = uDP

~WNJIAB
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Libfuzzer = E!
2PX4 libfuzzer ® 8

RUN sed -i "s/http:VWarchive.ubuntu.com/http:\VVVkr.archive ubuntu.com/g"

[} PX4 UEI E ﬂl_ I—' O E g (C m ake) letc/apt/sources list
r g

# install related libraries

o — ARG DEBIAN_FRONTEND=noninteractive
u j | E, &I E F uzze EI /\:l O | H %I' ENV TZ=Asia/Seoul
RUN apt update && apt-get install -y build-essential clang gcc g++ bsdmainutils git cmake
ant
if (CMAKE_BUILD_TYPE ° AL {
message (STATUS € initizer ena ) # at root
WORKDIR /
/ 1 ( initialization order=1 [ fter return=1 .
_compile_options( # setup PX4 source
1 RUN qit clone https:/github.com/PX4/PX4-Autopilot.git

RUN apt-get install -y python3 python3-pip
RUN pip3 install kconfiglib jinja2
RUN pip3 install -user empy pyros-genmsg jsonschema packaging tom! numpy future

WORKDIR /PX4-Autopilot

ENV CC clang
ENV CXX clang
set(CMAKE_EXE_LINKER_FLAGS "${CMAKE_EXE_LINKER FLAGS} -fsanit INTERNAL "" FORCE) ENV PX4_ASAN 1
Jset (CHAKE_SHARED_LINKER_FLAGS "${CMAKE_SHARED LINKER FLAGS} i fress" CACHE INTERNAL "' FORCE) ENV PX4_FUZZ 1

set (CMAKE_MODULE_LINKER FLAGS "${CMAKE_MODULE_LINKER FLAGS} -fsaniti i ' CACHE INTERNAL FORCE)

function RUN make px4_sitl jmavsim

eif (CMAKE_ BUILD TYPE &
message (STATUS "
(CMAKE_BUILD TYPE
if ("${CMAKE CXX COMPILER ID

add_compile options(
message (WARNING 20c. compiie. of (

message (STATUS
endif()

add_compile_options(

set (CMAKE_EXE_LINKER_FLAGS "${CMAKE_EXE_LINKER_FLAGS}
FORCE)
set (CMAKE_SHARED_LINKER_FLAGS "${CMAKE_SHARED LINKER FLAGS}
ERNAL "" FORCE)
set (CMAKE_MODULE_LINKER_FLAGS "${CMAKE_MODULE_LINKER FLAGS}
ERNAL "" FORCE)

WNJIAB




PX4 libfuzzer stub 3 &

int LLVMFuzzerTestOneInput(const uint8 t *data, const size t size) struc ddr_in addr {};

amily = AF_INET;

itialize fake px4 once();

, &l{addr.sin

send mavlink(data, size);
return

}

vold initlalize fake
static bool fi

if (!first time) {

return;

len = mavlink msg to send buffer|(

pton(AF INET,

34dr.s1

+ fake 27|38} 2 0|&F mavlink IH{|0|2EE MAFI0 £Al DEO| HE
+ pxh.process_line(“...”) M 27| H|2& Al &Y
« Localhost:145400{ UDPZ libfuzzer G|O|E{E ItAl S Y312 H Wi

KYUN; HEE unn';?n;llg pWNJA B



Fuzzing Ij{Z! = °4

. 9 ()
Mutation S2|AES

|5} Packet 7+ It & @

—0

- src/modules/mavlink/mavlink_receiver.cpp —mavlink_message Struct Reference

#include <mavlink_tvpes.h:

- handle_message &t~

b o tnoe Public Attributes

* Bl focal position estimator

» I icgger uint16_t checksum

: o a;_L'i:-__e-_!l--.lalu' uints t compid
s manial cortned

v o ik ID of the mefage sender component. More...
e

Lk uint8_t len
P moviic tests

Length of pafload. More...

kB ctreams
tignare uinté_t magic
= Chdakelsors bt
ot sent at end g packet More...
1 Keanfig
b mylitc

uintd_t msgid
* meelink_bridge hesdarh - . s

-; ID of messacg in payload. More...
manand_sender.cpp

v mEy enarand_senderh

uintéd_t payload64 [(JIAVLINK_MAX_PAYLOAD_LEN+MAVLINK_NUM_CHECKSUM_BYTES+7)/8]
uint8_t seq

T mayvhes events.cpp
& maelink_pvenink

Sequence of packet. More...

uintd_t sysid
4 n*.'n.-ur:_log_lnm]lr,-rp[

Ing handlerh ID of messacg sender system/aircraft. More...

¥ maylin

void MainnkReceiver::handIe_messa!e(mavlink_message_t *msQq) I

stx | Len | INC | emP [ | sys |comp MSG ID PAYLOAD CHECKSUM SIGNATURE
: FLAGS|FLAGS ID ID (3 bytes) (0 - 255 bytes) (2 bytes) (13 bytes)

25|t PWNJIAB
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Fuzzing I{Z] =°4

=
=L

I:U

»lLibfuzzer Z& 2 &

00363 MAVL IMK_HELPER uint16_t mav!ink_msa_to_send_buffer{uintB_t +buf, const mavlink_nessage_t +ms3)

00364 {
| | M | k d b ff 00365 uint8_t signature_len, header_len;
aviink_msg_to_sen er W it s
D0367
1 M= ;|_ — H _— 00368 i (msg->magic == MAVLINK_STX_MAVLINKI) {
‘/ MAVLInk -U—H J\I = II_ O D j-E 00369 signature_len = 0
00370 header_len = MAYL |MK_CORE_HEADER_MAYL I NK1_LEN;
[ — ) — 00371 buf [0] = msg->magic:
\/ /\|§_[:L||O| E‘I O'H/HC UDP Ol% 00372 buf[1] = msg->len;
00373 buf [2] = msg->seaq;
- 00374 buf[3] = msg->sysid;
v HJl3a4A H At 0037 buf 4] = wes->ccom
0037 buf [5] = msg->usaid & O4FF;
00377 mencpy(8buf [6], _MAY_PAVLOAD(msg), msg-=len):
00378 ck = buf + header_len + 1 + (uint16_t )msg=>|en;
10379 }oelse {
00380 header_len = MAVL INK_CORE_HEADER_LEN:
00381 buf[0] = meg-»magic;
no3sz buf[1] = msg->len;
00383 buf [2] = msg->incompat_f |ags:
00384 buf [3] = meg->compat _f lags:
00385 buf [4] = msg-»seq;
00386 buf [5] = meg-»svsids
00387 buf [6] = meg-»conpid;
00388 buf[7] = meg->nsaid & OxFF:
00389 buf[8] = (msg—smsaid == 8) & O4FF;
00390 buf[9] = (msg-»msgid »> 16) & OxFF;
00391 mencpy(8buf [10], _MAV_PAYLOAD(neg), msg-»len);
pozg2 ck = buf + header_len + 1 + (uint16_t)msg->len;
00343 signature_len = (msg—>incompat_f lags & MAVLINK_IFLAG_S|BNED)?MAYL INK_3|GNATURE_BLOCK _LEN:O;
00394 I3
00395 ck[0] = (uintB_t)({msg->checksum & OxFF);
00398 ck[1] = (uint8_t){msg->checksum >» 8);
00397 f (signature_len > 0) {
00398 mencpy(Bck[2], meg-»signature, signature_len):
00399 T
00400
00401 return header_len + 1 + 2 + {uint16_t)msg->len + (uint16_t)signature_len:
no402 }

So|j st rWNJIAB
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PX4 AATE BHAM
N

SMAVLINk =¢ 253 &4
= UDP = ME 22 MAVLInk IH2! 1IH 2

= handle_message &+ &=

status)) {

2 rheack 4F wa recefve apre 7 3 4 "
if (!( mavlink - tus()->Flags & MAVLINK STATUS FLAG IN MAVLINK1)) {

i 4 4 ¥ ¥ L !}
_mavlink {2)

PWNAB

- As| sty
O i | J1°
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PX4 2A3AC 2N

MAVLink {A|R| T Q] A2t handle_message &

A
[== R

void
MavlinkReceiver::handle_message(mavlink_message_t *msQ)

case NN INT*
hkndle_ message command_int(msaq);

break;

- msgid & 2| g%
- handle_message_command_long(msg) & handle_message_command_int(msg) -

- As|)at rWNJAB
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d . paraml)

- handle_message_command_both gt4=0{| A{
publish -> CtE = =7} subscribe -> IPC &4

- Topic O] AtM0| subscribe 7t QHEI A<
JEX J-E:I"EFF:‘J'_FE":'M] cmd_mavlink.param? 3|_:IXH—O“| ]I-I%JHC)I-A_! O“A-I 7-It,-l E'|Z| EC %7|-
> 84 249 24

GROUP_TNDEX_GIMBAI ] (actuator_

CT_FAILURE) {

I
3

cle command)

gt PWN.IAB
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PX4 =23

2y

UORB £ £5} C}sH Task 50| 0|= G|0|E{E A

=S9t3 -> Fuzzing A| G|0|E =012} S

src/modules/mavlink/mavlink_receiver.h (Publisher)

ORE publications

291 ulRB: :Publication<actuator_contrals_s»
2932 udRB: iPublication<airspesd_s»

udRE: ;Publication<battery status_s>
2494 uORE: rPublication<camera_status s3>

293 uORE: ;Publicetion<cellular_status_s>

256 uRB: Publicationccallizion_repart s>

297 UORB: rPublication<differential pressure s>

188 uQRB - :Publicetlon<follow_target_ s>

299 UORE: tPublicationcgimbal sanager _set_sttituds g
JORE: rPublication<gimbal manager set manual control_

a1 udRE: :Publicationcgimbal device information_s»

392 UORE: :Publication<pimbal _device_attitude status_s>

383 uORB: ;Publication<irlock_report s>

384 ud8B: :Publication¢landing target_pose_ s

383 UORE: ;Publication<log_message_s>
uORE: tPublication<maviink tunnel s>

337 udRE: tPublication<obstacle_distance s%

@5 udRE : ;Publicetion<offboard_control_mode_s>

389 udRE: Publication<onboard_comouter status s>

UORE : :Publication<generator _status =3
311 uORE: ;Publication<optical_flow s

312 JORE: :Publications
313 uIRE: tPubl

véhicle sttitude_s»
ication<vehicle attitude sstpoint s3

14 udAB: :Publication<vehicle attitude setpoint s>

22]tistw

KYUNG HEE UNIVERSITY

5

_actuator_controls pubs[4] {0R8_ID(actuator_controls_ @),
_elrspeed_pub{ORE_ID(airspeed)}
_battery pub{ORE_ID{battery status)};
_camara status_pub{0ORB_ID{camera status)}:
ID(ce

_tellular_status_pub{DRE_ llular_status)};

_collizian_report_pub{0RB_TID{collizisn repart)};

rirs

_dif¥erential pressure pub{CRE_ID{differential pressure))

_follow_targei_pub{ORB_ID(follow_target)};
gimbal_mensger_set_attitude pub{ORB_ID{gimbal _mansger_se
_Eimbal manager set manual_control pub{D

f8_ID(gimbal mana

_gimbal gevice information_pub{ORE I0{gimbal device infor
_gimbal deyice sttitude_status_pub{ORE_ID(pimbal_ device_a
_irlock_report pob{ORB_ID{irlock_report)};

_landing target_pose_ pubi{0&E_ Ihiiending_farget_pase}];
pub{ORE_ID{log_me

_mavlink_tunnel_pub{ORE_ID{mavlink_ tdrﬂrl:?'

_log_message_ cLage )

(ORE_ID{ohstacle distanca)}:

']

_obstacle_distance pub

_offboard_control_mode_pubiCORE_ID{offhoard_control_mode )}
_onboard_computer status pub{08B_ID(onbosrd_computer_stat
_Ee=nerator_status_pub{(#B ID{gensrator status)};

IDfeptical

_Flow_pub{0ORE_ _Flow)}:

Attitude pub{DRE_ID{vehicle attitude)};
_att sp pub{0RE ID{wehicle attitude setpoint)}:
_wirtusl_attitude setpoin

_mg_wirtual att sp pub{ORE_ID{mc

rWNJIAB
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PX4 2A3AC 2N

orb_subscribeZ 0|83l MAVLINk2FE] GIO|ES e RESS 24 (Subscriber)
-> Fuzzing Vector &@& Data & & IItQ!!

float fil
float last
int airdata sub . (ORE _ID cle air data));

uint32 t l1a ATV ms = B

int iteration = B;

- A3|atp rWNJIAB
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Libfuzzer stub =

»PX4 Fake =)\t 2 &
» Libfuzzer stub t2] H=S0t=S &t
s 0| =8 & HERA 2d H= A

om

ol

void initialize_fake_px4_once()

{
static bool first_time =
if (!first_time) {

return;
}

first_time =

px4::init_once();
px4::init(o,

px4_daemon: :Pxh pxh;
pxh.process_line(
pxh.process_line(

pxh.process_line(
pxh.process_line(
pxh.process_line(
pxh.process_line(
pxh.process_line(
pxh.process_line(
pxh.process_line(
pxh.process_line(
pxh.process_line(
pxh.process_line(
pxh.process_line(
pxh.process_line(
pxh.process_line(
pxh.process_line(
pxh.process_line(

platforms/posix/src/px4/common/main_fuzztesting.cpp

@KYUNGHEE UUNIVERSITY
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PX4 Libfuzzer =% U<

O O

. UORB - Publish
MAVLink Packet PX4
GCS ¢ . > (MAVLink Receiver) ‘ g MOdU|e
UDP Transport (Simu) uORB - Sulscribe
\ 4
[ AL HHSS BRI B122] IPC ]

A 4

UORBZ IPC7} S25|= B2 M Lo
&
Al IpoksHo] LROf| 2A| fuzzing stub QIE{HO|A ZEI TQ

=

H

ol

ot IR EZO

e EE R

PWNJAB
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PX4 Fuzzing =21 Z 1}

S=&Z

2 MAVLInk Receiver 2 E7IX| 2+= & /H|0|E 0f CHst

MAVLink: CtFot 2I3HS T2 E
Payload H|O|E{E & (checksum &
«  Receiver: CIY¥St Payload H|O|E{E
. sse o 2}

*  ORB Subscribe: %‘E’W o= gﬁHEI
O|HE +=1I5H0] A2

(I
mjo
\d
|-II
10

I
=

o ﬂJIO

o
£ ORB PublishE 43

O| Application=0| ORB Topic SubscribeE S3l Payload Ll

3
—_

'U
Q
=
(@)
Q
D_
i
HI
1x
_0,_F
2
|l
>.|I:I

ro
N
M T

|.

ook

- PX4 LHEO0|A CIESH Application Al8H0| IHs
* ORBz=HERZ Z2EZ0| Ot & A HZe| IPCE ?Ie 2t0|E2{2(0f| 7FIt=
- SO ORBIEZEZE X E &80l= MY YN2S L2 F20|er U= T

—

So|j st rWNJIAB
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PX4 Application
+PX4 01Z2I301& (Task)

7|2 PX4 libfuzzer BIO|H2|0f| L &HE|R| 242 Appication

init_app_map =41 ->
UORB 2 3= 7tsd A2 2 O ¢=l= Application 2[A8 ->
ORB Subscribe 10 =7t fuzzing

pxh.process_line("controllib_test start”, true); pxh.process_line("gyro_calibration start”, true); pxh process_line("actuator_test start”, true);
pxh.process_line("rc_tests start”, true); pxh.process_line("gyro_fft start”, true); pxh.process_line("dyn start”, true);
pxh.process_line("uorb_tests start”, true); pxh.process_line("land _detector start”, true); pxh.process_line("failure start" true);
pxh.process_line("wqueue_test start”, true); pxh,process_l!ne( landing_target_estimator start”, true); pxh.process_line('led control start”. true):
xh.process_line("camera_trigger start", true); DXh‘pmceSS—lme( load_mon starl’, true), h - line(" tart”, t
pxh.p _ine( _lngger = : pxh.process_line("local_position_estimator start”, true); pxh.process_line("mixer start”, true),
thproceSS_llne( gps Start ) true)' pxh‘process |ine( |ogger start". true) thpI’OCGSS_IIne( mOtOI' teSt Start true)
pxh.process_line("pwm_out_sim start”, true); pxh.process_line("mag_bias_estimator start”, true); pxh.process_line("param start", true);
pxh.process_line("rpm_simulator start”, true); pxh.process_line("manual_control start”, true); pxh.process_line("perf start", true);
pxh.process_line("tone_alarm start”, true); pxh.process_line("mavlink start”, true); pxh.process_line("pwm start”, true):
pxh.process_line("airship_att_control start”, true); pxh.process_line("mavlink_tests start”, true), pxh.process_line("sd_bench start”, true):
pin rocess el aspeca_solectr Sttt o) D ol i g, PXhPIOCESS_Ine('shidown st ue)
DXE'p:ocess-::neg..aniuie—?ﬁz%ato;-c: Srtt?rtir’ tn)J,e)’ pxh.process_l@ne( mc_| hover thrust estlmator start”, lrue) pxh.process_l!ne( system_time start , true);
pxh.process_line{ camera_leedback start , rue), pxh.process_line("mc_pos_control start", true); pxh.process_line("tests start”, true),
pxh.process_line("commander start”, true), pxh.process_line("mc_rate_control start”, true): pxh.process_line("hrt_test starf‘ true),
pxh.process_line("commander_tests start”, true); pxh.process_line("navigator start”, true): pxh.process_line("listener start”, true);
pxh process_line("control_allocator start”, true); pxh.process_line("rc_update start", true); pxh.process_line("tune_control stan" true);
pxh.process_line("dataman start”, true); pxh.process_line("replay start”, true); pxh.process_line("uorb start”, true);
pxh.process_line("ekf2 start”, true); pxh.process_line("rover_pos_control start’, true); pxh.process_line("ver start", true);
pxh.process_line("send_event start”, true): gig-g:ggg:g-::22E,,gﬁ;‘i%ﬁfgatgdntr#ﬁé)_ pxh.process_line("work_queue start”, true);
pxh.process_l_me(“ﬂ|ght_m0de_manag.er star_t , true), pxh.process_line("battery_simulator start”, true); pxh.process_l!ne(.fake_gps start’, true),
pxh.process_line("fw_att_control start”, true); pxh process_line("sensor_baro_sim start” true)- pxh.process_line("fake_imu start", true);
pxh.process_line("fw_autotune_attitude_control start”, true); pxh process_line("sensor_gps_sim start”, true) pxh.process_line("fake_i magnetometer start”, true);
pxh. process_line("fw_pos_control_I1 start”, true); pxh.process_line("sensor_mag_sim start”, true); pxh.process_line("ex_fixedwing_control start”, true);
pxh.process_line("gimbal start”, true); pxh.process_line("temperature_compensation start’, true);  pxh.process_line("hello start", true);

5 5]t PWNIAB
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ElAlA
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PX4 - libfuzzer 28 2
2 1CHH: PX4 Y S5t

» FH|I=
v Ubuntu 20.04 ~ S =&l 2
» Ubuntu 18.04
» Ubuntu 20.04
» Ubuntu 22.04
> ..
v Git 2lEZXES &+
» aptinstall git
v 2 228 2t0lEH2=
> C/C++ 2HH: clang, gcc, cmake, build-essential...
> Python 2 python3-pip, python3, python3-dev ...
v Pip WIIXI=
pip3 install --user empy
pip3 install --user jsonschema
pip3 install --user pyros-genmsg

A

Hr
o
0X

YV VYV V V

rWNJIAB
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PX4 - libfuzzer 2B A=

w2tHH: PX4 OIE2=2 &
» https://github.com/PX4/PX4—-Autopilot.git

: g WLT clone https://g]
Cloning into 'PX4-AL
remote: Enumerating
remote: Co ||n’rln|] obje

"WNJIAB



PX4 - libfuzzer ZEIAME (7| &)

“3CHH: JI=

BB e

[CRT T

fuzzer
export CC=clang

export CXX=clang
export PX4_FUZZ=1

make px4_sitl jmavsim
v HEXOI2E e 25 0o &at

5] Built target mode util

fication is Clang 14.0.
r HBT info
- failec
bin/clang
or'm ler: /‘u::r.‘bm,"(iamt_l - broken
, errors occurred!

Z8|st @

KYUNG HEE UNIVERSITY

= $ make px4 sitl jmavsim

PX4 version: v1.14.0-beta2-196- q—UrlEEWQLE (1.14.0)

Found PythonInterp: /usr/bin/python3 (found suitable version "3.10.6"
PX4 config file: /home/daehee/drone/PX4-Autopilot/boards/px4/sitl/def
PLATFORM posix
ROMFSROOT px4fmu_common
ROOTFSDIR
TESTING y
ETHERNET y
PX4 config: px4 sitl default
PX4 platform: posix
PX4 lockstep: disabled
The CXX compiler identification is Clang 14.0.0
The C compiler identification is Clang 14.0.0
The ASM compiler identification is Clang with GNU-like command-line
Found assembler: /usr/bin/clang
Detecting CXX compiler ABI info
Detecting CXX compiler ABI info - done
Check for working CXX compiler: /usr/bin/clang - skipped
Detecting CXX compile features
ting CXX compile features - done

2cting C compiler ABI info

ecting C rﬁwpiher ABI info
Check for working C (umplL—!: Jusr/bin/cla
Detecting C compile features
Detecting C Lle e Teafu|~a - done
cmake build *v
FuzzTesting h Led
Could NOT find gz-transport (missing: gz-transport DIR)

PWN.JAB



PX4 — libfuzzer ZEI AL (M3

S 3CHH: HHE A AE =F (libfuzzer + ASAN)
= PX4-Autopilot/cmake/sanitizers.cmake & H 0| E
v PX4_FUZZ &0l address 21t 2 s&FIt

elseif (CMAKE_BUILD TYPE
message(STATUS "F

add_compile_options (

set (CMAKE_EXE_LINKER_FLAGS "${CMAKE_EXE_ LINKER FLAGS}
' FORCE)
set (CMAKE_SHARED_LINKER_FLAGS "${CMAKE_SHARED LINKER FLAGS} -fsanitize=fuzzer,address $ENV
ERNAL "" FORCE)
set (CMAKE_MODULE_LINKER_FLAGS "${CMAKE_MODULE_LINKER FLAGS} -fsanitize=fuzzer
ERNAL "" FORCE)

function| itizer fail t N errc st name)
#
endfunctio

function(sanitizer fail test c test name)

PWN.JAB



PX4 - libfuzzer £S5 &S

SASH PX4 AADBE £ (Stub 2E = A)
= PX4-Autopilot/platforms/posix/src/px4/common/main_fuzztesting.cpp
v' MAVLINK_STX_MAVLINK1 Z2&EZ2 AI=
v’ Sysid = 255 11 &
v' Compid = 255 11 &
v’ Broadcast ID AlZ

age {r;
uint8 t *data, const size t size)

W B0 "WNIAB
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PX4 - libfuzzer £S5 &S

SS5E AT PX4 libfuzzer 2= Y
= make px4_sitl jmavsim

W B2y WNJIAB
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PX4 - libfuzzer £S5 &S

SO H: PX4 libfuzzer & &

= ASAN_OPTIONS=detect_leaks=0:coverage=1
v Address Sanitizer @82 23 H2 libfuzzer 0l S (LeakSAN HI & A 5t)

= /PX4-Autopilot/build/px4_sitl_default/bin/px4
v EE LEE px4-libfuzzer BHOIH 2

= —workers=4
v Libfuzzer & (420 H&EII=)

= —detect_|leaks=0
v' Libfuzzer =& LeakSAN H|&Hd 3}

= /out
v’ Libfuzzer & (H& GIOIH H& CleEe| E2)
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PX4 libfuzzer =

> O0lei @t 20| ASAN instrumentation & & &0l

Dump of assembler code for function send mavlink(unsigned char const*, unsigned long):
<+0>: push  rbp
<+1>: mov rbp, rsp
<+4>: sub rsp,0x330
<+11>: mov al,BYTE PTR [rip+0x62c4a3]
<+17>: add al,oxl
<+19>: mov BYTE PTR [rip+0x62c49b],al
<+25>: mov rex, rbp
<+28>: mov rdx, Oxffffffffffffffdo
<+35>; mov rdx,QWORD PTR fs:[rdx]
<+39>: cmp rex, rdx
<+42>; mov QWORD PTR [rbp-0x2b0], rdi
<+49>: mov QWORD PTR [rbp-0x2b8],rsi
<+56>: mov QWORD PTR [rbp-0x2c0], rcx
<+63>: jae <send mavlink(unsigned char const*, unsigned long)+87>
<+69>: mov rax, Oxffffffffffffffdo
<+76>: mov rcx,QWORD PTR [rbp-0x2c0]
<+83>: mov QWORD PTR fs:[rax],rcx
<+87>: Xor edx, edx
<+89>: mov rax,QWORD PTR [rbp-0x2b0]
<+96>: mov QWORD PTR [rbp-0x8], rax
<+100>: mov rcx,QWORD PTR [rbp-0x2b8]
<+107>: mov QWORD PTR [rbp-0x10], rcx
<+111>: mov esi,0x2
<+116>: mov edi,esi
<+118>: call <socket@plt>
<+123>: Xor edi,edi
<+125>: mov DWORD PTR [rbp-0x14],eax
<+128>: mov eax,DWORD PTR [rbp-0x14]
<+131>: mov esi,eax
<+133>: mov DWORD PTR [rbp-0x2c4],eax
<+139>: call < sanitizer cov trace const cmp4>
<+144>; mov eax,DWORD PTR [rbp-0x2c4]
<+150>: cmp eax, 0x0
<+153>: jge <send mavlink(unsigned char const*, unsigned long)+224>
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daehee@none: ~fros/docker-asan

daehee@none: ~/drone/PX4-Autopilot daehee@none: ~/ros/docker-asan
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[local position estimator]
S REDUC o

[local position estimator]
[local position estimator]
[local position estimator]
[local position estimator]
4756 RED ( ‘

[local position estimator]

e 3
[local position estimator]
[local position estimator]
R

[local position estimator] |
INFO [local position estimator] [
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