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Threat Security Attribute Threat Definition
S Sooofing identit Authentication Pretending to be something or someone other than
ing i [ u icati
p g y yourself SPOOFING
Modifvi o disk y TAMPERING
odifying something on disk, network, memory, or
T Tampering with data Integrity* ying J y
elsewhere
REPUDIATION
_ Claiming that you didn't do something or were not
R Repudiation Non-repudiation res ons?ble' cail be honest or false ’
P ’ STRIDE
METHODOLOGY INFORMATION
Providing information to someone not authorized
| Information Disclosure Credential* g. DISCLOSURE
to access it
Denial of Service _ ) )
D (DoS) Availability* Exhausting resources needed to provide service
ELEVATION OF
. : PRIVILEGE
_ . o Allowing someone to do something they are not
E Elevation of Privilege Authorization ,
authorized to do

*Security 3CH 4
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1SO26262 1SO21448 (SOTIF) & 1SO21434 (CSMS)
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CSMS*: Cyber Security Management System

m UNECE WP.290j| X S| R o = X g(22'd 73) SlOF St= AtO|H 2 78 (UNR.155) XH=Y
« CSMS* X| |2 Qs X2 2tO|= AIO|E ZTHhof| Z%El Ato|H EQF & #2| 8 (TARA: Threat Analysis and Risk

Assessment)

m A 2Bl 2 X Sensor Spoofing, AHE il S XHEF QX

LE

P | S 1A & BHs0l %!
s o oM S GOOGLE SELF DRIVING CAR SIER B[
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EEZ2 0|83 HE Ad
(BN : MBC News, TVZA)

AAE @FEC 2 QI5h ALAR|
(Tesla Autopilot, Uber, Google Waymo)

m HOF ATto 2 QlIsh X}& 2[F F7}
« CAb (®1ZA0], 2015H/2016)
o HAF (AHE|EAMH|A, 2017H / O] 22}0[ X, 2022 A)
« TAF(RIZARXO, 201672017 / 20|&, 2022 /2023 H)
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Z7X: Checkoway, Stephen, et al. “Comprehensive experimental analyses of automotive attack surfaces.” USENIX Security Symposium. Vol. 4.2011.
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- O/2iXt&Xt= A4 (Connectivity), A& F& (Autonomous), & 7 (Sharing), & & =t (Electrification) 2t = 47t X|
719 E= Felg = UL
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mwmwmmnwn

M0SE & 12/50 Automotive Cybersecurity Threats & Countermeasures ©2024 ﬁSTAAR



AXISXt AIO|HEOQIO| & QM _ njgyxt=x 7192 (cask) (L) =eicerm

m CAS.E

« Oj2fi X} 5 Xt= A ZA (Connectivity), XH&F
JIHMEZE el = ULt

™ & 2} (Electrification) 2t = 47t X|

Connectivity Autonomous Security Electrification

0|O|X] £X: Adobe Stock

mmmwmmnwn

M0SE & 13/50 Automotive Cybersecurity Threats & Countermeasures ©2024 ﬁSTAAR



N
( KMU)

>/

So|Co[n

KOOKMIN UNIVERSITY

SP*: Service Provider
SOP**: Start of Production

SDV 7|=2| BASE
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OBD*: On-Board Diagnostics
CAN**: Controlled Area Network

m Experimental Security Analysis of a Modern Automobile (by University of Washington)
o MA Z|Z=0f AbSKE ALO[H E O 2|0 Cfoh A+
- ECUZt BAX O =2 Xt&Hof EfXHSH?| AlEFSH =7| 9

=
- X AtSAE AOIH R 7|E Aol =4o = HIUME S
A

« ArsAF TS flet OBDHII & QIEIH O &4 Trace 24 = A Of HAIX] =&

CAN-to-USB
converter .

power supply

-~

0238007200 0009ms  0OC1 HS g

::_:i :: 0238007500 0008 ms 00CS HSSTD 30 00 00 00 20 00 OO0 (
A e —— 0238005300 0012ms  00CO HSSTD 00 00 00 07 00 40 08
ﬁ . Roamasoed | | SeasPShe | 0236008800 0010ms  OOF1 HSSTD 1C 00 00 40
oscilloscope CANCapture ECOM cable Posttoncy | [ Wite ey 230000 0012w 0oFy  H e Sl
TR 1 e B . Tesr Fresert Setchio HSSW | 2 s..m: ]
Figure 1. Example bench setup within our Figure 2. Example experimental setup. The Figure 3. To test ECU behavior in a T e [ e - e
lab. The Electronic Brake Control Module laptop is running our custom CARSHARK controlled environment, we immobilized the i | [eren | | — - —
(ECBM) is hooked up to a power supply, a CAN network analyzer and attack tool. The car on jack stands while mounting attacks. (ot —

CAN-to-USB converter, and an oscilloscope.

laptop is connected to the car’s OBD-II port.

Figure 4. Screenshot of the CARSHARK interface. CARSHARK is being
used to sniff the CAN bus. Values that have been recently updated are in
yellow. The left panel lists all recognized nodes on high and low speed
subnets of the CAN bus and has some action buttons. The demo panel on
the right provides some proof-of-concept demos.

[Ref] Koscher, Karl, et al. "Experimental security analysis of a modern automobile." 2010 IEEE symposium on security and privacy. IEEE, 2010.
HOBILITY CYBERSREVIITY n . . =
M0SE & 17/50 Automotive Cybersecurity Threats & Countermeasures ©2024 ﬁSTAAR



XIS A AO|EHE A AF| - usenix security (11)

OEEEEm
\\df} KOOKMIN UNIVERSITY

m Comprehensive experimental analysis of automotive attack surfaces (by University of California)

. O AT F& o

25 A2 R 0M AtsAt LI HIERZN B2 75 Attack Surface0f CHe A+ 2l

« Z Attack Surfaced| Cigt &4 AlLtZ|2 M

- Aglink ZEEZ0|N 3{E&[= T2l =[CH 277} 1024 bytes, 2{Lt HOfEA

byte® > buffer overflow {12 HZE

SHIMA BiE TS AME2ots HEHE 100

= L = [
- QBP0 AFEE|= random number generator®| seed?t & H| off IFHO|A X£7|3} &= flaw & A
Vulnerability Implemented Visible Full
Class Channel Capability to User  Scale Control  Cost
Direct physical OBD-II port  Plug attack hardware directly into car ~ Yes Small Yes Low
OBD-II port
Indirect physical CD CD-based firmware update Yes Small Yes Medium
CD Special song (WMA) Yes® Medium  Yes Medium-High
PassThru WiF1 or wired control connectionto  No Small Yes Low
advertised PassThru devices
PassThru WiFi or wired shell injection No Viral Yes Low
Short-range Bluetooth Buffer overflow with paired Android  No Large Yes Low-Medium
wireless phone and Trojan app
Bluetooth Sniff MAC address, brute force PIN, No Small Yes Low-Medium
buffer overflow
Long-range Cellular Call car, authentication exploit, buffer No Large Yes Medium-High
wireless overflow (using laptop)
Cellular Call car, authentication exploit, buffer ~ No Large Yes Medium-High

overflow (using iPod with exploit au-
dio file, earphones, and a telephone)

[Ref] Checkoway, Stephen, et al. "Comprehensive experimental analyses of automotive attack surfaces." 20th USENIX security symposium (USENIX Security 11). 2011.
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[Ref] Miller, Charlie, and Chris Valasek. "Adventures in automotive networks and control units." Def Con 21.260-264 (2013): 15-31.

m Adventures in automotive networks and control units (‘13)

O|F Ao A Alst X2ko| HELF =S CAN HA|X| 0 LSt B& S2I0IE X 2|st gt
O MEQ} FQIsk CAN HA|X| 25 7Y

£53|, 2 A7 £ Unified Diagnostic Services Xt BZE Z2EZS

| Y-

ol HBE BE A0 HBY + US

fitot

8510, &

M

m Remote exploitation of an unaltered passenger vehicle (‘15)

7|E A= ASA LHE HIEXRO| BZS o JEIOAM CAN HAXSE FEL22M XtEs MO

- = G AP 2HO0| EX| E2 AEes HI22 HA0M XsA LE HEXHI B2otd Aigds Mog =

o O
ASe Hx2 2y (Y
Attacker\‘

Remote Exploitation of an

Unaltered Passenger Vehicle

Dr. Charlie Miller (cmiller@openrce.or

Engine
ECU

blz‘?ck ha_t

ISA 2

https://www.wired.com/2015/07/
jeep-hack-chrysler-recalls-1-4m-vehicles-bug-fix/

<< 2015 White Paper >>
[Ref] Miller, Charlie, and Chris Valasek. "Remote exploitation of an unaltered passenger vehicle." Black Hat USA 2015.S 91 (2015): 1-91.
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m Free-Fall: Hacking Tesla from wireless to CAN bus
2| Tencentl| Keen EOt AT EO| TeslaE CIHLE HE 34 &5

- EM(Wi-Fi/Cellular)2 ol & 2510} IC(Infotainment Cluster), CID(Center Information Display), GW(Gateway)2t &= X2 Lf
0431 ANAEES &4

- 9t CAN HA|X|E CAN BusO| F&st0f 34
e Teslalf] G 2= XM=t X| E€E20HY| Teslam OTA LIS S AFESH HHIO|EE E9| S
- A MY BES 7|58 Teslalf| = ¢t

JULY 25=270, 2017

= MANDALAY BAY / LAS VEGAS, NV
I Parrot , - 5

Telnet
SSH
(G0
SSH
|Backdoor

C] Who we are && What we did Tencent
ateway

» Keen Security Lab of Tencent. (aka KeenLab or KeenTeam)

* Researchers in KeenLab who are focusing on the cutting-edge security
research of smart cars.

n ® *In Sqmmbu ’()](w success { y nnplumnlud a remote attack on the Tesla
black hat Aodel S in b z mode. This remote attack utilized a
complex chain of \u]nuuhlhlws.
| SA E |:]'] 7 * More Information

* https://www.youtube.com/watch?v=c1 XyhReNcHY

,,,,,

[Ref] Nie, Sen, Ling Liu, and Yuefeng Du. "Free-fall: Hacking tesla from wireless to can bus." Briefing, Black Hat USA 25.1 (2017): 16.
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« SDR(Software defined Radio)E O|&¢t = HEX| 713
- CtYol ST 2t F0M 28 342

. Kt2Fo| AMA HEMAQTI BEOR MEED 9SS A3

V. Charger
\ e
J i\
. A —
PeakSNR BW  Tetal  Data PR ¢ L CRC12% -
R Antenns @B)  (MHo PPDUs PPDUs Diirec?  S@AT o Min Mean  Max ‘
A Incar K] 6 526 17 v 93 11 18 33
B Incur 18 1 063 567 v 298 0S5 33 53 X
C Incar 25 1 976 1819 v 999 466 481  S03 >
D Imcar 10 2 556 203 v 882 14 23 3D
E In car gl 45 569 306 100 1o 1.1 112
F  lnar 2 % 660 2000 v v 993 18 368 45K \
Bay behind 15 8 4M 1430 v 993 435 435 438
Outsidecar 10 10 12057 255 v 762 M9 466 895 R s e
Twocas 14 i w49 24 9.1 M43 475 08
[N In car 1) 12 5837 0670 v - K0 511 (IR 74
Nesthay IS 13 4151 2749 v 97 9N 9% 98 m i
By cable 2 b2} 23984 17246 s - 0.2 29 40 9”8
H  lecw 16 1285 15082 9362 v W2 W9 TIO 72 3
Outside car 20 " 16243 10407 v 95 277 616 S0 4 =
Bycable 3§ 25 19535 14717 v v 921 M2 0 Wms
Two car s 12 MI21 21006 906 422 719 NS <N BE 1Y
1 Incar b0 12 1501 1193 v v 9D M8 974 1000
] Iar 20 7 14231 10291 7 v 810 10 X6 679
Outside car 23 7 084 935 v - 9.0 492 492 492 Vehicle MAC
K In car 8 5 1971 1278 v 925 e 220 81 BMW 2 fO:7£:0c:02: 00 00
L Ousidecar 8§ 7 004 1849 v K 08 00 0D VW e-Goll 00:7d:fa:01:ee:e0
M Incar 20 12 1363 9743 v v 988 424 649  B2S .
N lacr 24 1 BT 336 v > 683 001 5 726 Jaguar I-PACE 00:1a:37:70:00: 00
<CHIBE Xt AOf A Q] 22 Ms HIb <SR XE D7 AEX FHE>

[Ref] Baker, Richard, and Ivan Martinovic. "Losing the car keys: Wireless {PHY-Layer} insecurity in {EV} charging." 28th USENIX Security Symposium (USENIX Security 19). 2019.
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m TBONE - A zero-click exploit for Tesla MCUs

. Tesla ZEO| AFRSIT Q= WiFi 2EH @EAAQ FUFHO| EXjete w7ds

O

=
- Tesla 22 WiFi #8 2E£20 ConnMan (FHY FZT2)E A8 AU

o
- O LELL2| one-day F A ES O[80H0] Ao & 7|, 4 /X HE
- Initial entry over WiFi

v' Tesla’s SSID
o TeslaQ| Autoshop AH|A MIE£ “Service WiFi"Et= AP MH|AE X SE
o ofle M 22 WPA2-PSK £t 70| £|0f /U
o OIX|BH B BM Y EOHO| AFRE|= password= SNS SOlAl &1 &

v" ConnMan

A Ol
T MO

[=13
=

o ConnMan2 2280 FMY

i

2| S A

rio

o Fuzzing with AFL fuzzer (forward_dns_reply() function in src/dnsproxy.c) = uncompress() function (H 22| 1 2H)

Reading symbols from src/connmand...done.

Starting program: ./src/connmand < out/crashes/id:000003,sig:06,src:006692,0p:havoc,rep:8
[Thread debugging using libthread_db enabled]

Using host libthread_db library "/1ib/x86_64-linux-gnu/libthread_db.so.1".

==28665==ERROR: AddressSanitizer: negative-size-param: (size=-1)
#0 Oxf720f9b3 (/usr/1ib32/libasan.so.4+0x779b3)
#1 0x56936544 in uncompress src/dnsproxy.c:1841
#2 0x5694ba34 in forward_dns_reply src/dnsproxy.c:2086

[Ref] Weinmann, Ralf-Philipp, and Benedikt Schmotzle. "Thone—a zero-click exploit for Tesla MCUs." White Paper, ComSecuris (2020).

: 22/ Automotive Cyb ity Threats & Counter ©2024 ﬁSTAAR
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m Tesla Model X2| Bluetooth 7|8t AOIEF| &4

w X|cjdl 3 2| of
YR 9ot B E ga:; | £9f 74H2 o 30023 _‘r—:— i 0 EOf
- CAN network 7|2} key fob pairing ZEEZ FAH 2020.11. 24

No Registration
(Check Certificates)

Rogue key fob

Tesla Model S's key fob Tesla ModelS’s BCM

I Display Port

CANE &P pairing§&
(No verification)

Wake-up MSG (derived form VIN)
<

Firmware update MSG

<

No Verification
(e.g., No code signing & verification)

[Ref] Wouters, Lennert, Benedikt Gierlichs, and Bart Preneel. "My other car is your car: compromising the Tesla Model X keyless entry system." IACR Transactions on Cryptographic Hardware and Embedded Systems (2021): 149-172.
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m Brokenwire: Wireless Disruption of CCS Electric Vehicle Charging
 (Active Attack) tl= =8 542 Sl MNH= STHA|Z|= DoS &4
. PICEA HE 78S 53 T2ERY 45 4 ~— N
&
- SDR2 0| 835t0 low-cost 2= =Y 54 X E 7+ =
= 0|85} T 4 ZKE ) e
- OOl M Z[CH 47m AHE|0M BT NS SEHAIZ = AS2 2olz

- 2UH2| 4 ChE S(floondi| ?IX|et SAXO| QoM = 40| 7tsHs
=

erDe o@o oFDe o0 0o oc!qo

’ Charging error. S}""‘"" glggg R E’}.
{§) Thecar detected a problem. | ‘
e U :l I s i <k“ﬁ %B DilAlx' >
© %% % (%)% % % %% % |45 86 8(8]5 /85 8
&ggxs i &‘?o:r o (,‘-t;j .Qg'j o f_o"r}z_o. .-o.r,%'j o.g-.‘sé 0.:;3-'5
S ¥1%7 %% % (% |2 0|5|5 57 7 9|2 20
[Ref] Kbhler, Sebastian, et al. "Brokenwire: Wireless disruption of ccs electric vehicle charging.” arXiv preprint arXiv:2202.02104 (2022). 15m UlJ7C§ O" k' 22[“ 9" XI' g2 o % AI O'" -‘_7_1 7}%

mmmmmwmunwn

i i r ©
MoSE & 24/50 Automotive Cybersecurity Threats & Countermeasures ©2024 ﬁSTAAR



XIS X AO|HH-E A Al - acwm ccs (20)

Attacks

e Phantom &4

Projector (with drone)

=
=
O Ab

O - O

- Digital screeng &%t

A
o o=

- Split-second Phantom =4
- ADAS A|AHEIO| QIAE = Q= B

ADAS CameraOdjA ©

M E & A 229 A S fake O|OX] 4
v [MEkM, Q1o o2& Oldsd s dXI5H| odE

« Tesla ADAS ZF|2FH

Color, Context, 12|11 TextureE 123} X| AL
- Teslal| ADAS= XK= objectl| depthE 2 2I5HK|

oro

LS O

v Sensor Fusion: Radar M2 2 C} Camera O|0|X|0]| 7|t

St

—

i

FCH

—

W@mmmn

MoSE &

r

m Phantom of the ADAS: Securing Advanced Driver-Assistance Systems from Split-Second Phantom

N
( KMU

) =IO nl
>/

KOOKMIN UNIVERSITY

Context Color Texture

o

No Depth

St

[Ref] Nassi, Ben, et al. "Phantom of the adas: Securing advanced driver-assistance systems from split-second phantom attacks." Proceedings of the 2020 ACM SIGSAC conference on computer and communications security. 2020.
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m Dirty Road Patch (DRP) Attack

« Openpilot2| LKAS (Lane Keeping Assist System) A|AE0| @ZFE St = adversarial exampleS 485t
HZ S F o
HT =2 [

rir
o
i
0

- 02| etEdaflez Q5 MYt Z=o| IfH (eg, & EF )4 FAIS O|0[X|E st g XMt ZHE
oI5t AN =20 HiX|[HC =N 54 =
Camera Lane Detection Lane Line Lateral Steeﬁng _Ang'e Vehicle
Frame || _ i1 | curves | Conltol | Decision | Actuation F, o
: DNN :: Curve ! ol

B — @  Fitting } % Vehicle State ﬁ@ A

T : openpilot

Adversarial
Images

Eent to Left

e

Attacker can pretend to be road workers to
deploy the attack using adhesive road patch [51].

[Ref] Sato, Takami, et al. "Dirty road can attack: Security of deep learning based automated lane centering under {Physical-World} attack." 30th USENIX Security Symposium (USENIX Security 21). 2021.
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MOIHEA CS7|= 257 (L) =eicerm

m Analytics

« Automotive Vulnerability Analysis System (VAS)

. Y YKIZ Y8 XS K Firmware or Softwaredl] T3t #1258 £ 7|2

- CAN Bus Reversing pee | smmenene - | | I 5
- CAN Data 7|E8t2 2 CAN ID A2 59| DBC ut¥ HE Reversing — i [ybercamganes 5
I |

5 1 Vaerabity 3 ncident 5| " Sofwere 5

2 Manaiemem H Rpl H uce:smg
m Detections S50M Mensgermen ;
« Automotive Intrusion Detection System (IDS)
- In-vehicle or Vehicle to Back-end InfraQl CH3t 524 & @ &X| A|AH E: https://cybellum.comy

- EAl Protocol0f| Q|EXMOE HJE|D YO, X 20|= Automotive Ethernet YFT=E A XY

« Automotive Al Security (driver Identification, mitigation of Al adversarial attack)
- Driving Datag 7|t 2 SR} Al AtH A

- Poisoning attack & Automotive Al 2 22| Adversarial Attack0l| Chet TS 7= A+

EX: https://insights2techinfo.com/self-driving-automobiles-and-adversarial-attacks/
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Automotive VAS - cybellum (&) =eicrerm

m Cybellum
|22 IGHEA7L D8 EHoZ 7|2 HIUAIYe ZEEZ|QE 1k
F7] I8 2021EH0f 2l

oF N

. RFSA LI RO 2

- AO|H{ EQto| C|X|E ERl(Digital Twin)
v 223C glol Ho|42] THY LoM XIEA ATEQolo] RS S48 RS0 SBOMS, 2H0MA, SHEHO] OFF|HN, 2 HF|, 4T 0

of 24, Ho| 55, API 3 53 ZHH % o THRLE 24
- QIEZ|™M A(Intelligence) 7|t 0
v CRLS 9lE QlEa|HA HO|EH[O|AE J|uto 2 M2 e FOHY, IE lEol T3t M7 AT U 28 B2 g £X

N BEE =4 U5

- ISO/SAE 21434 &%= 0|82 HAS Sl CERTC, MISRA CE BEE & 082 A

ol

- SBOM(Software Bill Of Material)*: |5 H{Z/Z8E|= AZEQOE LSl BE HEHE HA M
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Automotive VAS - Autovas @ =2y 1l

m Automated Vulnerability Analysis System (AutoVAS)

e Dataset
= NVD based on CVE**
= SARD based on CWE***

9
Ak I

R ————
I« Source code Representation: © - J
I P : SARD \ P— J Training
: - Program slicing I Training Data J I
;= Symbolization & Tokenization : N = J

—_ . . Processing by L.
: - Source Code Embedding : — Preprocessing Embedding Predictive Model & Predictive
e o o o o o e e e e o o e e o o _» * Model

Unknown Source
Vulnerability

 Neural Network

» Training Phase » Detection Phase Detection

- RNN model < Workflow of AutoVAS >
v LSTM, GRU
= NLP model
v BERT, GPT - CVE**: Common Vulnerabilities and Exposure

- CWE***: Common Weakness Enumeration

[Ref] Jeon, Sanghoon, and Huy Kang Kim. "AutoVAS: An automated vulnerability analysis system with a deep learning approach." Computers & Security 106 (2021): 102308.
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Automotive VAS - AutoVAs (contd) @ =eIcyea

CAN message

AGL ECU

(Automotive Grade Linux)

m Findings

System call

Infotainment Apps AGL daemonsI Mic, speaker
Driver Server
/l? i Smartphone
«'35?“@
alils External service
Bluetooth?t A& discovery modelf AS e.g., maps and weather

TCP portZ7t €2{ S

TCP port Process name
30031 | afbd-dashboard 31 | #define AFB_BINDING_VERSION 3
30032 afbd-homescreen 32 | #include <afb/afb-binding.h>
33
30033 afbd-hvac 34 | #define OPENWEATHER_API_KEY "a860fad37924aec3d0360cc749e25f0e"
30034 afbd-launcher gg #define OPENWEATHER_URL "http://api.openweathermap.org/data/
30035 afbd-mediaplayer 37 | struct { )
38 gchar *api_key;
30036 afbd-messaging 39 gchar *url;
N 40 gchar buffer[1024];
30037 afbd-mixer 41 | + data;
30038 afbd-navigation A2
30039 | afbd-phone "http://api.openweathermap.org/data/2.5/weather?
30041 | afbd-radio lat=%.4f&lon=%.4f&units=imperial&APPID=%s"
30042 | afbd-settings At S HEZ HTTPE Eof FEE
30043 afbd-taskmanager

: 31/ Automotive Cyb ity Threats & Counter ©2024 ﬁSTAAR
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Automotive VAS - AutoVAs (cont'd) e

MIN UNIVERSITY

m Attack#1. Command Injection Attack (CVE-2022-24595)

« Change temperature in HVAC service to trigger CAN messages

DASHBOARD

Aaval

A EMERGENCY ALERT
Engine failure. Fire detected.
EVACUATE IMMEDIATELY!

« Change the current location to (0, 0) and send the location message manipulated by an external attacker

27 3.149379 127.8.8.1 127.8.0.1 TR 98 42180 - 30038 [A-l'K]-S(-q:EE‘J Ack=1183 Win=65280 Len=0 TSval=1420195774 TSecr=1420195774
28 51.060178 127.0.0.1 127.0.0.1 WebSoc.. 272 WebSocket Text [FIN] | g
29 51.060277 127.8.8.1 127.86.0.1 Toe 08 42180 + 30038 [ACK] S¢

LI L . e Frame 28: 272 bytes on wire (2176 bits), 272 bytes captured (2176 bits)
e m S L 98 42180 + 30038 [ACK] 5{ Ethernet II, Src: 90:00:00_00:00:00 (90:00:00:00:00:00), Dst: 00:00:00_00:00:00 (00:00:00:00:00:00)
32 68.916154 127.90.0.1 127.0.0.1 WebSoc.. 285 WebSocket Text [FIN] | vt Sl o iy
2B bl ) don o Loroems RENRUEE s vihs e Transmission Control Protocolff Src Port: 30038, Dst Port: 4;139' Seq: 1183, Ack: 639, Len: 174
34 68.917020 127.9.0.1 127.0.0.1 TP 98 42180 » 30038 [ACK] S¢ Sy "y
35 68.917355 127.9.0.1 127.0.0.1 WebSoc.. 272 WebSocket Text [FIN] M S e e (6 s 1
36 68.917427 127.0.0.1 127.0.0.1 TCP 08 42180 » 30038 [ACK] S¢ [5,"navigation/position®, (“event": "navigati P M N M ."lalilude":zﬁ_1363,"10ngitude" 15.151
37 68.917600 127.6.6.1 127.6.0.1 WebSoc.. 191 WebSocket Text [FIN1 | o
I8 68.917662 127.9.0.1 127.9.0.1 TCPR M Wireshark . Packet 30 . attack pcap —
39 68.917889 127.9.0.1 127.0.0.1 WebSoc...
40 68.917949 127.0.0.1 127.0.0.1 Tee Frame 3@: 259 bytes on wire (2072 bits), 259 bytes captured (2072 bits)
41 68.925671 127.9.9.1 127.9.0.1 WebSoc. Ethernet II, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), Dst: 00:00:00_00:00:00 (00:00:00:00:00:00)
42 68.926384 127.0.0.1 127.0.0.1 WebSoc.. Internet Protocol Varsionja)
43 68.926475 127.0.0.1 127.0.0.1 e Transmission Control Protocol:lSrc Port: 30038, Dst Port: 421BBISeq: 1357, Ack: 639, Len: 161
44 68.926707 127.0.0.1 127.0.0.1 WebSoc.. WebSockst
45 68.926777 127.0.0.1 127.0.0.1 TCP v [linebaseditextidatancilines )

[5,"navigation/position”, {"event”: "navigat ichmmm - . - ;“lutitudu"L&,"lurlgxludu":U,iusiliu! :"car™},"itype": "afb-event"]

sosnTycysmezeurry [
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Automotive VAS - AutoVAs (contd) @ =eIcyea

m Attack#2. DoS Attack (CVE-2022-24596)
« CVE-2022-24596 due to Improper Input Validation & Resource Management

= AGL services could be crashed with an out-of-memory (OOM) crash.

v' After the OOM crash, a drvier cannot utilize infotainment services until reboot.

@ Inject a large payload or ~ ® Server crash
Adversary establish multiple sessions Server 1 (Availability breach)
—
Client ® Denial of service

Attack start |

OOM crash |

- An AGL service closes the connection when we transmit = 1GB of payload.
- The heap space is never freed.
— - An AGL service crashes when there is no memory space left.

0 50 100 150 200 250
Time (s)

Memory usage (MB)
N B (o)}
o o —
E © b
00} (o] ELN

o
]
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Automotive VAS - AutoVAS (contd) (L) =eicyerm

m Attack#3. MITM* attack (CVE-2022-24597)
o« CVE-2022-24597 due to Insecure communication over HTTP

* AGL tries to connect OpenStreetMap.org via HTTP communicatinos

AGL
OpenS M Attack
| penStreetMap |<—>| ttacker |<—> Navigation App

« Since there is no client authentication, an unauthorized client can hijack various vehicle information.

- MITM*: Man In The Middle

mwmwmmnwn
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Automotive VAS - can Fuzzing

N
( KMU) RO|CHO[ ]
w KOOKMIN UNIVERSITY

m Efficient ECU Analysis Technology Through Structure-Aware CAN Fuzzing

« CAN HA|X] EM0| BtHEl Rule 7|89 2 CAN Fuzzing €8 42 HH35I1, Fuzzing Z0tE 2L EHEE =
HIHES XEXE KA

- CAN HA[X]9] £40| BtHEl Non-Random CAN Fuzzing 7|&8 X otato

2tO 2 M, 7|& Random CAN Fuzzing 7|=E0] H|dl
CAN Fuzzing0l 28 5|= A|ZH2 kg = UAS

AN O

. 2) CAN Fuzzing Input 3) CAN Fuzzing Injection
1) CAN Message Analysis Value Generation and Monitoring

CAN ID-PID CAN Fuzzing Input
Relation Analysis CAN Fuzzing Value Injection
Rule Definition

CAN Data Field CAN Message

Analysis Monitoring

CAN Fuzzing Input
Correlation Value Generation Side Information
Analysis Monitoring n
T IMU
} (Inertial
Erguest ©OBD-ll Receive CAN Message Vehicle Response Measurement
Query by Fuzzing Unit) Raspberry Pi + PICAN + MPU 6050

CAN Bus

[Ref] Kim, Hyunghoon, et al. "Efficient ECU Analysis Technology Through Structure-Aware CAN Fuzzing." IEEE Access 10 (2022): 23259-23271.
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Automotive VAS - bDRFuzz @ =eIcheal

[Ref] Z& G, T&=Z, FE7and &8/ (2022). A0/ X2 222 ZEE LH A= Y& 7. F2ES8/3/=F7],32(2), 417-437.

m Data-DRiven Fuzzing (DDRFuzz)

« Learning Phase

- To gather training data using pre-fuzzing (triggering crash and new coverage)

- A seed generative model based on a sequence-to-sequence (seq2seq) model
« Fuzzing Phase

- To obtain valuable seeds through trained seq2seq model

- Easy to /ntegrate with several base fuzzers since separation between learning and fuzzing phase.

__Training Training Trained
Data Model Model %

Learning Phase

o Initial
a Seed

Fuzzing Phaset) i

- New Generating Valuable
a Seed Seed Seed

< Workflow of DDRFuzz >
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MoSE ﬁ 36/50 Automotive Cybersecurity Threats & Countermeasures ©2024 i?STAAR



Automotive VAS - Fuzzing Demo @Eﬂtﬂﬂm

KOOKMIN UNIVERSITY

m Fuzzing Demo
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CAN Bus Reversing - Bit Fiip Rate (L) =eicerm

m CAN Data &|'H#01
« CAN Data®| Bit Flip RateE 7|E2 2 ZHA af2 A<

- Bit Flip Rate?t =AIH 22 S7totCt7t B2 b= XL Z240t= patterns 7| &2 2 CAN Datag 4 Eot= Y HE

1
- -- Count [--1 ‘
: Counter Examples
- Signal --------- [ - = Checksum -1
I 1
I 1 ! 1
. 0x387 (KIA K5 0x2B0 (KIA K5
o1 Reteedenbetebeetente Signal --------- X : ' BT (KIAKS) . ABYRIAKS)
% : : I jm——————=-- Signal S A ---- Signal ---4-- Counter -+4==-
[ : : : 0sh _ i ! 05) m— ! — :
Q' | 1 1
| | . ¢ ¢ Il T oW (G e | el :
é | 1 : gmsi Signal Signal Signal Signal | 50'25 | Checksum ! Counter !
I ! = e
A a8, I : g | ) '8 ! |
1 ! I I M M | 1 I
| 1 X 0.1y | 0.1 i
1 ' I !
: | 1 I I !
1 1 ! [
1 d i
: ! ! 0 5 10 15 20 25 30 33 34 35 3 37 38 39 40
0.15 | 1 Bit positions Bit positions
I
I
1
1
1 | |
0 [
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

Bit position

[Ref] M. Marchetti and D. Stabili, "READ: Reverse Engineering of Automotive Data Frames," in IEEE Transactions on Information Forensics and Security, vol. 14, no. 4, pp. 1083-1097, April 2019, doi: 10.1109/TIFS.2018.2870826.
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CAN Bus Reversing — Bit Flip Time Series (\':NB e !

[Ref] Choi, Wonsuk, et al. "An enhanced method for reverse engineering CAN data payload." IEEE Transactions on Vehicular Technology 70.4 (2021): 3371-3381.

m CAN Data A]'&H#02
« CAN Data2| Bit flip rate Cii2l time series2| patternS O|3A ZA ZF A"
- Bit position L4l time2 7|E22 x=2 74 20| time-series?| patterng 7| Z2 2 CAN DataE 2| &3}

HF EH
= o d
- Bit flip2| counter example2| A0 = time seriesZ Het = AA g A HES 20l

rir

0x251 (KIA K5)
Time series of bit-flip rates (47 bit)

oz
8
;’3
g 04
=
-5 orrelatlon (0. 932) of 47 and 48
0 2000 4000 6000 8000 10000 o 0 6
Time $.. 0 4 “ I III .li
Time series of bit-flip rates (48 bit)
506 il & :
s ‘ ‘ w , iy 0.8
a04r Blt ﬂlp rate (47)
=
=027 ~ o Gorrelation (0.382) of 48 and 49
m 0 [ 1 ) Il 1 g O'
0 2000 4000 6000 8000 10000

fime el

Time series of bit-flip rates (49 bit)

s Aol . L e
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CAN Bus Reversing - LibrecaN (L) =eicerm

m LibreCAN
24 CAN Data A 4 A8 Y4 S 7|H2 =2 DBC2-PID #

M

2 Z%E5l0] CAN Message & /3

STAGE 1: Constant Messages
STAGE 2: Reference Messages

TRACE STAGE 3: Powertrain Messages

Bit Positions
01 2 345 6 7 TIME ID PAYLOAD FILTERED IN

1000 -

750 1

1750

8

00.
00.
00.
00.
00.
00.
00.
00.
00.

000
001
002
004
008
009
211
015
916

700
100
300
200
300
300
600
800
500

1111111100000000
0000000000000000
000002000E20BE20
FFFFFFFFFFFFFFFF
000002000E20BE20
000002000E20BE20
000000024CBO16EA
00000000075BCD15
0000000000000000

STAGE 3
CANDIDATE
STAGE 1
CANDIDATE
STAGE 1
STAGE 1
STAGE 2
CANDIDATE
STAGE 3

0- (“jhjd ! p\hji 00.018 400 056089000A00A000 STAGE 2
030 {— ey P e 00.020 200 0000000000000000 CANDIDATE

Byte Number
raw signal value

910

q a
6 5 ' - REFERENCE POWERTRAIN

-:- ID PAYLOAD ID CORRELATION SCORE

5
o o o o 1o s 10 105 1o 100 000OAOOAQ00BC300 | (100 0.7433
time [s] 200 0070070070070070 | | 200 ©.5192

300 00POOOOOO75BCD1S | [300 0.7990
Figure 2: Example of CAN signals 400 056089000A00A000 | (400 0.6648
500 0012300AE0030000 | (500 0.9882
600 000000024CBO16EA | (600 0.7102
700 1000000001100001 | (700 0.8361
800 00000000000VOOFF | 800 .1034
900 OF0@B990OAQAQFOE | |900 .2023

[Ref] Pesé, Mert D., et al. "LibreCAN: Automated CAN message translator." Proceedings of the 2019 ACM SIGSAC Conference on Computer and Communications Security. 2019.
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CAN Bus Reversing - btw & GeN (L) =eicerm

m DTW(Dynamic Time Wrapping)2l GCN(Graphic Convolution Network)= 0|&35}0{ CAN ID 4/'H
- 7|E W2 AAE HIOIHQ| alignO| HX| = B2 MESH/| O{HLCH= EHES Eetstr| sl A+

« DTWE AIE3M 2] A A€ HO|EHS FAIEE SEHCE &4

——————————————————— 1r----—--------1

CAN Signal Information r_ = l
—
Generate signal based on reference A Test Dataset |||
frequency for each CAN ID = ||
| 100ms ” 200ms || 300ms ” 500ms ” 1s | I
Trained |
Measure DTW distance by comparing CAN

signals of different CAN IDs ML Model |

P A A ‘
JV"',': -’V\-:: ,‘:JV"' ::-*\/«- o % I
: Jom N &3 ||
CAN Payload Information Model @ i. I

Extract bit flip rate and bit histogram from
data field for each CAN ID |
Extract similarity features for bit flip rate A @ I
and bit histogram

Extract statistical features for bit flip rate a E I
and bit histogram a E |

Feature hashi xtraction for bit flj . .
"™ rate and bit histogram Train Identify :
Pre-processing & Feature Extraction j | CAN ID Function Identification

<< GCN Model >>

W@m}ﬂ@mﬂmn
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Automotive IDS - pattern-based IDs @ = 2ICHo

m Clock-based IDS (Intrusion Detection System)

« ASA LHE HWE/AANAM ECUZF CAN 84 Z2EZS 0|8510] F7|H22 HA|X]

=
43719 otESOf S 80| OjMoHA CtEL= 8= 0|18

;

Ul

Mgk [, ECUQ| Clock

- XA LHE HEKAO| o2 ECUE2 &4 XHIE2| Uniquedt clock2 2 time= countingdt?| &0, clock offset2 Al +
Mol M dejZ=2 5D, ZF ECUl MY Oejmes 1R9| 7|27[8 #2

- Olfet M de2fz=o| 7|27|Z Clock Skew2tl St11, Clock SkewE AlAtgt2 2 A ECU FingerprintingO| 73l &

« &, Clock Skew 7[2t2| ECU Fingerprinting 7|=2& 0| &30 CAN Traffice| O|& FF& THEH

10

<]
(=3
o

0x11 by A
0x13 by A
81 |—-=-0x55by B L

0x1B0 by A §
-’
0x1D0 by A g
====0x1A6 by B -
—’

~ = 0x294by C P

0x295 by C s =
e 0x309 by D - -

[.]
(=]
o

s
=}
=)

Accumulated Clock Offset [ms]
\
\,
Accumulated Clock Offset [ms]
[5] w
g 8
\
\
\
\
\
1
L |
\
i
i
Y

o
Pt
-
"""
-
-
-

-

(=4

o
T

o
o
)

| 1 1 1 1 1 | 1 | | 1 1 1
0 50 100 150 200 250 300 0 200 400 600 800 1000 1200 1400 1600 1800 2000

Time [Sec] Time [Sec]

(a) CAN bus prototype. (b) Honda Accord 2013.

[Ref] Cho, Kyong-Tak, and Kang G. Shin. "Fingerprinting electronic control units for vehicle intrusion detection.” 25th USENIX Security Symposium (USENIX Security 16). 2016.
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Automotive IDS - pattern-based IDS (cont'd)

>/

Ro|Cho[m

KOOKMIN UNIVERSITY

m Clock-based IDS (cont'd)

« Representative Attack for in-vehicle

(Strong) 2 (Wealk) g (Strong) (Weak)
& [ecu|RB  [Eov|® ECU € [z & & [gov|R
B c A c c
& 8 o TR 6= 8|0
CAN Bus CAN Bus CAN Bus
‘Without Attack _15° 10 _5° ‘Without Attack

‘Without Attack

=

R 0 =0

With Attack

oo 030 20 30 20 50 [ 30

‘With Attack

(a) Fabrication attack.

(b) Suspension attack.

e ey

w
1<}

n
S

Identification Error (e)
3 o 3

__ -

N
=3
=}

200

400
Time [Sec]

600 800

N oA 9 @
2 9 9 9
S 9 9 9
S & S o

Upper Control Limit (L *)

=}
o

200

400 600 800

Time [Sec]

(a) Fabrication attack.

Time Time
With Attack T
masq
(c) Masquerade attack.
6

3 x 10! _

2 G

= = 10

g 2 g

' w P\ r
§1 § o A \
® m

o O

g0 £

8 5 10

s 4 b}

0 200 400 600 800 0 500 1000 1500
Time [Sec] Time [Sec]

~ ., x10° —~
E 600

o 2 o

E 15 £ 400

< £

< c

8 os & 200

5 @

2 &

o

S5 0 > 0

0 200 400 600 800 0 500 1000 1500
Time [Sec] Time [Sec]

(b) Suspension attack.

[Ref] Cho, Kyong-Tak, and Kang G. Shin. "Fingerprinting electronic control units for vehicle intrusion detection.” 25th USENIX Security Symposium (USENIX Security 16). 2016.
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(a) Fabrication attack.
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Identification Error (e)

Upper Control Limit (L *)
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0 500
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500 1000
Time [Sec]

(b) Suspension attack.
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Automotive IDS - pattern-based IDS (cont'd) @ = BICH il

m Voltage-based IDS
« ECUQ| MEAMTE EM3L] Fingerprintingdte 7|&S Automotive IDSH H-&
- CAN 54l ZZEZ2 CAN-HE CAN-L2ID E2]& H7|M0| HYKE FO2M HEES B
- 27FEF M7|MO|| 2 2.5y MQAKTF QICIE HIE 02 ESIStD, M7} 9 idle AE|2}H HIE 12 H®3

- O|XEH HE AJEAE Ofd21 M2 Q1T YSH= signaling IFE0| A 2F ECUL| SHEQIO] EGo = Q5| Ot =21 M= 7t O] A
SHA| AtO| s, o|2{gt & & 0[&3l ECU Fingerprinting0i| &

gie [1]o]oJo]1[1]1]o 1]

~L

ECUI

ECU2

[Ref] Choi, Wonsuk, et al. "VoltagelDS: Low-level communication characteristics for automotive intrusion detection system." IEEE Transactions on Information Forensics and Security 13.8 (2018): 2114-2129.
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Automotive IDS - pata-driven IDS

o S =
. THy Aol che wo Mers BX BEE
. 37 gX 241 A

- Ot ZZ0| YAEE=X|? (DoS, Fuzzy, ...)
- FAS ?let 4K (A E 2 BHE..)

m DATA ZEE H|2|et O] &2 EHX|
. HC} W2 EIX| &

— —

-+ O] XHEof Cioll & 7Is¢ot 884 Y=

— -1 O

o ==
oTr

= Time interval-based IDS

- Entropy-based IDS

mwwmwmmmwn
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Automotive IDS - Time-interval based IDS

m Time-interval based IDS

HOBILITY CYBERSREVIITY n

MOoSE &

« AKX 2 =7|= 0|8 54 A
- KHE A[AHIO|AM LSt Arbitration ID'E Bt OIAIX] LM sl £
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Normal Status: Immediate response (within reasonable time)

Under Attack Status: Remote Frame 01F1 is requested but get no response (within reasonable time)

(In general, offset is within 5, Time Interval is 0.001196 by car vendor’s default
setting.)
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Automotive IDS - Entropy based IDS

m Entropy-based IDS
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Automotive IDS - Al based IDS @ =eIcyea

m Al based IDS
 GAN based IDS

= To respond unknown attacks, GAN can be one of the best solution to detect undiscovered/unknown attacks
- Known attack detection

v" Training the 1st discriminator using known attack and normal data
- Unknown attack detection

v Training the 2nd discriminator using only normal data without attack data

v The 2nd discriminator is trained to distinguish between real data and fake data

Training for Known Attack Training for Unknown Attack
back back
propagation propagation
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[ normal can data image |
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for Unknown Attack

<< Training Phase >> << Inference Phase >>

[Ref] Seo, Eunbi, Hyun Min Song, and Huy Kang Kim. "GIDS: GAN based intrusion detection system for in-vehicle network." 2018 16th Annual Conference on Privacy, Security and Trust (PST). IEEE, 2018.
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Automotive IDS - Al based IDS (cont'd)
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