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e 1: SH X|H

0f]) CVE-2016-4492: = 71| A2A| X|HE 717l @&

int do_type(work_stuff xwork, char xxmangled)
1Nt n;
switch (*xxmangled) {

1
2
3
4 case 'T': -1
5 get_count (mangled, &637”———5\\\
O
I
3

remembered_type = work->typevec|n]; // Crash Site 1
case 'B': -1
9 get_count (mangled, &n);
10 string_append (result, work-s>btypevec|[n]); // Crash Site 2
11 )
12 }
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#0 1n parseSWF_RGBA parser.c:66
-

#1 1n parseSWF_MORPHGRADIENTRECORD parser.c:746

ERROR: AddressSanitizer: heap-buffer-overflow ..
QE H =
I'} I_I '}

#6 1n blockParse blocktypes.c:145
#7 1n readMovie main.c:265

#8 1n main main.c:350
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= _ — == CVE E1lA:
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"Heap-based buffer overflow in the parseSWF_RGBA function”

0fl) CVE-2016-9831

1 void parseSWF_MORPHGRAD(FILE xf, SWF_MORPHGRAD x*xg) {

2 L

3 g->NumGradients = readUInt8(f); <------- NumGradients & AAISHA| &3
4 for (i = 0; i < g->NumGradients; i++)

5 parseSWF_MORPHGRADREC( f, | & (g->GradientRecords[i]|));

6 }

-

8 void parseSWF_MORPHGRADREC(FILE xf, SWF_MORPHGRADREC xr) {

O r->StartRatio = readUInt8(f): <----7* 20|02 J}sst It CIE AefA| XA
10  parseSWF_RGBA(f, &r->StartColor);

11 )

12

13 void parseSWF_RGBA(FILE *f, SWF_RGBA xrgb) {

14  rgb->red = readUInt8(f); €«----- CVE E1A2| POC= 0{7|M AcHA]
15 rgb->green = readlUInt8(f); €«-------- CVE E11A{7} o126l = Et C}= 2}9l
16 }
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CVE report:

“Heap-based buffer overflow in the parseSWF_RGBA function”
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Artifact Link
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