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Formal Specification using Maude
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cipher : CipherSuite,
pubKeys : Set{AsyncKey},
prvKeys : Set{AsyncKey},
preMasterSecret : Nonce?,
certs : Set{Certificate},
cIBuf : TLSMsglList,
Owner : Tid, peer : Tid,

Class Component | pVersion :

ProtocolVersion,
nonceCtr : Nat,
symKey : SymKey?,
peerRandom : Nonce?,
masterSecret : Nonce?,
preferedCA : Set{Tid},
cOBuf : TLSMsglist,
currAPI : API? .

rl [sendClientHello]:
< CI : Client | connectState : V2C-INIT,

nonceCtr : N, pVersion : PV, cipher : CS,

clientRandom :

noNonce,

Client2} ServeR| 5ot £ 22 LIEIL =

o2 222

| Component22f 2 H9|

cOBuf : MSGS >
=> < CI : Client | connectState : V2C-CT-HLO,
nonceCtr : s N,
clientRandom : nonce(CI, N),
cOBuf : MSGS ::
(clientHello(PV, CS, nonce(CI,N))) >

TLSAZEQ Y33t &4 ' =
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Abstract Test Sequence Generation
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Maude> search [1] init =>* < C1 : Server | cipher : (RSA-EXPORT CS1), ATTS1 >
< C2 : Client | cipher : (RSA-EXPORT CS2), ATTS2 > CONF .

Solution 1 (state 819)
states: 820 rewrite : 5096 in 18092ms cpu (18092ms real) (21474 rewrites/second)
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Test Concretization
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ClientHello ServerHello ServerHello Certificate
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ProtocolMessage v@ = genClientHello(TLS12, ECDHE_ECDSA_AES, NONCE, NONCE, ..)
send(ve);

ProtocolMessage vl = recv();
AssertEquals(vl.handshakeType = HANDHSAKE);
AssertEquals(vl.server_version = TLS12);

ProtocolMessage v2 = recv();
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