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Container & Kernel Bugs
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Steady growth in container utilization

» Related security vulnerabilities continue to grow as well
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Difficult to create profiles for each system
Ongoing maintenance with updates
Attacks are possible with some combination of allowed system calls
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SOAL

Create a kernel event tracing program using eBPF
to collect kernel tracing logs from normal and abnormal processes

Use the collected logs and machine learning to detect abnormal processes
with a low false positive rate



Background

- extended Berkeley Packet Filter (eBPF)
= Observe various kernel events without modifying the kernel
» Hook multiple events occurring within the kernel
= Enhance security and stability through continuous maintenance
= Benefit from a growing set of helper functions for safe kernel-level programming

* Programming within the kernel
without kernel modifications

Programming

* Code safety check through

the verifier * No context switch occurs
* Provision of various helper Overhead Security °* Utilization of Just-In-Time

functions that do not harm (JIT) compiler

the kernel

« Boosting

= Ensemble learning technique where weak learners, like decision trees, are sequentially trained and combined to
form a stronger model

» E.g. AdaBoost, XGBoost



Attack Techniques

* Race condition
= A phenomenon in which two or more processes or threads compete

to use a shared resource (race) Process 1
» The execution order of processes or threads is unpredictable, > . Shared
leading to repeated execution until a race condition occurs rocess Resource
= E.g. Dity COW(CVE-2016-5195), ——
Dirty Cred(CVE-2021-4154, CVE-2022-2588)

* Heap spray

= Atechnigue for increasing the success rate of a kernel memory- A || F F|lee®e|F
related attack g, ouorsanas useterrree) DY @llocating large amounts of data

to targeted kernel memory regions, making the memory predictable @ Heap Spray
to the attacker
» Out-Of-Bounds (OOB):
Accessing memory outside the boundaries of an array to create a security AllS||S|®e®e|S
issue
> Use-After-Free (UAF): O A:Allocated O S: Sprayed
Reusing freed memory to cause unexpected behavior and security O F : Freed

vulnerabilities



Architecture

 Workflow

* Processes raise events to the kernel via system calls, and eBPF catches the events and collects
the event information into logs

» The user area periodically fetches logs from eBPF's storage and preprocesses them for use in
machine learning models

» The machine learning model uses the preprocessed data to determine whether a process is
normal or abnormal

Data ] Featurizied
preprocessing| data

Data Preprocessing and
Models with models

>[ Model ]

User | | Process | [

System call invocate t_ Bring Log
v
Kernel tracing to collect Log Collect
raw data ingestion with |Kernel [ Kerr.]el ] : >[ eBPF ]
kernel tracing Functions J




e Race condition feature

Feature English
SYSCALL_TOTAL_COUNT
SYSCALL_ARGUMENT_SIMILAR
SYSCALL_KIND_SIMILAR
SYSCALL_KIND
SYSCALL_TOP1~5

 Heap spray feature

Feature English
KMALLOC_TOTAL_COUNT
KMALLOC_COUNT
KFREE_COUNT
KMALLOC_KIND
KMALLOC_TOP_ENTROPY
KMALLOC_TOP1-~3

Feature Extraction

Feature

Feature
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Analysis of Feature Observation Results

« Race condition

high

- Both normal and ABNORMAL NORMAL
b I Feature DirtyCOW | DirtyCOW | DirtyCred | DirtyCred Iohi M DB . MysaL | postgresat | Redi
a norm_a Processes ptrace write | 2021-4154 | 2022-2588 || @P""e | Viongo neinx Y ostgre edis
had a hlgh count of [svscaLL_ToTAL_counT 606.72 | 2,744.69| 1,260.89 73.27| 2873 | 7,946.05| 2,092.69 | 79.22 6.56 | 31.75
system calls SYSCALL_ARGUMENT_SIMILAR 1.00 1.00 0.97 075| 045 0.93 067| 047 026| 074
invoked. but the SYSCALL_KIND_SIMILAR 1.00 0.24 0.97 003 0.60 0.40 0.09| 046 022| 047
)
types of system SYSCALL_KIND 1.00 2.45 1.20 203 5.80 21.22 9.83| 25.82 3.03| 2.19
I q ied f SYSCALL_TOP1 606.72 | 1,421.05| 1,260.54 50.11| 12.15| 1,202.56| 340.49| 17.86 2.75 | 15.87
Calls used varied 10r |syscai._tor2 0.00 | 914.86 0.10 2305| 573| 84560| 34002 7.08 1.69 | 11.35
normal processes SYSCALL_TOP3 0.00| 408.79 0.08 004 394| 82628| 20775| s5.40 1.10| 4.48
SYSCALL_TOP4 0.00 0.00 0.03 002 3.02| 810.10| 196.43| 4.48 0.72| 0.04
SYSCALL_TOP5 0.00 0.00 0.03 001 151| 78527 186.42| 387 023]| 0.02
 Heap spray
= Abnormal case, can Feature ABNORMAL NORMAL
see h|gh Count Of 2022 3910 | 2023_2008 | 2023_2598 | 2023_32233 (| MongoDB | MySQL | PostgreSQL | Redis | Confusion Data
unreleased slubs KMALLOC_TOTAL COUNT 184.50 437.16 | 1,683.02 3,197.60 6.00| 3.5 6.70| 1.50 68.65
and high count of KMALLOC_COUNT 184.75 528.61| 1,683.05 3,197.60 6.00| 4.07 7.30| 1.58 351.90
kmalloc allocations  |<FREE_CounT 0.25 91.45 0.03 0.00 0.00| 0.62 0.60 | 0.08 283.25
Normaj case. can see KMALLOC_KIND 2.38 5.14 1.03 5.00 2.00 1.03 3.72 | 1.50 1.90
]
j[hat the (_:OU_nt of kfree KMALLOC_TOP_ENTROPY 0.96 1.36 0.00 1.03 1.00| 0.02 1.38| 0.26 0.43
invokes is hlgh even KMALLOC_TOP1 110.13 216.63 | 1,682.98 1,591.50 3.00| 3.44 3.30| 1.00 52.85
when the count of KMALLOC_TOP2 73.88 130.64 0.03 1,591.40 3.00| 0.03 221 017 14.75
kmalloc invokes is KMALLOC_TOP3 0.63 88.36 0.00 12.70 0.00| 0.00 0.86 | 0.17 1.05




Evaluation

* Rule-based testing

Race Condition
Heap Spray
« Model testing
Race Condition
AdaBoost
XGBoost
Heap Spray
AdaBoost
XGBoost

Precision (%)
98.47
98.73

Precision (%)
99.99 (a 1.52)
99.97 (A 1.5)

Precision (%)
100 (a 1.27)
100 (a 1.27)

Recall (%)
33.20
44.39

Recall (%)
99.83 (A 66.63)
99.87 (A 66.67)

Recall (%)
100 (a 55.61)
99.28 (A 54.89)

F1-score (%)
49.65
61.25

F1-score (%)
99.91 (A 50.26)
99.92 (A 50.27)

F1-score (%)
100 (a 38.75)
99.64 (A 38.39)

Model vs. Rule-Based Test Results
Precision: Increase of approximately 2%
Recall: Increase of approximately 50-70%

F1-Score: Increase of approximately 40-50%



Conclusion and Future Research

 Conclusion

= Developed a system using machine learning and eBPF to detect race conditions and
heap spray attacks without modifying the kernel

= Achieves a low false positive rate near O and a high detection rate near 1
* Provides near real-time detection with eBPF

* Limitation
= Lower kernel versions have limitations in running eBPF, making it difficult to detect attacks
= Models are not available in the kernel area

* Future research
» Detect other attack techniques
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