Static Analysis of JNI Programs via Binary Decompilation
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1 package pack;

2 public |class Example |{
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static { System.load("lib.so"); 1}

int bar(igt ) { /= </} ..,
natis’fe int foo(); e

b

jint Java_péck_Example_foo

“+.jmethodID jmid =

(INIEny =*env, jobject thiz) { .
jclass cls =“(*env)—>GetObjectClass(env, thiz)s

A (xenv)->GetMethodID (env, cls, "bar", "(I)I"j;
jint result = :
(xenv) —>CallIntMethod (env,

return result;

thiz, jmid, 3);.

bar (3) =& q
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Jjstring Java get lcolumn lname ( int Java get lcolumn lname (
JNIEnv* env, jclass cls, jlong tidx, jint cidx) int al, int a2, int a3, int a4, int ab)
{ {
Jjstring result; int result;
char* name = access column name (tidx, cidx); if (sub F1AC (a3, a)b))
if (name) result = (*(int (**) (int, int))
result =(*env)->NewStringUTF (env, name) ; (*(_ DWORD *)al + 668)) (al) ;
else else
result = NULL; result = 0;
return result; return result;
} }
= AC ClALEE I =
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1. Java [ E0A] JNI 2 A|ZL|A| 2LO0LLH?]
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<~_ static native String get column name (long a3, int a4)

jstring Java get lcolumn lname (
JNIEnv* al, jclass a2, jlong a3, jint a4) {
jstring result;
if (sub F1AC(a3, a4))
result = (jstring)
(* (int (*) (INIEnv *))
(*al) ->NewStringUTF) (al) ;
else
result = 0;
return result;

int Java get lcolumn lname (
int al, int a2, int a3, int a4, int ab) {
int result;
if (sub F1AC(a3, a5))
result = (*(int (**) (int, int))
(*(_DWORD *)al + 668)) (al);

else
result = 0;
return result;
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int Java createFrame (JNIEnv* al, ...) ({ int Java_createFrame (JNIEnv* al, ...) {
jbitmap = (jobject)create graphics ( jbitmap = (jobject)create_graphics (
(int)al, v69[0], v69[1]); al, v69[0], v69[1]);
} lIIIII'» }
int create graphics(int al, int a2, int a3) ({ int create graphics (JNIEnv* al, int a2, int a3) ({
i5£ -y jclass v9;
v9 = (*(int (**) (int, const char*)) v9 = (*al)->FindClass (
(* (int *)al + 24) ( al, “android/graphics/Bitmap”)) ;
al, “android/graphics/Bitmap”)) ; }

{ Java_createFrame,
create_graphics }

{ Java_createFrame }
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Jjstring Java get lcolumn lname (

jstring Java get lcolumn lname ( JNIEnv* al, jclass a2, jlong a3, jint a4d) ({

JNIEnv* al, jclass a2, jlong a3, jint a4d) {

* .
jstring result; iziiingséesult-
e —P> LTI e, )
* (1 * * * - - . if (V5)
else( (int (%) (JNIEnv 7)) {*al) ->NewStringUI¥) (al); result =(*al)->NewStringUTF (al, v5);
else

result = 0;

return result; result = 0;

return result;
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jstring Java prepare (JNIEnv* al, jobject a2, jstring Java prepare (JNIEnv* al, jobject a2,
jobject a3, jobject a4, jint ab) { jobject a3, jobject a4, jint ab5) {
vld = (*al)->GetObjectClass(al, a3); vld = (*al)->GetObjectClass(al, a3);
if ( v1id ) { if ( v1id ) {
vll = (*al)->GetMethodID (al, vll = (*al)->GetMethodID (al,
vl4, "set param", " (Ljava/lang/String;)I"); vl4, "set param", " (Ljava/lang/String;)I");
vl0 = (*al)->CallIntMethod(al, a3, vl1l, v17, ad); vl0 = (*al)->CallIntMethod(al, a3, v1l1l, v17);
5
~5
} R }
} Yo }
) 2
5
~§
A

int CallIntMethod (IJNIEnv*, object, jmethodID, jstring)
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*S. Lee, H. Lee and S. Ryu, "Broadening Horizons of Multilingual Static Analysis: Semantic Summary
Extraction from C Code for JNI Program Analysis,” ASE 2020
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RESULTS OF ANALYZING BENCHMARKS

Benchmark JLoC CLoC Cally—c Callc— Fieldc— .7

JSApec-IpA JSApEc-Ghigra JSAsc JSApec.pa JSApec-ghigra JSAsc JSApecipa JSApec-ghisra JSAsc
native_complexdata 90 35 2 2 2 2 2 2 0 0 0
native_complexdata_stringop 88 29 1 1 0 0 0 0 0 0
native_heap_modify 63 26 1 1 1 2 2 2 2 2 2
native_leak 61 17 1 1 1 0 0 0 0 0 0
native_leak_array 63 21 1 1 1 0 0 0 0 0 0
native_method_overloading 63 32 1 1 1 0 0 0 0 0 0
native_multiple_interactions 73 37 2 2 2 1 1 1 1 1 1
native_multiple_libraries 63 35 1 1 1 0 0 0 0 0 0
native_noleak 62 13 1 1 1 0 0 0 0 0 0
native_noleak_array 63 21 1 1 1 0 0 0 0 0 0
native_nosource 41 8 1 1 1 0 0 0 0 0 0
native_set_field_from_arg 109 22 1 1 1 0 0 0 2 2 2
native_set_field_from_arg_field 113 23 1 1 1 0 0 0 3 3 3
native_set_field from_native 100 42 1 1 1 3 3 3 5 5 5
native_source 58 19 1 1 1 2 2 2 1 1 1
native_source_clean 89 19 1 1 1 0 0 1 1 1

Total R 18 18 10 0 10 15 15 15
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RESULTS OF ANALYZING REAL-WORLD OPEN-SOURCE JNI APPS

Summary (#) Callj_.c Fieldo ., j
Application JLoC CLoC

JSApEc-pA JSADpEC-Ghidra JSAsc JSApec-ipa JSApec-Ghidra YSAsc JSApec-pa JSApec-Ghidra YSAsc

AsciiCam 2272 120 3 3 3 0 0 0 0 0 0
PracticeHub 1058 348 1 0 1 1 0 1 0 0 0
simpleRT 97 493 3 3 3 3 3 3 0 0

SpiritF 6479 13226 2 2 2 1 1 1 0 0 0
AndroSS 1681 334 2 2 2 = 4 4 0 0 0
Overchan 52051 1721 18 15 18 0 0 0 0 0 0
Fwknop?2 2220 8418 1 1 1 1 1 1 13 13 13
Compass 1683 42 3 3 3 0 0 0 0 0 0
Andlodine 1178 7972 9 9 9 5 5 5 0 0 0
Obsqr 1070 8673 1 1 1 0 0 0 0 0 0

Total | o8 % s 15w 15 13 13 13
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RESULTS OF DETECTING DATA LEAKEAGES IN BENCHMARKS

Benchmark Data leakage
JSApecpa JSApec-ghigra  JIN-SAF P rec i S i on
native_complexdata O O O

native_complexdata_stringop 875% (DU r 5) VS BB% ( JN_S AF)

native_heap_modify O O X

native_leak O O O

native_leak_array O O O R ecada I I

native_method_overloading O O O

native_multiple_interactions O O O 'I D D % (D ur S) VS B 4% (J N —_ S A F)
native_multiple_libraries O O O

native_noleak e
native_noleak_array & & X JN_SAFQI g_?_ ]7H9| ouHO." EHOH _E_é-ll
native_nosource AI ;I_I- —*—J_I—I-

native_set_field_from_arg OO OO O X

native_set_field_from_arg field (OO OO O X

native_set_field_from_native OO OO TIMEOUT

native_source O O X

native_source_clean & &

D R N S T o

Total 16 9

O = True positive &) = False positive X = False negative
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ARITHMETIC MEAN OF JNI INTEROPERATION BEHAVIOR EXTRACTION TIME

(EXCLUDING NATIVE_SET_FIELD_FROM_NATIVE)

JN-SAF; IN-SAF1nr max JSApec.pa JSADEC-Ghidra

Time (s)

0.432 0.441 0.392 5.718
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