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Mutation-based Greybox Fuzzer
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Mutation-based Greybox Fuzzer
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Mutation-based Greybox Fuzzer
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Mutation-based Greybox Fuzzer
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Mutation-based Greybox Fuzzer
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Mutation Strategy: Program Agnostic
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Mutation Strategy: Program Agnostic
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Mutation Strategy: Program Adaptive
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Mutation Strategy: Program Adaptive
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Mutation Strategy: Program Adaptive
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Mutation Strategy: Seed Adaptive
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Mutation Strategy: Seed Adaptiv
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SeamFuzz: Seed-Adaptive Mutation-based Fuzzer
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SeamFuzz: Probability Learner
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 Google®| FuzzBenchE &&diM ZE AES TIH
- FuzzBench: Googled| A ®|S5t= Fuzzer 8
- Zt X0l 3 =3 224 A|ZEX 20 2] (480 AlZH

. HX|Op3 TZ= 724
- “Fuzzbench”, “MOpt[USENIX" 19]”, “Magma[POMACS"20]”0M & 1474 T2 334 MH

Programs LoC Source Programs LoC Source
objdump-2.37 1,654K [28] php-parser 1,500K [17], [30]
arrow-6.0.1 959K [30] openssl 695K  [17], [30]
libxml2-2.9.9 451K [17], [30] | sqlite3 319K  [17], [30]
proj4-9.0.0 279K [30] grok-9.7.1 240K [30]
poppler 196K [30] libarchive 164K [30]
zstd 107K [30] infotocap-6.2 83K [28]
libpng 76K [30] podofopdfinfo 62K [28]




o HIX|O}3 mZ 724
- “Fuzzbench”, “MOpt[USENIX" 19]”, “Magma[POMACS 20]”0|M £ 147 T2 1 MK

« 2709 ALt H| W T
- AFL++: Program Agnostic®t mutation-based greybox Fuzzer (AFLS| &1 12{|0| = HH)
- MOpt[USENIX" 19]: Program Adaptive® mutation-based greybox fuzzer
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RQ1: SeamFuzze Ms

AFL++ [12] AFL++yopr [28] SEAMFUzZZ
Program LoC Cover Crash | Cover Crash Rcow  Rerash | Cover  Crash  Reow  Reovash
objdump 1,653,733 4,969 74.6 4663 1026 -62% 37.5% 5,759 1468 15.9% 96.8%
php-parser 1,500,422 | 17,010 0.6 | 17,161 0.9 0.9% 50% | 17,072 20 04% 233.3%
arrow 958,895 2,430 101.3 2454 1118 1.0%  10.4% 2466 101.7 1.5% 0.4%
openssl 695,059 5,831 0 5,832 0 0% 0% 5,843 0 02% 0%
libxml2 450,545 7,608 113.1 6,698 478 -12.0% -57.7% 7888 1765 3.7% 56.1%
sqlite3 318,961 | 11,581 0| 11,222 0 -3.1% 0% | 12,259 0 59% 0%
proj4 279,128 2,572 15.6 2,292 21.3 -109%  36.5% 2,658 374 34% 139.7%
grok 240,034 5,234 0.0 5,315 0 1.5% NaN 5,360 21.3 24% NaN
poppler 195,849 | 17,436 16.4 | 18,084 27.6 3.7%  68.3% | 19,588 28.2 12.3% 72.0%
libarchive 164,242 4,781 0. 2 4 203 03 -12.1% 33.3% 5,262 0.5 3.7% 150%
zstd 107,194 5,208 giemesaati Bttt Uit TR sl S A0 0 04% 0%
libpng 94,561 | 1,888 § CF 0 0.4% 0%
infotocap 83,054 | 1,805 | 'l 2 branch coverage 3 662 12.6%  22.4%
podofopdfinfo 62,000 1,552 “ewwpepem e et vt e «ry oy cansag 1o v, 25,6 5.6% 118.8%

total 6,803,677 [ 89.905 3876 | 88.156 3850 _-19% _ -0.4% | 94950 6062 _ 5.6°

. Cover: 7 tHEI Hel

e Crash: MME|
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SeamFuzz

RQ2: H1
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{  FuzzBenchO|M HMS3t= 2| &

Egg

! Integer-overflow:xmlParse3986Port
! xmlParse3986Authority
v xmlParse3986HierPart

Heap-buffer-overflow

xmlParseDocument
xmlDoRead

READ:xmlParseXMLDecl

Index-out-of-bounds:xxmlAddDefAttrs
xmlParseAttributeListDecl
xmlParseMarkupDecl

(libxml2)

“AFL++

| AF++MOPT

SEAMFUZZ

Project  Fuzz Target Program
php exif PHP004, PHP009, PHPO11 PHP004, PHP009, PHPO11 PHP004, PHP009, PHPO11
libxml2 | read_memory_fuzzer XMLO0O1, XML002, XML003, | XMLO001, XMLO003, XMLO009, | XML001, XML002, XMLO003,
- - XMLO009, XMLO17 XMLO17 XMLO009, XMLO17
client SSL002 SSL002 SSLO002
openssl | server SSL0O02 SSL002, SSL020 SSLO02
x509 SSL009 SSLO09 SSLO009
sqlite3 | sqlite3_fuzz SQLO002, SQLO014, SQLO15, SQLO002, SQLO014, SQLO15, SQLO002, SQLO14, SQLO1S5,

SQLO18, SQL020

SQLO18, SQL020

SQLO18, SQL020
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