
Learning Seed-Adaptive Mutation Strategies for 
Greybox Fuzzing
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팣퍒 먗퀓 삓잧밫
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Mutation Strategy

훷펯ힿ 햀옠먍픿 펯쎶몇 쨏붻뱇??
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�쩿잧ힻ

뾍픻  
�쩿잧ힻ



ힻ쟇...
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(1)폋 쟙�켗 킰숗
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Mutation Strategy: Seed Adaptive

팣퍒 먗퀓 뭧쭿
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팣퍒 먗퀓 뭧쭿

> 0 == 0

(1) 팣퍒 먗퀓 (2) 샟펌 컄캼

왗믳얣 쇔햌 쨤탘
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Mutation Strategy: Seed Adaptive

훷펯ힿ 햀옠먍폋 쟙�켗 헼 쪻핯 컘켬 쨤탘픿 򟻘햋
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SeamFuzz: Seed-Adaptive Mutation-based Fuzzer
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햀옠먍 
줱핇밫
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읛 킰밫
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SeamFuzz: Seed Cluster

Seed Cluster: 찿킲 켬픿 ힻ샇 햀옠먍싟핓 ퟌ 쟇싟밫

뭧홫헼(Syntactic) + 핓짳헼(Semantic) 픛캧솿

A 믳웴 읛 A

C 믳웴

B 믳웴

D 믳웴읛 C

읛 B

읛 D
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Seed Cluster: 찿킲 켬픿 ힻ샇 햀옠먍싟핓 ퟌ 쟇싟밫

뭧홫헼(Syntactic) + 핓짳헼(Semantic) 픛캧솿

A 믳웴 읛 A

C 믳웴

B 믳웴

D 믳웴읛 C

읛 B

읛 D

1. 쪻핯읷 퓿 햀옠먍 켛�

읛 D

4. 켛�숗 읛왗 쪻핯 탗솿

2. 믳웴뫷 햀옠먍 맿 픛캧솿 몿캫

3. 맻햠 픛캧 믳웴 혐 (D 믳웴)
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SeamFuzz: Probability Learner

M1
op

M3
op

Mn
op

횆픻 쪻핯 쨤쪐픻 셏 쟉핯, 뺓칗 쪻핯 쨤쪐픻 셏 헼몇 켛�

햀옠 팣퍒

Mutation Operators ( )Mop

...

 = A M1
op

 = YM2
op

 = AM3
op

 = BMn
op

컘켬숗 햀옠먍

1. 쪻핯 컘켬

GOOD

BAD

3. 횆뫛 뺓칗 셫핯� 쭿읓

4. 읛 쭿 킰

컃왗풯 �쩿잧ힻ

컃왗풯 �쩿잧ힻ

쩿믳 �ힻ

2. 왗믳얣 탟

탟 몫뫷

A: 팣퍒 먗퀓 훿핯밫
B: 팣퍒 먗퀓 삓잧밫

D: 앻컄픷왗 쨏붳밫
...

C: 훷컄픷왗 쨏붳밫
컃왨몇 킰  

켛� 읛 D

읛 D
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• Google핓 FuzzBench읷 풤켗 좣싛 탟픿 ힿ

- FuzzBench: Google폋켗 혗뫰삏 Fuzzer 켬삠 �혐픿 퓿 옃핿퓇�


- 맼 쪟�쟃� 왗믳얣 샴 24 탗맿 X 20  (480 탗맿)

탟: 탟 켳
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• Google핓 FuzzBench읷 풤켗 좣싛 탟픿 ힿ
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- 맼 쪟�쟃� 왗믳얣 샴 24 탗맿 X 20  (480 탗맿)


• 쪟�쟃� 왗믳얣

-  “Fuzzbench”, “MOpt[USENIX`19]”,  “Magma[POMACS`20]”폋켗 � 14먗 왗믳얣 켛혐

탟: 탟 켳
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• Google핓 FuzzBench읷 풤켗 좣싛 탟픿 ힿ
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• 쪟�쟃� 왗믳얣

-  “Fuzzbench”, “MOpt[USENIX`19]”,  “Magma[POMACS`20]”폋켗 � 14먗 왗믳얣 켛혐


• 2먗핓 헻퐻 찿뭋 ힿ

- AFL++: Program Agnostic mutation-based greybox Fuzzer (AFL핓 폀믳옃핯싗 쩿헿)

- MOpt[USENIX`19]: Program Adaptive mutation-based greybox fuzzer

탟: 탟 켳
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• Cover: �쩿숗 찇얗�핓 믛 먗퀓

• Crash: 컘켬숗 �얓탗읷 픛쨗삏 햀옠먍싟핓 믛 먗퀓

RQ1: SeamFuzz핓 켬삠

셏 뾍픻 branch coverage 샧켬

셏 쟉픻 �얓탗 픛쨗 햀옠먍 컘켬
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(libxml2)

RQ2: 쩿믳 �ힻ 삠옠

MAGMA폋 심왘숗 쩿믳싟

FuzzBench폋켗 혗뫰삏 잧 풤

SeamFuzz (99) > MOpt (87) > AFL++(85)
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• SeamFuzz: 햀옠먍싟폋 쟙�켗 쪻핯 쨤탘픿 킰삏 greybox fuzzer


- 맼 햀옠 먍싟핓 켬픿 뫛옟폧 fuzzer핓 헿쨓헼핳 켬삠픿 뾍핯뫛햋 .

- 훷풏 ퟐ: 햀옠먍 줱핇 쨊 쪻핯 쨤탘 켛� 읛 킰 퍇뫛잧힓 혗퍃


쟃�졫

먋캧샃샟!


