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SBOM Tool F.1 F2 F?f !:4 F.5
(Build) (Analyze) (Edit) (View) (Diff) (Import) (Translate) (Merge) (Tool Support)
bomber (DFKM) C S C S
MS SBOM Tool S
Syft C S C S C S
Tern CS
Aqua Trivy CS C S C S
CycloneDX CLI C C S
HatBOM C.S C.S C.S C.S C.S

* A part of this table entries were taken from https://github.com/awesomeSBOM/awesome-sbom.
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« "Most major software packages include open source software — including software used by the national
security community. Open source software brings unique value, and has unique security challenges, because of
its breadth of use and the number of volunteers responsible for its ongoing security maintenance.”
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* Vulnerability Propagation via Software Reuse

» 76% of codebases are OSS, with 95% being modified or partially used in C/C++ projects

(CENTRIS, ICSE 2021)

\ CENTRIS, ICSE 2021 (CSSA)
Own Code

q Exact Reuse ]

Unmodified
0SS (5%)
76%

Copied OSS OSS  modified
0SS (95%)

Q Partial Reuse

? Code Change ]

Linked Library

Target software Reuse cases of OSS components
10



KOREA UNIVERSITY

Center for Software Security and Assurance

mongo
(master)
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MongoDB contained 36 OSS components, with some unpatched for 9+ years
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“How do | accurately detect OSS components?”

% CENTRIS (ICSE 2021)

 |dentifies modified OSS components with 90%+ accuracy

P1. Component DB P2. Component identification phase
construction phase INPUT
eRS——— Target |¢ ,| Component
0SS dataset software Compare | Result |[dent|flcat|nn
s
Application OuUTPUT
Redundancy cogg of 0SS h 4
elimination 0SS
% components
For all stored 0SS - Code Version &
Component DB " | segmentation reuse patterns

—

Fig. 2: High-level overview of the workflow of CENTRIS.

% CENTRIS: A Precise and Scalable Approach for Identifying
Modified Open-Source Software Reuse, ICSE 2021

Challenge | Identifying modified OSS is difficult
Instead of generating signatures from all
Solution | functions, do redundancy elimination
and code segmentation
Over 90% accuracy
Impact

(vs. 10% of previous approaches)
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* Intel AMT Bug (CVE-2017-56809) Silent Bob is Silent
 stmecmp(s_pw, e_pw, strlen(e_pw))==

. CVE 3|2¥Holzh
«  Common wulnerability and exposure (CVE/=
=h 55 FLE A8 MA
* 3970=2| 4607 CNA (CVE Numbering Authorities)”
FoFM Hs 50] 20251 78 HXY 28T 7 0|4
« O|= MITRE, CISAZ} X| &2 FE,
TLHRN KISA, 23, NAVER &, LG & 77} 7|2 £

40.000

A
( 1.0 i

V0
20.000

10

Number of CVEs by year

J|L 20

XEXN: https://www.cvedetails.com/browse-by-date.php




5 KOREA UNIVERSITY

2. 71=X Tl LEL 2 FH0|A SBOM =+ 77HX|

o M MA M8 ATEY O 97%= LEAA A S 5/n0pss ‘OPEN SOURCE SECURITY AND RISK ANALYSIS REPORT! 2029
ZAN SO S8 FAHS SASHAL ZE0| 2SI LI E A= 5, S o X[5H sl 2/d

® gt—h— o—l o (= =] Oy
T LA CVE 58 LH%
hﬁjw piryCow | 20168 | CVE2016:5195 ozt olsa 4 2 I7<3|TH +7|A||ﬁ§ 3201 Sl-B28 Mooz B8
we@ | g | 2024 | cveaonaes | oy % GE Wil s Bk o0l oisiel Hal 3 Beolol 2 el% R
ﬁj‘ E“tc')'f 20244 | CVE-2024-3094 Elfgﬁlﬂyfﬁéﬁw Elﬂ f;: = %E.;fg SS;X,Z'Q%?“Eﬁ;O*EE’%S PSE;HE’

« CVE-2024-6387 regreSSHion(2|12i|9) F 2, 20244
- Glibc 7|8t 2|52 A|AREO| QF SSH AMH 9Id L, FU™ AAZ 23 M A| 4K AAH> MA| &S 7Hs
s

o 20063 24T D)X=l QVE-2006-5051 FUE I SAF AFH|0]7| 20|,

..................................................................................................................................................................................................................................................................................

O|0f 2= |0 =T LELL FOFT

..................................................................................................................................................................................................................................................................................

|-r|
il
>
ot
£
E
Mo
=
MU
ne
|0
Y
4>
$0
0jo
®
(@)
c
=
Q
<
c
>}
()
R
C_T
D
w



KOREA

KOREA UNIVERSITY
Center for Software Security and Assurance

2. 7|=H =

< VUDDY (IEEE S&P 2017)

EAA FMOM SBOM =771 X]|

“How do | find hidden vulnerabilities in OSS?”

* Processing units: tokens, blocks, functions, files, graphs and others?
« Function hashing finds vulnerabilities 1,000x faster than existing methods

Level 1: F al parameter abstraction.
1 voi at 4 F » int EPRRAEM) {

Fig. 2: Level-by-level application of abstraction schemes

sample function.

on a

838

Challenge | Previous algorithms are slow and inaccurate
Convert one function into one hash after
Solution | abstraction and normalization, then
compare with the hashes of vuln functions
Impact | 1,000x faster with high accuracy

15



KOREA

KOREA UNIVERSITY
Center for Software Security and Assurance

2. 71=X Tl LEL 2 FH0|A SBOM =+ 77HX|

“Can | detect vulnerabilities in modified OSS?”

% MOVERY (USENIX Security 2022)

« Detects vulnerabilities even in changed codebases

P1.Signature generation P2.Vulnerable code clone discovery
INPUT INPUT
e —
Vulnerability Target
databases software

Vulnerability

Reconstruct functions

Lot revein) Challenge | Hard to detect vulnerabilities in modified OSS

[ Extracting functions ]

fal | f — — Identifies vulnerabilities in changed codebases by
“ 7 3 pplying normalization . . . . .
T DRt e Solution | making signatures along with vulnerable lines

vulnerable vulnerable function

fnctisn. hineton I Normalized and a::lracted functions |--I an d patched Iines i Nna fu N Ctio N
ﬁ-[ Vulnerability discovery ] - -S_I-‘It‘
¥ abitfa(c?i’gn . .
£ s | [ seates Impact | Higher accuracy than CVE scanning
_ooreur __ p——! ouTPUT

Figure 2: High-level overview of the workflow of MOVERY.
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“How do | accurately detect OSS dependencies?”

% CNEPS (ICSE 2024)

« Maps complex OSS dependency relationships for accurate risk assessment

MongoDB

Protobuf
c-ares

Duplicated

components
Protobuf

Challenge | OSS dependencies are complex
. Maps relationships among components for
Solution :
risk assessment and update management
Improves SBOM accuracy with 75% more
Impact

dependency discovery

% CNEPS: A Precise Approach for Examining Dependencies among Third-Party C/C++ Open-Source Components, ICSE 2024

17
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SBOM Harmonization Plugfest
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n24f, 7}0|AE, Georgia Tech, ETH, Northeastern Univ. %! OpenSSF 0
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ARCHIMEDES INTERNATIONAL HEALTHCARE

SECURITY WEEK
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Seoul, South Korea
(In-person only)
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* Next Platform 'HatBOM
e J ‘A":'/I L
KEVIN FU HEEJO LEE CHRISTIAN DAMEFF WENYUAN XU
Professor PFOfES_SGT . Emergency Physician Professor
Korea University UC San Diego Zhejiang University
i

Northeastern
University

[ =] -]

« One-Step Process (SBOM—Vulnerability—VEX) &4
[___—,_

YUSEUNG KIM
Head of System S/W

Mie e SANG KILCHA JEFFTULLY JACK KUFAHL
Professor Anesthesiologist CISO
KAIST UC San Diego Michigan Medicine Group & Corp. VP
Samsung Electronics

A.A V | 8

CSSA (Center for Software Security and Assurance), Korea University (South Korea), and
Archimedes Center for Healthcare and Medical Device Cybersecurity, Northeastern

.
-]
4 AR || =000 | e=
% = i 3 = == .
= e | University (USA)
- L = 7 3 L] o
- MM - T 5 https://cssa.korea.edu/cssa_en/conference/intro.do
= SCANTO {1
LEARN MORE: _.:H‘ieu'.. jihyeonlee@korea.ac.kr or archimedes@northeastern.edu
CIEr secure-medicine.org
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