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MISRA C - C language development guideline

[ 2006{742] Rule O|20{21 C Z212jal 7jo|=a}ol ]

[ Rule 5.5 Identifiers shall be distinct from macro names ]

[ Rule 9.3 Arrays shall not be partially initialized ]

intl6e t arrle6] = {1, 2, 3}; x

#define Sum(x, v) ( ( x ) + (y ) )
intl6 t Sum;
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= 20071 Rule (2023 H#)
* 1497} decidable rule
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« e.9. The lowercase character “I” shall not be used in a literal suffix.
e intl6 t a = 101;

* 517} undecidable rule




MISRA (Motor Industry Software Reliability Association)

g
= 20071 Rule (2023 H#)
* 1497} decidable rule

¢ UBHHOI HZ B E12 BE E1R| Tl
« e.9. The lowercase character “I” shall not be used in a literal suffix.
. int16_t a = 101;

* 517lf undecidable rule
« e.g. All resources obtained dynamically shall be explicitly released
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H .
NuII POInter Dereference at OSapFrﬂOdUle.C:‘] 07 No properties have been set. | edit properties

Jump to warning location | warning details...

Show Events | Options

0S_SymbolLookup_Static() /home/yeongbin/osal/srcs/equuleus-rc1/src/os/shared/src/osapi-module.c

'y
F& 91 int32 0S_SymbollLookup_Static({cpuaddr «Symboliddress, const char «SymbolMame, const char ot
92 |
Codesonar- A2 . i — =~
A 94 05 static_symbol _record_t *StaticSym = 05_STATIC_SYMTABLE _SOURCE;
95
95 while (StaticSym != NULL)
M Event 2: Entering loop body. StaticSym |= (void +)0evaluatestotrue. 4 ¥ hide
°® 97 {
Interprocedure control/data . ST
Ai & Event 3: Skipping "i f". StaticSym->Name == (void +)0evaluatesto false. & ¥ hide
—— H 99 {
fIOW talnt o 100 Sroend of Fist —
101 v Return "OS_FRROR" to indicate that an actual search was done
102 v with @ not-found result, ve. net searching at all. »/
103 return_code = 05_ERROR.
104 break.
P AI-RZI-7I- o I EH 6'-7' -.—I 7-" G UI 106 if (stremp(StaticSym—>Name, SymbolName) == 0 &&
(e ) = W Event 4: Ski;zp'lng)"i fr. |
- s ctromnpl. .. == [] evaluatesto true.
HI H *-I ” _' E AF — ' * ModuleMame == {void +)0evaluates to false.
* I — o .

E —_ l E E o —I— A ¥ hide

107 (ModuleName == NULL || Btremp(StaticSym—>Module, ModuleNamel) == 0))

A Event 5: Stat cSym->Modul e, which evaluates to HILL, is passed to st remp( ) as the first argument.
« Dereferenced later, causing the null pointer dereference.
Seerelatedevent1. a4 ¥ hide

Null Pointer Dereference
The body of st renpl ) dereferences Stat i cSyn->Modul g, but it is NULL.
The issue can occur if the highlighted code executes.

See related event 5.
Show: All events | Only primary events
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libmetal is a lightweight C library that provides a hardware abstraction layer (HAL) for
embedded systems, primarily designed to support asymmetric multiprocessing (AMP) 4,214
environments and RTOS/Linux co-existence.

GNU libmicrohttpd is a small, fast, and embeddable C library that provides an HTTP 1.1 server-
[ Inlldge1s1a{*Is0 side implementation. It is designed to make it easy to add web server capabilities to C 39,436
applications, especially in embedded and lightweight environments.

LittleFS (short for Little File System) is a lightweight, fail-safe filesystem designed specifically for 5 479
embedded systems that use NOR or NAND flash memory. ’
The Operating System Abstraction Layer (OSAL) is a key component developed by NASA to

provide a portable interface between flight software and underlying operating systems or 14,986
hardware.



Codesonar &AM A1} - (QEHH|S: T+ 58.8%)

_
160 (61.7%) 100 (38.3%)
384 121 (31.5%) 263 (68.5%)
297 7 (25.9%) 220 (74.1%)
141 8 (62.4%) 3(37.6%)

Cppcheck &M A1} - (QEHH|E 1-?-L43’».5%)
_

43 (79.6%) 11 (20.4%)
459 236 (51.4%) 223 (48.6%)
171 2 (53.8%) 9 (46.2%)
103 4 (71.8%) 9 (28.2%)

CodeQL &AM A1} - (REHH|S: W 23.2%)

_ # of violation reports # of true positives # of false positives

libmetal 136 95 (69.9%) (30.1%)
libmicrohttpd 341 252 (73.9%) 89 (26 1%)
littlefs 84 8 (92.9%) 6 (7.1%)

) )

OSAL 99 2 (82.8% 17 (17.2%



LLM<=? (Direct prompting approach)

Direct prompting approach

« Sk~ FEQ} Rule Descriptions AH&235H1,
O a7t sl 710|E210l= 2|86t =775 2=

_ # of violation reports % of true positives % of false positives
o1.5%

Codesonar &AM Z1} - (2EHH|2: W 58.8%)

_ # of violation reports # of true positives # of false positives
160 (61.7%) 100 (38.3%)

Cppcheck M Z1} - (EHH|E: W7 43.5%)

_ # of violation reports # of true positives # of false positives
43 (79.6%) 11 (20.4%)
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ECN 1 dev->1drvld
metal linux_dev_dma_unmap( NLJLL7FO|E+

k
metal_bus *bus, ...) { undefined behavior 24l
’tsstttn BEnst

ldev->1ldrv->dev_dma_unmap(lbus, ldev);
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Direct prompting 25 Ol|A| 2. 8l 2A|= BH=0{HC}H

OS_DeleteAllObjects(void) {

uint32 ObjectCount; 0S ForEachObjectol;HOIE

. | 20| A3 gom-
OS_ForEachObject(®, &0ObjectCount);

Lo— L—

0S_ForEachObjectitimi=s=ass=l{0; N i}

g_ptr = local_ptr; sig 227+ 225 Rule®| violationS B3t 7H5 A0
81
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void OS_DeleteAllObjects(void) {

while(true)

{
ObjectCount = 0;
++TryCount;
0S_ForFachOhject (A, 0S_CleanlpOhject, &0hjectCount); oro H
if (ObjectCount == @ || TryCount > 4) { break; } 2| 28+

OS_TaskDelay(5);

}
while (ObjectCount > @ && TryCount < 5);
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printf("Evaluating the controlling expression for the second while loop:\n");
printf(" Condition: (ObjectCount > @ && TryCount < 5)\n");

printf(" (ObjectCount > @) -> (%u > @) is %d\n", ObjectCount, (ObjectCount > 0));
printf(" (TryCount < 5) -> (%u < 5) is %d\n", TryCount, (TryCount < 5));
printf("Attempting to enter the second loop...\n");

while (ObjectCount > @ && TryCount < 5) {
printf(

ERROR: This message should NOT be printed, as the loop condition 1is
"always false.\n");

}
printf("\n--- 0S_DeleteAllObjects finished ---\n");
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Direct prompting approach

_ # of violation reports % of true positives % of false positives
61.5%

Lasik

_ # of violation reports % of true positives % of false positives
190 51.5% 48.5%

Codesonar 24 A1} - (QEMH|E: WA 58.8%)

_ # of violation reports % of true positives % of false positives
61.7%
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MISRA C Rules Violation Comparison
{True Positive vs False Positive)

- Crdesnnar TR Cpgcheck FP
308 | Codelorar FP mem Codedl TP
m— Cpgocheck TP Codedl FR

& of Werings

MISRA L RO Ruli

HYEM =8 HE/0|gEE
| |#ottruepositives |#of false positives _False positive rate (%)
CodeSonar 445 636 58.78%
Cppcheck 445 342 43.46%

CodeQL 462 136 22.74%
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* MISRA C Rule 1.2: Language extensions should not be used.
* MISRA C Rule 2.1: A project shall not contain unreachable code.
* MISRA C Rule 2.2: A project shall not contain dead code.
* MISRA C Rule 14.3: Controlling expression should not be invariant.

2. side effect@} object =2 0| £t L&
* MISRA C Rule 13.5: The right-hand operand of a logical && or | | operator
shall not contain persistent side effects.
* MISRA C Rule 8.13: A pointer should point to a const-qualified type
whenever possible
* Rule 17.8: A function parameter should not be modified

3. ot HEMY g =E o2 Q1% & F=Xof e 2 F
* MISRA C Rule 1.3 There shall be no occurrence of undefined or critical
unspecified behavior.
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A pairter should poing to a
const-gualified type whenever

The warning i true pasitive.

MISRA C 713 9/t 0|t
- HEOM AREot 322 X B47| = B MISRA € 20238 K| AT 0
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CodeSonar 12.2,17.5, 18.6
CppCheck 1.2,1.3,1.5,9.1, 17.5, 17.11, 18.6, 21.18, 21,20, 22.11
CodeQL 9.1,21.13, 21.20, 22.7, 22.11

The warning & falue positive.

getMacroExpansion(),

Context retrival

Fakie paditive far
sisspicious score: 124

TEALN; ...

Found 1 definition in file:

E Function 3

definition

Susr/lib/system h: ...
Conte:
Retrieval
Agent
Call h

Macro
expansion
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2. Background
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+ MUSEZ|&1->10 mutantsflme
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