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/* Exanple 1: Assertion-check logging */
LS AssertTag(site |= null, “site cannot be null®);

/* Example 4: Logic-branch logging */ |
1 (instanceName, 1ssqlExpressinstalled) { |

Tracer. TracelogInfo( "Detect sql express instance. No need to in- ke
stall."); i
else {

Tracer. TracelogInfo("Ho sal express instance. Do fresh install.");

res = SqlCleanInstall();

/* Example S: Observing-point logging */
Tracer. TracelogInfo("Creating the tab order far form {8)", base.Nane);

Log collection and
preprocessing

« 27 HI0IES eH=3}

[ Receiving block blk_-6276023454199613372 src: |
/10.251.65.237:34085 dest: /10.251.65237:50010 |

( BLOCK®* NameSystem.addStoredBlock: blockMap \1
: updated: 10.251.73.220:50010 is added to
\

s I Parsing
blk_7128370237687728475 size 67108864 |
(T T T 025052375010 Served ok )
| blk_3166960787499091856 10 /10.251 .43.147 |

Time

IP
address
Name
Tag
Action

Log parsing

,
| BLOCK?* NameSystem.addStoredBlock: blockMap
| updated: <*>:<*> is added to blk_<*> size <*>

g O s Anomaly
A: \\‘\ A A :: |::> /
et Tt F S
Mg, Normal
GNN
Feature Anomaly
extraction detection
(Ey. Ep. Es. Ep. Es. Eql
Graph
Sequence l Consln?clion E"’
— l —p ) )/}
7 B .

Figure 2: The example of raw log parsing and graph construction.
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0
1 2 3 4 5 6 7 8 9
Message
rg. apache. hadoop. hdfs. node. g signal handiers for [TERM,
HUP, INT]
che. hadoap, hifs nod fi
‘org.apache. hadoop. hdf nod Only to

directory (dfs. namenade. edits. dir) configured. Beware of data loss due ta fack of redundant storage

org.apache. hadoap. metries2. impl. MetricsSystemimpl: NameNode metrics system started

org.apache. hadoop. metrics2.impl. Scheduled

second(s).

org.apache. hadaop. heffs.server. namenode. NameNode: Clients should use master:9000 to access

this namenade/service,

org.apache. hadoop. hdfs. server. datanode. fsdataset. impl. FsDatasetimpl: dfsUsed file missing in

72,20.1.34-1

, will proceed with

on. apache.hadoop. hdfs server datanode.fsdataset. impl. FsDatasetimpl: dfsUsed file missing in

4

172.20.1.34-1

org.apache.hadoop.hefs.DF SUL: Fiteriniializers set
org.apache. hadaop. hitp. ib.StaticUserwebFilter,org. apache. hadoop. hdfs. web. AuthFlterinitializer
org.apache. hadaop. hdfs server. datanode. DirectoryScanner:

throttle.limit. ms. per. sec set to value above

dfs.datanode. director

will o

Assuming

org.edipse. jetty. util.log: Logging initialized @899ms 1o org-eclipse.jetty. util.log. SifdjLog
org.apache. hadoap.hdfs. server. datanode. DirectoryScanner: Periodic Directory Tree Verification scan

starting in 116652 1m:
rg.apache. hadoop. haf:

and limit of -1ms/s

erver. datanode.

dfs.datanode. directoryscan, throttle. limit. ms. per, sec set to value above 1000 ms/sec. Assuming
org.apache. hadaop.itp. HitpServer2: Added global fter'safety”
hito

(class= he. hads

org.apache. hadoop. hitp. HttpServer2: Added filter static_( user_ mw
(class=orr.apache. hadoop. http. lib.

che. hadoop. hitp.

tatic_user_filter

(class=0rg.apache. hadoop.http. lib. StaticUserWebF ilter$StaticUserFitter) to context logs
org.apache. hadoop. hitp. HttpServer2: Added filter static_user_filter

(d;s;_nrv apache. hadoop. http. lib. Static )

che. hadoap. http.

(=|ass =org.apache. hadoop. hdfs.web. AuthFilter) to contexthds
org.apache. hadoop. http. HttpServer2: Added filter AuthF lter
(ciass=org.apache. hadoop. hdfs.web. AuthFilter) to context logs

org.apache. had

AuthFilter

(dlass=org.apache. hadaop. hdfs.web. AuthFilter) to context static

K
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Level

Info

Info
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info

Info

Info

‘Wam
Info

Info

Info

Wam

info

Info

Info

Info

Info

info

EventiD Event Template

-1

51 INFO he.hadoop. hf nods -

503 ©7E:3pache.hadoop.hdfs.server.namenode.FSNamesystem: Only one namespace edits storage directory
\ldfs.namencde.edits.din) configured. Beware of data loss due to lack of redundant storage directories!

22 org.apache. hadoop. metrics2.impl. MetricsSystemimpl: .* metrics system started

512 org.apache.hadoop.metrics2.impl.MetricsSystemimpl: Scheduled Metric snapshot period at.* second\(s\).

org.apache. hadoop. hdfs. server.namenode. NameNode: Clients should use master:.* to access this
namenode/service.

1 org.apache.hadoop.hdis.server.datanade. fsdatasetimpl. FsDataseu mpl: dfsUsed file missing in..* will
proceed with Du for space computation calculation,

org. apache. hadoop. hdfs.server. datanode fsdataset. impl. FsDatasetlmpl: dfsUsed file missing in * will
praceed with Du for space computation calculation,

27 8- apache.hsdoop.hdfs. DFSUL: Filterinitalizers set :

org..apache. hadoop. hitp. ib. 0fR.apache. hadoop. hdfs. web. AuthFilterinitializer
org.apache. hadoop. hdfs.server.datanode DirectoryScanner:

dfs.datanode. directoryscan. throttie. limit.ms. per.sec set to value abave .* ms/sec. Assuming default value of

19 org.eclipse.jetty. util.log: Logging initiaiized . * to-org. eclipse. jetty.util.log SIfajlog

33 OrE.apache.hadoop.hdfs.server.datanode. DirectoryS canner: Periodic Directory Tree Verfiication scan starting
in.* with interval of .* and throttle limit of .*
apy ©8-apache. hadeop.hdfs.server.datanade. DirectoryScanner:
dfs. datanode. directoryscan. throttle, limit.ms. per.sec set to value above . * ms/sec. Assuming default value of

26 org.apache.hadoop. hitp. HitpServer2: . global ilter ‘safety’\(dlass=.*\)

507

31

71 org.apache. hadoop. hitp. HitpServer2: .* filter .* \(class=. *\) to context .*
92 org.apache.hadoop. hitp. HitpS erver2: .* filter . * \(class=. "\) to context logs
71 org.apache.hadoop. hitp. HttpServer2: .* filter* \(class=. "\) o context .*
71 org.apache.hadoop.http. HitpServer2: .* filter.* \(class=."\) to context . *
92 org.apache.hadoop. hitp. HitpServer2: .* filter .* \(class=.*\) to context logs

71 org.apache.hadoop.http, HitpServerZ: . * filter .* \(class=."\) to context.*
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Few-shot Prompt

Prompt: “Here are a few examples of how to classify log
sequences. Based on these examples, classify the new log
provided.

Examples:

1) Log Sequence: {Example log 1} --> Anomaly Type: {Class
1}

2) Log Sequence: {Example log 2} --> Anomaly Type: {Class
2}.

Input & Output:

Log Sequence: [New log data] --> Anomaly Type: Class 3

Log Sample (Related source code):
[ERROR] 2023-10-10 08:13:25: Virtual machine memory allocation failed

for VM ID=6afd89eh: Insufficient memory. Attempling to restart VM
ID=6afd8%eh.

Atenton Heatmap for Log Anomaly Anomaly related on source code
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 \/isualize how errors or important events occur over time

ERROR Log Frequency Over Time

Count (5 min bins)
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I ‘ Grouping for Graph- based Log Analysis M

* Fixed- length Windows
* For ML models
« Consistent size
* |gnore semantic flow

Session Size Distribution - Fixed-Length Windows

SessionGroup_FixedWindow
2] 500
103 5 1 500
O} 2 500
; 3 500
o 4 500
S 102 4
:,; 5218 500
5 5219 500
2 5220 500
g 101 - 5221 500
5222 376
Name: count, Length: 5223, dtype: inte64
100 . —

380 400 420 440 460 480 500
Log Entries per Session
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‘ Grouping for Graph- based Log Analysis

* Fixed- length Windows

Number of Logs in Session

Kn

500

400

300

200

100

0

 For ML models
e Consistent size
* |gnore semantic flow

Top 100 Session Groups by Log Volume

CHNMTNORONOANMITNOSONO—HNMTNONRODOANMTINON OHNMTVONODOHMNM
Session Group ID
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count
mean

std
min
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max

5223.000000

499.976259

1.715780
376.000000
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! ‘ Grouping for Graph- based Log Analysis I

Frequency (Log Scale)

« Template Shift Segments

« When template changes mark logical steps
 Highlight state changes
« May miss long—-range dependencies

Session Size Distribution - Template Shift Segmentation

0 200 400 600 800
Log Entries per Session
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Session
53510
53513
1349191
53512
438900

25
26
27
28
1579101
Name :

Group_TemplateShift
1000
1000
1000
1000
1000

1

B R R

count. lensth: 1579117. dtvne:
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‘ Grouping for Graph- based Log Analysis

« When template changes mark logical steps

« Template Shift Segments
* Highlight state changes

« May miss long—-range dependencies

Top 100 Session Groups by Log Volume

1000

1.543917e+06
1.691397e+00
1.078215e+01
1.000000e+00
1.000000e+00
1.000000e+00
1.000000e+00
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I ‘ Grouping for Graph- based Log Analysis M

* Time Gap Thresholds
 When sessions are temporally bursty

o Captures real execution flows and transitions

* Risk of skewed session sizes

Session Size Distribution - Time Gap Threshold

= [
o [=]
~ [
Addaul aal

Frequency (Log Scale)

[
[=]
—
aul

10° §

Knu

0 100000 200000 300000 400000
Log Entries per Session
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500000

Sess
2718
2634
5217
2623
2612

10

ionGroup TimeGap

544188
340599
162887
161371
143298

s &

e

ength: 6019, dtype:

intea

y



000000
855458
835149
000000
000000
000000
000000
000000

6019
433
9484

- L

i

2

2
544188

count
mean
std
min
25%
50%
75%
max

Top 100 Session Groups by Log Volume
<t
@
NN

o Captures real execution flows and transitions
KTUNGEOK

 When sessions are temporally bursty
* Risk of skewed session sizes

500000 +
300000
200000 A
100000

(=3
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‘ Grouping for Graph- based Log Analysis
* Time Gap Thresholds
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| ‘ Grouping for Graph- based Log Analysis M

H

103 4

Frequency (Log Scale)

100 <

Kn

102 4

ybrid (Time + Max Events)

« Default for production logs
« Balanced node/edge density across graphs
 May split actual sessions

Session Size Distribution - Hybrid (Time + Volume)

Sessions with exactly 5000 logs: 434
Sessions with <100 logs: 5650 _
6 10b0 ZObO 30b0 40b0 SObO
Log Entries per Session
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SessionGroup Hybrid

5744
5655
2110
2980
2979

11

5000
5000
5000
5000
5000

BR R R R

1 count, Length: 6453, dtype: int64
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000000
000000
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676275
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000000
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6453
404
1288
1

1

2

2
5000

count
mean
std
min
25%
50%
75%
max

Top 100 Session Groups by Log Volume
a
&
G

« Balanced node/edge density across graphs
KTUNGEOK

« Default for production logs
 May split actual sessions
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‘ Grouping for Graph- based Log Analysis
 Hybrid (Time + Max Events)
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! ‘ Grouping for Graph- based Log Analysis I

« Semantic Anchors (e.g. RPC, login)
 |[f Known session starters exist
 Logically pure sessions
 Needs domain specific templates

Session Size Distribution - Semantic Anchors

SessionGroup_Anchors
107 4 1091 247178
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< 2279 1
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— Name: count, Length: 2395, dtype: int64
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e |[f kKnown session starters exist
 Needs domain specific templates

« Logically pure sessions
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‘ Grouping for Graph- based Log Analysis
« Semantic Anchors (e.g. RPC, login)
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Summary

e Fixed—-length Windows
* Ensures consistent data shapes
e |gnores semantic context or flow

 Time Gap Thresholds
e Captures authentic execution flows and transitions
e Session sizes may vary wildly

e Hybrid (Time + Max Events)
« Balances node and edge density in graphs
 May split real sessions prematurely

e Semantic Anchors

* Best if you have known session start templates
e Creates clean, meaningful session boundaries
 Requires domain—specific anchor templates

I(n KYUNGPOOK
NATIONAL UNIVERSITY




| \ 27 J|8t O|ARIZ EX M

« Semantic—Guided LognRoll Filtering

 Enhance raw log filtering by integrating semantic understanding using Self—Su
pervised Learning (SSL)

e Logs are processed through an SSL model to extract embeddings or semantic

clusters.
______________________________ ,
= '
I |
: Self Supervised : / \
| Learning (SSL) 4 N\ | Session
| - Template | Templates .
I - Extraction : Grouping
: R . Ada ptive ) <*> <*> INFO orgapache hadoop hdfs server.dat.. I . l
I —_— Pa rsing > <*> <*> INFO org.apache hadoop hdfs.server.dat.. ]Eﬂ}
| <*> <"> INFO org.apache.hadoop.metrics2.impl M. : EV e I’lt
|
| | Sequences
|
L __ Graph Anomaly_ _! \
detection
Anomaly \ 8 Att Ss - - ‘
- < I ribution ©
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« Adaptive Graph Construction
* Enhance raw log filtering by templates are grouped into sessions
« Graphs are formed to represent temporal or causal relations
» Creates flexible graph structures that preserve both structure and context of

execution flows.
r-r-———""—""F"~""~"""~"~""~""~"""~"""/"™—7/—/=— 1

|

|

Self Supervised '

! |
Learning (SSL) 4 ) : ( Session\

|

|

Template Templates *

] — Extraction Grouping
— H <*> <*> INFO orgapache hadoop hdfs server.dat..
7 APdaar:itIl"‘ée > <*> <*> INFO org apache hadoop hdfs server.dat... fIE l
<*> <"> INFO org.apache.hadoop.metrics2.impl M. EV e I’lt
\ ) Sequences |
Graph Anomaly

|
I
|
I
I
I
I
detection :
I
I
I
I
|
|

Anomaly ... \\
Score 4
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 Analyze graphs for anomalies and predictions

» Graphs are passed into the model (e.g., GNN, Auto Encoder, Graphformer, Gra
ph Informer), which applies attention over long sequences.

Self Supervised

Learning (SSL) )\ (r’ . ﬁ‘\\
4 Template Templates -~ Jcssion

Extraction Grouping

1 > . “ Ada ptive . - <*> <*> INFO org.apache hadoop hdfs server dat.. 3 ’
0gs w : > Pa rsi ng ’ > <*> <*> INFO org.apache hadoop hdfs server.dat... n »
<*> <*> INFO org.apache hadoop.metrics2.impl M. Event
Sequences

K / [ ——

_____________

—————————————

| —— . — 1
—————————————————— Graph Anonialy 1 k
detection

I

|

I \ |

[ -

- | $ L p——
Anomaly g X : Attribution -
‘ <6 = Al
: Cansiruction,
I

Score
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id: Union[bytes, str],

O:I ? O:Iad =2 gékx =] O AL def add_trigger(self, sensor_id:
o —_ ) /T, £ TULS DI__I_(:] lat: float, 1lng: £l "
E C= _|- _|. E ol = T = /\H /\_| O:| timestamp_msec: int):
- HAEHEES =6t B2l 2F UHX -
=2 = — = —
e o< sensor_id = self._convert_sensor_id(sensor_id)
C/C++ —
Sensor Sensor Sensor /
. | i def _convert_sensor_id(sen:?o,r id) :
- sensor_id = bytes_to_usim_str (sensor_id,
Java byteorder='1itt}&£")
Data Collector return sensor_id
N = Python
Gateway ; /
i rthquake def bytes_to_usim_str(b: byfes,
Msg. Queue | Event byteogder="1little’) -> str:
i = int.from_bytes (b, signed-False,
byteorder=byteorder)
I return f’{i:011d}’

|
; Q) (2)If can Ata) () 1
Signal Picker Al Classifier ell Activator Associator !
i | Patches (LLM, PySTAAR)
D v
def bytes_to_usim_str(b: bytes): @staticmethod
' 8 encodabl def convert_sensor id(sensor id):

def bytes_to_usim_str(b: bytes): if not isinstance(b, bytes):
Irly 1 ~ nput ‘b b = b.encode('utf-8')

return sensor_id

if b is None:
return '0" * 11

i = int.from_bytes(b,
return f'{i:011d}’

signed=False, byteorder='little')
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« HIAEHEE 2tEet B 2% WX
o KAIZE AIAEINIA LLM 22 PySTAAR
IS 01 Y

LLM S AIE0l EILF Zald )
PySTAARZ IHX| A4

—t Identification
— request

source more request

&0

LLM potential errors

collected
potential errors

LLMS AL8SH A 2

Lt -
~0

270 Cigt HIAEH 0] &
KYUNGPOOK

NATIONAL UNIVERSITY

MM LLM Al

Kn

2 o 0%

NES A6t HIAE AHO|A M4 = LLM Lt

PySTAAR LLM
Modules Patch(#F) Patch(#E) Patch(#F) Patch(#E)
Association 15 16 12 13
Gateway 9 16 8 15
BatchML 2 3 2 3
CliTools | | | |
MseedSink 1 1 0 0
ObjSink | 2 | 2
PacketGather 3 4 3 4
STALTA 2 3 2 3
Total 34 46 29 41
Succ. Rate 94.44% 93.88% 80.56% 83.67%
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