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Figure 4: FSR using the Craig interpolants

3.5.3 Generation of Symbolic Path Formulas by Combining Func-
tion Summaries. To generate a SPF &, to validate a failure at v, FO-
CAL combines the summaries of the functions in a failure-context
{main, ..., a;) of v and i/, in a backward order. If the combined SPF

- is satisfiable, FOCAL uses a solution of the formula obtained by an

SMT solver as a system-level test input to validate a failure at v.
For Fig. 2 where f, = fs, FOCAL generates SPFs as follows:

1. Suppose that r(f3, f5) > r(fi, fs). FOCAL generates ®({f3)) =
Slice($y,, fs)NYo. 1@y ((f3)) is satisfiable and r(f3, f3) > r(f2. f3),
FOCAL increases a failure-context of v to (fi, f3)

It generates @, (/1. f3)) = Slice(¢y,, f3) A @y ({f3)) and checks if
O, ({f1, f3)) is satisfiable. If yes, FOCAL increase a failure-context
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THEOREM 1 (CRAIG, 1957 [9]). Suppose A — C is a valid impli-
cation in first-order logic (i.e., A — C). Then, there is a Craig
interpolant I suchthat A — 7 and 7 — C.

CoroLLARY 1. Suppose that A A B is unsatisfiable in first-order
logic (i.e., E A — —B). Then, by Thm. 1, there is a Craig interpolant
T such that E A — T and T A B is unsatisfiable. *

Suppose that Ais ®,,(S51), Bis Slice($a, , ag_1), and &(SK1)A

Slice($q, . ag—1) is unsatisfiable. Then, by Corollary 1, there exists
a Craig interpolant I of (DU(Sf,’l) and Slice(¢q, . ay_;) such that
I ASlice(¢a, . ag_y) is unsatisfiable. Note that Slice(@q, . a)_;) rep-
resents the already explored paths in aj. Thus, Craig interpolant T

can work as a guide in concolic unit testing of aj. to avoid revisiting |

already explored paths (i.e., I — -Slice(¢gq, . ay_1)). And at the
same time, 7 can lead the concolic unit testing to explore paths
compatible with ®,,(SX1) (ie., ®,(Sk~1) — T1).
Now we propose the following heuristic to build ¢;, such that
®,({ag, ..., ay)) is satisfiable.
e When FOCAL generates ¢;, using concolic testing, FOCAL en-
forces a Craig interpolant I of QU(Sf,’I) and Slice($a, . ay_1) as
a FS refining constraint so that ¢, can be different from ¢,,
(and, thus, ¢} , may not conflict with ¢U{S£_l ).
This strategy constructs a new FS ¢  that can be compatible with
(bv(Sfi'l). This is because 7 guides concolic testing to make @7,
contain symbolic paths different from the ones in ¢4, by pruning
Slice(¢a, . ag_;) (because I A Slice(¢q, . aj_;) is unsatisfiable).
FOCAL implements this strategy by inserting assume(7) at the
beginning of the body of a;, which guides concolic execution to

explore paths that satisfy 7 by terminating an execution of @ =~

immediately if 7 is violated.
Sunnose that #”. does not resolve the conflict in the first function
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Abstract—Many automated test generation techniques have
been developed to aid developers with writing tests. To facilitate
Tull i most existing techniques aim to either 4
coverage, or generate exploratory inputs. However, existing
test generation techniques largely fall short of achieving more
semantic objectives, such as generating tests to reproduce a
given bug report. Reproducing bugs is nonetheless important,
as our empirical study shows that the number of tests added
in open source repositories due to issues was about 28% of
the corresponding project test suite size. Meanwhile, due to
the difficulties of transforming the expected program semantics
in Iluu reports into test nrmles. existing failure reproduction

tend to deal excl ly with program crashes, a
small subset of all bug reports. To automate test generation from
general bug reports, we propose LIBRO, a framework that uses
Large Language Models (LLMs), which have been shown to be
capable of performing code-related tasks. Since LLMs themselves
cannot execute the target buggy code, we focus on post-processing
steps that help us discern when LLMs are effective, and rank
the produced tests according to their validity. Our evaluation of
LIBRO shows thal the widely studied Defectsd) benchmark,
LiBRO can gencrate failure reproducing test cases for 33% of all
studied cases (251 out of 750), while suggesting a bug reproducing

in first place for 149 bugs. To mitigate data contamination

{i.e., the possibility of the LLM simply remembering the test code

cither partially or in whole), we also evaluate LIBRO against 31

bug rtporl_-. submitted after the collection of the LLM training

crminated: LIBRO produces bug reproducing tests for 32%

ed bug reports. Overall, our results show Lisko

cantly enhance developer efficiency by
automatically generating tests from bug reports.

Index Terms—test generation, natural language processing.
software engineering

. INTRODUCTION

Software testing is the practice of confirming that sofiware

meets specification criteria by executing tests on the softw
under test (SUT). Due to the importunce and safety-critical
nature of many software projects, software testing is one of the
most important practices in the software development process.
Despite this, it is widely acknowledged that software testing
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detection) to guide the automated process. They are useful
when new features are being added, as they can generate novel
tests with high coverage for a focal class,

However, not all tests are added immediately along with
their focal s. In fact, we find that a significant number of
tests originate from bug reports, Le., are created in order to
prevent future regressions for the bug reported. This suggests
that the generation of bug reproducing tests from bug reports
is an under-appreciated yet impactful way of automatically
writing tests for developers. Our claim is based on the analysis
of a sample of 300 open source projects using JUnit: the
number of tests added as a result of bug reports was on
median 28% of the size of the overall test suite. Thus, the bug
report-to-test problem is regularly dealt with by developers,
and a problem in which an automated technigue could provide
icant help. Previous work in bug reproduction mostly
deals with crashes [5], [6]; as many bug reports deal with
semantic issues, their scope is limited in prac

The general report-to-test problem is of significant impor-
tance 1o the software engineering community solving this
problem would allow developers use a greater number of
automated debugging techniques, equipped with test cases
that reproduce the reported bug. Koyuncu et al. [7] note
that in the widely used Defects4] [8] bug benchmark, bug-
revealing tests did not exist prior to the bug repont being
filed in 96% of the cases. Consequently, it may be difficult
to utilize the state-of-the-art automated debugging techniques,
which are often evaluated on Defects4), when a bug is first
reported because they rely on bug reproducing tests [9], [10].
Conversely, alongside a technique that automatically generates
bug-revealing tests, a wide range of automated debugging
technigues would become usable.

As an initial attempt to solve this problem, we propose
prompting Large Language Models (LLMs) to generate tests,
Our use of LLMs is based on their impressive performance

sign

on a wide range of natural language processing tasks [11] and
g tasks [12L In this work, we explore whether

is tedious due 1o the significant human effort req i[1]. To
fill this gap, automated test generation techniques have been
studied for almost half a century [2], resulting in a number
of tools [3], [4] that use implicit oracles (regressions or crash

*: these authors contnbuted equally.

¥
their capabilities can be extended to generating test cases from
bug reports. More importantly, we argue that the performance
of LLMs when applicd to this problem has to be studied
along with the issue of when we can rely on the tests
that LLMs produce. Such questions are crucial for actual
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header
length
Text Protocol O @ Binary Protocol payload
header | Text-based protocol A
©® 0x02 0x00 0x00 Oxa3
field 1 Value of field 1 X > 0x07 0x00 0x00 0Ox0a
| field2 | Value of field 2 \ Llaldle iU
Bk
HAE TE2EZR = Ho|HE2| =E2EZ
— = p— =
(ex. ChatAFL)
(key-value)

(offset)
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SteLLaFuzz Framework
Extract Message Types Infer Message Structures
[n Out [n Out Construct Seeds
' = | In Out
o ) Prompt o oMessage R Prompt | &Egsdessage L i
Protocol Protocol A UTypes o oMessage | tructures Prompt
Information Information | £ HTypes EMessage
- . ' Structures Fuzzing
Reconstruct Initial Seeds Generate Message Sequences Seeds
‘ Out In iOut 7 Message
I.' [ : ! 00 Sequences
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Seeds ) Prompt Recon- R Prompt o-oMessage ®Reconstructedi
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You are a network protocol expert for [PROTO-

COL]. Your task is to extract the message structure

for the client-to-server message type [TYPE] "QUERY": |{
"protocol": "DNS",

Instructions: "message. type": "OUERY",
1) Extract the Message Structure: "eode": "QW,
o List all fields as defined in the [PROTO- "type_description": "A standard query
COL] documentation. message sent by a client to request
o Include common headers if applicable, but information from a DNS server.",
focus on fields unique to [TYPE]. "fields": [
2) Specify Field Details: {

"name" : “Transaction_ID“J
"fixed_byte_length": 2,
"data_type": "uintle",
"description": "A 16-bit identifier
assigned by the program that
generates any kind of query.",

e name — exact name of the field as defined
in the protocol specification

e fixed byte_length - size of the field
in bytes: set to null if variable

e data_type — data type (e.g., string, int,

byws.bpowgn) L . X "details": "Used to match responses to
e description - brief explanation of the queries."

field’s purpose or meaning b,
e details — additional info such as encod- {

ing, length constraints, etc. "name": "Flags",

3) Provide Structured Reasoning: S vad bure Vannth¥s 9
« Step-by-step explanation
o Cite documentation, RFCs = 4
DNS H 2| HIA|X| =& 21t

« Note assumptions or ambiguities

HAX| 2 FEEZEZE 14
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* AFLNet, ChatAFL ChH| HFO| L 2| AEEE S EN AHH 2[X] 39.6%,, 148.2% &t

Subject [ State Coverage | State Transition Coverage

| SteLLaFuzz | AFLNet Improve | ChatAFL Improve | SteLLaFuzz | AFLNet Improve | ChatAFL  Improve
Dcmtk 4.0 4.0 0.0% 4.0 0.0% 3.0 3.0 0.0% 3.0 0.0%
Dnsmasq 116.4 100.5 15.9% 81.6 42.6% 367.6 321.9 14.2% 257.8 42.6%
TinyDTLS 10.0 9.0 11.1% 9.7 3.1% 36.0 34.0 5.9% 37.0 -2.7%
OpenSSH 57.0 326 74.8% 19.5 192.3% 115.8 54.1 114.0% 30.5 279.7%
OpenSSL 58.3 29.7 96.3% 9.7 503.1% 64.3 34.3 87.5% 13.6 374.3%
Binary avg. | | ~ 39.6% | ~ 1482% | = | ~ 443% | ~ 1388%
forked-daapd 8.1 8.1 0.0% 7.9 2.5% 23.2 20.7 12.1% 19.9 16.6%
Bftpd 24.0 24.0 0.0% 24.0 0.0% 227.2 169.1 34.4% 179.9 26.3%
LightFTP 23.7 234 1.3% 23.7 0.0% 221.1 197.7 11.8% 198.2 11.6%
ProFTPD 28.8 219 31.8% 27.8 3.8% 273.8 170.0 61.1% 1859 47.3%
Pure-FTPd 28.8 27.0 6.4% 29.2 -1.6% 286.8 2270 26.3% 2522 13.7%
Live555 14.4 12.7 13.8% 14.2 1.4% 161.9 109.3 48.1% 136.6 18.5%
Exim 18.0 16.1 12.1% 17.7 1.7% 96.6 66.8 44.6% 87.0 11.0%
Kamailio 13.8 149 -1.7% 15.1 -8.8% 93.5 102.9 -9.1% 100.9 -7.3%
Text avg. | | - 12% | - 01% | | — 287% | - 172%
Total avg. | oy - 19% | - 569% | oy - 347% | — 64.0%
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Original Code . . .
g Static Analysis Scenario Gen Test Execution
= | B8 - % [
— <I) "@‘“_ "@"_ ©) —
= =||I= g
I-----___ I_‘I--_------ 1
I " Representation ": ("84 g&": ... ,"SH | I "id ": "{ SCENARIO_ID }", |
[ 7= ), I | " description ": "{ SUMMARY }", 1
I "FULL CFG":{ | I "path ":"{CFG_PATH }", I
I == BLOCK)" "%XI" "{ EDGES }}, : I precondition *: "{ INITIAL_STATE }" :
: " DECISION_FLOW_SUMMARY ™: I : " expectedResult ": "{ EXPECTED_RESULT J", |
"{ FLOW_SUMMARY }" | g "pseudocode ": " GIVEN -> WHEN -> THEN" ||
L------_------- L

Run Success

Final Output

21



HAE ALIE|R 7|8 R HAE &S

HAE IE AY SSECALIER 48 2 HAEIE HY 35S0 £

HAEIE HEME B ALIE|R W 2 2 E S S0l H 25

-

" description ": " iterator with rangeStyle RANGE_WEEK_RELATIVE and calendar on Thursday ",
"path":"BO->B3->B6->B10->B11->B12 ->B14 ->B16 ->B18 -> B20->B22 ",

precondition ": " Calendar is set to a Thursday ",

expectedResult ": " Datelterator adjusted based on the current day of the week ",
" pseudocode ": [ " TEST TCO5 iterator RANGE_WEEK_RELATIVE on Thursday ",
"GIVEN ",

" Calendar calendar = set to a Thursday ;",

“int rangeStyle = RANGE_WEEK_RELATIVE ;" ,
"WHEN ",

" Iterator < Date > iterator = DateUtils . iterator ( calendar, rangeStyle ) ;"
"THEN "/

assert Datelterator is adjusted relative to Thursday ;" | }

> AlLt2| < of|A|
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. Iﬁ)swte CHH| B 32.6%pe/| AH 2| K| 2N
-

e ChatUniTest CHH| B 35.6%p = 7| 7{1H 2| X|

sEM .

F

Branch Coverage(%)

Abbr. Evo Chat |M ANTBS
cob 94.8 18.2 87.4
coL 10.5 0.0 80.6
CoOM 16.7 28.1 323
Csv 97.0 56.1 97.0
LAN 44.7 0.0 80.9
MAT 1.9 19.3 53.5
GSO 45.0 40.0 72.5
TIM 18.2 46.7 73.4
CHA 0.0 33.1 50.3
COR 42.9 24.5 46.4
DAB 3.3 1.8 47.0
DAF 0.0 29.6 39.9
JSO 44.8 36.1 70.4
JXP 10.0 54.2 54.5
AVG 30.7 27.7 63.3
MED 17.5 28.9 62.4
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