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Introduction

● Security Vulnerabilities
○ Can be disclosed by crash-inducing inputs
○ Such inputs can be automatically discovered by fuzzing
○ Patches can be automatically generated by automated program repair
○ But can we trust those patches?



Introduction

● Patch validation 
○ If there is no crash after patch, can it be considered as correct patch?

○ How can we check patch correctness?

Introduction



Symbolic Execution

● Theoretically, symbolic execution can 

verify all inputs and execution paths

● Scalability issue

○ Path explosion

Methods



Under-Constrained Symbolic Execution

● Improves scalability by directly running target function

● Starts from empty memory state

● Use lazy initialization to generate inputs

Methods



Under-Constrained Symbolic Execution

● Limitation
○ Large & Complex memory structure

Methods

long list



Our Approach

● How to handle such programs?
○ PoC-centered bounded verification

○ Verify near the buggy memory state



Concrete Snapshot

● Run program with crash-inducing input

● Take a snapshot

● Obtain memory graph, memory access log, …



Abstract Snapshot

● Select some pointer to the terminal node, and all primitive values

● Symbolize selected part of the concrete snapshot

● Lazy initialization



Optimization

● Inevitable concretization
○ Function pointer, external function call

○ Concretize based on concrete snapshot

fd 3 input/file

fd 4 output/file

…

fd ?

f ?

function1

function2

function3

?



Optimization

● Order-preserving lazy initialization
○ Preserve ordering of the pointers those point 

same object

cur?

base?

base

cur buffer

buffer



Patch Classification

● No crash, no regression error
● Problem: infeasible input
● Heuristic:

○ Check original crash location with PoC input
○ If crash location is different, that is likely to due to the infeasible input



Evaluation: Patch Filtering

● CPR: APR tool

● SPIDER: static analysis

● VulnFix: system-level fuzzing + snapshot fuzzing

● UC-KLEE: under-constrained symbolic execution



Evaluation: Patch Filtering



Evaluation: Ablation Study 

● Lazy initialization bound (k= 3, 6, 9)

● Impact of heuristic (infeasible input removal based on crash location)


